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MESSAGE

I am pleased to learn that India Smart Grid Forum (ISGF) is publishing
a Smart Grid Handbook for regulators and policymakers and is
expected to provide insights on various aspects of smart grid.

Smart grid is an important step towards technology renovation and
will require change in both business and operational strategies of the
utilities. This handbook captures every aspectof smart grid
components in detail and will serve as a good reference document for
all concerned stakeholders in the domain.

I appreciate ISGF and its team of professional for their noteworthy
efforts and wish them success in their future endeavors!

( A. K. Bhalla )
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Message

I am happy to learn that India Smart Grid Forum is bringing out this
“Smart Grid Handbook for Regulators and Policy Makers”. At the outset, |
appreciate the initiative taken by ISGF to facilitate the Regulators and Policy
makers with detailed information encompassing different aspects of smart grid
and its components.

As we understand 'Smart Grid' facilitates the system to respond
intelligently to changes in its environment, including demand, supply besides
the changes in the connected external systems. Further, it is aimed at achieving
improved performance besides facilitating the stakeholders to take informed
decisions. The fundamental benefits include easy absorption of future
technologies, removal of redundancies prevalent in the current systems, and
more importantly substantial reduction of losses, thereby giving correct price
signals to the consumers.

Most importantly, the ‘Smart Grid’ is likely to lead the utilities to change
their business strategies and re-orient their business processes. As the policy
makers and regulators are closely monitoring the developments in the sector
and ready to take initiatives, this handbook is expected to give them insight
into this emerging segment of electricity industry.

I appreciate ISGF and its team of professionals for their laudable efforts
and wish them success.
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I am pleased to note that India Smart Grid Forum (ISGF) has prepared
a comprehensive Smart Grid Handbook which is the need of the hour in India.
Utilities in India are rolling out smart grid projects for which we need large number
of engineers who understand the topics. Also we require policy makers and
regulators who approve smart grid projects, properly appraised of the subject. This
handbook will serve as a good reference document for all stakeholders in the smart
grid domain in India.

I congratulate ISGF for the good work they are doing and wish them success

in their endeavors.
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India is spearheading large and aggressive energy transformation programmes that focus on technology
interventions for building smart cities, mainstreaming renewable energy, modernizing the electricity grid and
enabling rural and urban electrification at a faster pace. Smart Grids will play a key role in the success of these
programmes and are also relevant to other key initiatives like the Electric Mobility Mission.

However, smart grids cannot evolve without dynamic and flexible regulations. Regulatory clarity and certainty
is needed for obtaining approval for Smart Grid investments, recovery of these investments through different
models, provision of incentives and penalties to promote adoption of innovative solutions by utilities, protection
of consumer interest and value delivery. Recognizing this, the Forum of Regulators issued the Model Smart Grid
Regulations in 2015 to facilitate the integration of smart technologies into the grid at the state level.

This, of course, was a positive measure, but much more needs to be done for Smart Grids to achieve larger scale
and adoption. A key challenge is the lack of understanding of the basic tenets of Smart Grids, their potential
implementation frameworks and value proposition by key stakeholders, particularly by state regulators and
distribution companies. There is an urgent need to address this gap by educating State Regulators, distribution
companies and other key stakeholders on the benefits, available technology options, costs, market players and
implementation frameworks that are pertinent to the adoption of Smart Grids.

The ‘Smart Grid Handbook for Regulators and Policy Makers’, prepared by the India Smart Grid Forum (ISGF)
with support from Shakti Sustainable Energy Foundation, is particularly relevant in this context. A first of its kind,
the handbook contains 17 comprehensive research modules detailing themes relevant to Smart Grids such as
business models, power quality and tariff structures. The handbook also provides insights on evolving trends in
grid modernization, Microgrids and Electric Vehicles.

This handbook aims to provide wider knowledge to regulators, policy makers and distribution companies in the
area of Smart Grids and the integration of renewable energy systems. | hope that it will prove to be a useful
reference guide to stakeholders to effectively address the planning and operational needs of a Smart Grid
environment.

Krishan Dhawan
Chief Executive Officer
Shakti Sustainable Energy Foundation






Preface

I S 0 F November 2017

India Smart Grid Forum

In one of our meetings with Shri Gireesh B. Pradhan, Chairman, Central Electricity Regulatory Commission in
early 2016, he expressed the need for a book explaining the basics of smart grid in the Indian context. He told
that during his visits to different states in India he meets with engineers in utilities and his questions on “what is
smart grid” and “what your company is doing in that direction”, he gets different answers which indicated that
most people had no clarity on the basics of smart grids. In that conversation we agreed to work on a handbook
covering various aspects of smart grids which will explain the concepts and “how to” aspects of smart grid
technologies and policies.

ISGF approached Shakti Sustainable Energy Foundation (SSEF) for a grant to undertake this assignment of
preparing a Smart Grid Handbook primarily targeted for Regulators, Policy Makers and Utility Engineers. SSEF also
expressed the same view that there is a need for such a handbook that will bring about common understanding
for all stakeholders in the country on what is smart grid and what need to be done by policy makers, regulators
and utilities to make the grid smarter. With the grant from SSEF and rich contributions from several experts in
India and abroad who work closely with ISGF, we could compile this Smart Grid Handbook that has 17 Chapters.
A Draft Version of the Handbook was released in March 2017 at India Smart Grid Week in New Delhi.

Subsequently in association with Central Electricity Authority (CEA), we conducted 3 days training program
covering all the modules in Hyderabad on 10*" to 13" April 2017 and in Kolkata on 31 May to 2" June 2017
which were attended by large number of Regulators and Utility Officials from different states. The comments
and feedback received from those training sessions and other stakeholders have been incorporated in the final
version of this Handbook.

We have also added a section “Primer on Smart Grids” which is basically an executive summary covering all
other chapters. There are some repetitions in the sections “Primer on Smart Grids”, “21% Century Grids” and
“Introduction to Smart Grids”. This has been intentionally repeated so that if a reader skips any of these sections,
still the fundamental concepts of smart grids is read and understood.

India Smart Grid Forum wish to thank Shri Gireesh B. Pradhan who initiated the idea for the Smart Grid Handbook,
SSEF and CEA for their support and all the contributors for their rich contributions. We are sure this Handbook
would add value to the learning of Smart Grid to all stakeholders.

Reji Kumar Pillai
President, India Smart Grid Forum
Chairman, Global Smart Grid Federation
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—— EXECUTIVE SUMMARY

India Smart Grid Forum (ISGF), Public Private Partnership initiative of Ministry of Power (MoP), Government
of India with support from Shakti Sustainable Energy Foundation (SSEF) embarked on a monumental task
of compiling the information related to smart grid concepts, technologies and implementation experiences
in this Smart Grid Handbook for Regulators and Policy Makers. This Smart Grid Handbook is by no means
completeinitself as new concepts and technologies are continuously evolving; however, the Handbook aims
to create an awareness about the challenges and opportunities of smart grid (including some actionable
recommendations) while serving as a ready reference.

We suggest all readers to start with the Appendix which discusses electric power system basics. If you are
familiar with the content, you will skim through it quickly; otherwise, please take your time to read the
content as it will help you understand the smart grid fundamentals and technologies better as you navigate
through various modules of this handbook — a total of 17 well written modules and a Primer that captures
the essence of the Handbook in the beginning just after this Executive Summary. The last Module touches
on smart cities, a topic in itself, as no discussion of smart grid is complete without covering smart cities.

The Handbook start with a Primer on Smart Grids which covers the essence of the entire Handbook in
25 pages. The Primer is actually the summary of the contents of the Handbook whereas this executive
summary gives the readers a glimpse of what is in the Handbook.

Module 1 sets the tone of this Smart Grid Handbook by discussing 21st Century Electric Grids and the
Evolving Trends in Grid Modernization. The module discusses the changing picture of the electric grid
from a traditional grid where central generation dominates the power supply to an integrated grid where
distributed energy resources (DERs), mostly Renewable Energy Resources (RESs), play an important role.
Various new technologies are overviewed in this module including Electrical Energy Storage (ESS), New
Generation Technologies related to RES, Solid State Transformer (SST), Electric Vehicle (EV) and Microgrid as
a foundation to present the plurality of Smart Grid visions as embraced by many developed and developing
countries around the world. The module concludes with the Smart Grid Vision and Roadmap for India.

Module 2 provides an Introduction to Smart Grids. The module starts with the elaboration of smart grid
concept described in module 1. Smart Grid components and technologies at transmission systems are then
described. This was followed by a description of the components and technologies at distribution level
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which is one of the focus of the smart grid evolution by engaging the consumer and transitioning them to
a prosumer (producer as well as consumer).

Module 3 describes the Advanced Metering Infrastructure (AMI) — the component of the smart grid that
interfaces with the consumer directly. Starting with the description and benefits of AMI, the module
discusses various communication technologies available for AMI. The module then discusses various smart
metering architectures which is followed by a discussion on interoperability, a key component for the
success of any AMI or smart metering project. The module concludes with a discussion on various AMI
initiatives in India including a discussion on business models for a successful AMI implementation.

Module 4 discusses key components of the smart grid related to communications and cybersecurity. The
two way or bi-directional communication between the utility and the consumers enable both utility and
customers to monitor power flows in real-time, predict, and manage energy usage. The module starts
with the importance of Machine-to-Machine (M2M) communication for the automated operation of
various systems that constitute the smart grid including data acquisition, pre-processing, transportation
and analytics. It then follows up with the importance of M2M in the power sector. This module also covers
various communication technologies and standards available along with the frequencies at which they
operate including the communication network requirements in a smart grid. This module includes an
interesting discussion on Global Frequency Spectrum Allocation Scenario which is followed by the related
Indian Scenario. A separate discussion on PLC technologies is followed due to its importance. Conceptual
description of M2M communications is followed with the applications of M2M/IOT in the power sector.
This module also discusses cybersecurity as increased interconnection and integration also introduce cyber
vulnerabilities into the grid. Starting with an introduction on cybersecurity, the module discusses various
initiatives by Government of India. A discussion on how to build resilience in a utility’s cyber space is
followed by the infamous cyber-attack case study of STUXNET, which reintroduced the importance of cyber
security in an electric power system.

Module 5 describes Architecture, Interoperability and Standards for smart grids. The module starts with the
National Institute of Standards and Technology (NIST), USA smart grid conceptual model which is followed
by a detailed discussion on the Smart Grid Architecture Model (SGAM). The Smart Grid Architecture Model
(SGAM) is an outcome of the EU Mandate M/490’s Reference Architecture working group. Interoperability,
a key requirement of smart grid, is then discussed. The module concludes with a discussion on standards
including the Indian scenario of standards for smart grids.

The focus of Module 6 is Large Scale Renewable Integration. The module starts with the renewable energy
technologies, India’s RES targets and the mechanisms to promote renewable energy in India. A discussion
on the challenges to large scale integration is followed comparing the characteristics of renewables with
conventional generation. A separate section then discusses various aspects of large scale integration
solutions including balancing approaches, power exchange market, demand response, storage. Three
international case studies in Germany, Denmark and USA are then presented. The module concludes with
a discussion on rooftop solar PV installation and government policies in this area.

Module 7 discusses Modern Load and Power Quality focusing on distribution network.

Microgrids are discussed in Module 8. The module starts with a discussion of mini- and micro- grid including
the characteristics, components, benefits, Indian scenario and business opportunities. Details of Low
voltage DC microgrids are then discussed. The module concludes with three case studies of microgrids in
India, Scotland and USA.

The focus of Module 9 is Energy Storage, a critical component to support integration of renewable energy
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resources in some scenarios. The module starts with a discussion on energy storage in India, specifically
to support the capacity addition target of Government of India. The discussion on various energy storage
technologies including mechanical, electrochemical, thermal, electrical and chemical and their comparison
is a useful addition to this module. The application and role of energy storage in power system is then
discussed. The module concludes with a discussion on market potential for energy storage systems.

Electric Vehicles (EVs) are discussed in Module 10. The module starts with a discussion on Electric Vehicle
technologies, some of its components, and international and Indian standards along with international
EV missions. Various aspects of Vehicle Grid Integration (VGI) are covered along with challenges and
opportunities including motivations, business models, policies for EV rollouts and the role of smart grid in
VGI. The module concludes with four interesting case studies from USA, Australia, Germany and Denmark.

Module 11 discusses two very important tools of smart grid — Energy Efficiency and Demand Response
(DR). The module starts with the history of energy efficiency in India — the acts and regulations related
to energy efficiency are discussed which is followed by the regulatory approach to promote energy
efficiency while utilizing Demand Side Management (DSM) along with various energy efficiency initiatives
undertaken. Next section of this module discusses in detail the demand response and various types of DR
programs, technological components of DR programs, DR processes, DR pricing as an ancillary service, DR
supporting renewable energy integration and DR for congestion management in transmission networks.
This section concludes with the discussion on DR program in India and the US along with a discussion on
DSM program to reduce peak load and energy consumption by March 2019. The module concludes with
the recommendations related to the regulatory framework for demand response programs.

Module 12 describes some pilot smart grid projects and lessons learned from these projects. The discussion
on smart grid projects covers 17 projects in various countries including the first smart microgrid village
in Odisha, India — location, functionality, time period, brief description, background, implementation and
outcomes of each project are described. Next section discusses exclusively projects in India — 10 of them
with similar details as in the previous section. Some of the cancelled smart grid projects are also mentioned
in this module. The module concludes with a brief information about four smart grid projects under National
Smart Grid Mission (NSGM).

Module 13 discusses the Electricity Act 2003, Electricity (Amendment) Bill 2014 and Ujwal DISCOM
Assurance Yojana (UDAY). First section of this module covers Electricity Act 1910, Electricity (Supply) Act
1948, Electricity Regulatory Commissions’ (ERC) Act 1948 and the Electricity Act (EA) 2003. Next section
discusses the necessity for amending the Electricity Act 2003 which is followed by a discussion on issues
involving carriage and content separation. Following section discusses other suggested modifications
including spinning reserve, renewable generation obligation, open access, regulatory commissions,
appellate tribunal and tariff determination. UDAY scheme is discussed in detail in the following section.
This module ends with a section on UDAY reform program and steps to be followed by DISCOMS.

Module 14 discusses the Model Smart Grid Regulations issued by the Forum of Regulators in India. The
module starts with a discussion on the need for smart grid regulations in India. Next section includes a
global review of regulatory practices in approvals. This is followed by brief description on tariff design
for consumers participating in smart grid functionalities such as dynamic pricing, TOD/TOU tariff, critical
peak pricing, extreme day pricing, extreme day critical peak pricing, real time pricing and surcharges on
consumers benefited by smart grid etc. Next section of this module discusses on consumer awareness,
participation and grievance redressal. Model smart grid regulations issued by the Forum of Regulators for
India are discussed in the following section. The module concludes with a section discussing important
issues in framing smart grid regulations.
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Smart Grid Business Models are discussed in Module 15. The module opens with a discussion on the
requirement of a new business models followed by new business models for utilities including a discussion
on benefit sharing model and rollout strategies for AMI. Following section discusses new roles for utilities
including using EVs as an asset, performing analytics to improve the business and exploration of various
new opportunities. The module concludes with a discussion on cost benefit analysis.

Module 16 discusses the New Tariff Structures. The module starts with a discussion on tariff setting process,
objective and methodology which was followed by a detailed discussion on Time of Day (TOD) tariff. Special
tariff for EVs are discussed in the next section. Innovative tariff structure of several utilities in the US,
Canada and Europe are described in this module. The module concludes with key recommendations for
regulators on smart grid projects.

Smart Grid as an anchor infrastructure for a Smart City is discussed in Module 17. The module starts with a
discussion on the Smart Cities Mission in India which was followed by a discussion on National Smart Grid
Mission (NSGM). Following section discusses the paradigm shift with the smart grid. Urbanization in India
is discussed in the next section. Smart grid resource sharing with smart cities are covered in the following
sections along with a discussion on leveraging the smart grid assets as anchor infrastructure for smart city
development. Smart cities standard framework is discussed in the following section. The module concludes
with a discussion on Smart City Maturity Model (SCMM).
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——— A PRIMER ON SMART GRIDS

1.0 INTRODUCTION

Electric grid is considered to be the biggest engineering achievement of the 20th century. We built large
power plants that generate electricity which is transported over high voltage transmission networks to
long distances and distribute the electricity at low voltage to millions of customers. The power system
consisting of limited number of power stations injecting electricity in to the grid and millions of customers
drawing electricity from the grid remained as the basic model of electrification for over a century. However
in the past few years we see the emergence of a distinct trend with proliferation of distributed generation
resources which has put the electric grids on the threshold of a paradigm shift. After 100 years of focus
on centralized power generation, the shift is now towards de-centralized generation. In the recent past
(from 2010), the picture of the grid has changed dramatically in many geographies. Some of the visible
characteristics of this shift are:

e With the increasing share of generation resources being added at the distribution end, the
traditional boundaries between generation, transmission and distribution are fast disappearing

¢ With consumers becoming “prosumers”, the grid that is built for one-way flow of electricity is now
experiencing bi-directional flow of electrons

e With decreasing cost of energy storage solutions, there is already a debate on whether to invest in
transmission or in storage — the choice between “Generation + Transmission + Distribution” AND
“Distributed Generation + Storage + Distribution” is becoming real. This is even more relevant in
regions where T&D losses are very high as with distributed generation there are fewer network
losses

e The nature of loads have changed — Incandescent lamps and induction motors that could
accommodate frequency and voltage excursions comprised majority of the load on the grid in the
past. The present day digital loads require quality power at constant frequency and voltage

e Power purchase is moving from Volumetric Tariffs to Transactive Tariffs as Inflexible Demand has
become Price Responsive Demand
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¢ The “Merit Order Dispatch” has graduated towards an “ Energy Efficient and Environmentally
Responsible Dispatch” regime

e Solar PV has already achieved grid parity in many parts of the globe which is about to unleash a
rooftop PV revolution and with increasing quantum of wind power being added the power mix on
the grid is changing more towards intermittent generation resources

¢ Large fleets of Electric Vehicles that can be aggregated as virtual power plants which could support
short term supply-demand balancing will make the grid even more dynamic and complex

In the traditional electric grid, the ability to monitor power flows and control it in real-time is limited to high
voltage networks which are equipped with automation systems. In the low voltage network, the power
system operator has no visibility on who is consuming how much electricity when and where. In a smart
grid equipped with sensors and smart meters which are connected to computers in the control room, it is
possible to remotely monitor and control the flow of electricity in real time to every customer or even to
every smart appliance inside a customer’s premise. So the evolving smart grid of the 21st century will be
drastically different — the grid will soon emerge as the “grid of things” like how the internet is evolving as
“internet of everything”.

2.0 CHANGING PICTURE OF THE ELECTRIC GRID

Some of the disruptive changes taking place in the power systems are described in detail below:

¢ Integrated Grid: Traditionally the power system was vertically divided in to three segments as
Generation, Transmission and Distribution. In the recent years, increasingly larger share of new
generation resources such as rooftop PV, micro-wind turbines, energy storage devices (batteries
and electric cars etc) are being connected to the low voltage grid. This is leading to the fast dis-
appearance of the traditional boundaries between generation, transmission and distribution. It is
a very disruptive trend for electric utilities as their organizational structures and functions are also
segregated in to Generation, Transmission and Distribution silos. Traditionally all generation from
the power plants flowed in to the transmission department which accounted for total receipts
from generation. With rooftop PVs connected at customer premises to the distribution grid on a
net-metering scheme which department of the utility will account for the total monthly generation
and energy inputs, energy balance etc? Similarly, the System Operations group forecast the demand
and generation department will schedule the available plant capacity for next day. With distributed
generation assuming larger share in the energy mix, there is a need for forecasting potential
generation from the distributed resources connected to the grid at customer premises in order
to accurately schedule and dispatch. But neither the customers who own these resources have
any capability nor the distribution department of the utility which deal with this segment of the
grid has any expertise and lastly but not the least the generation department has no visibility of
distributed generation. In order to manage a grid with distributed generation resources connected
at all voltage levels in the grid, utilities need to invent new organizational structures, new skills and
operating rules which will require new investments. Management and operation of the evolving
integrated grids are going to be major challenge in the transitional term.
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e Prosumers: The existing grid is designed for one way flow of electrons from generating stations
to loads at the customer premises. And it was operated in that fashion for over a century. All
equipment, systems, processes and operating procedures are designed to facilitate this one-way
flow of electricity. However, now with rooftop PV or Micro Wind Turbines on customer premises
being connected to the grid, a customer can inject electricity in to the grid that the utility can sell
to any customer on the network. So the traditional customer who was only a buyer of electricity
has become a producer and a consumer — “prosumer” now. This again brings out both engineering
challenges as well as business process challenges. In engineering terms it need to be assessed how
much “reverse power flow” from a customer premises can be accommodated in the low voltage
grid; and in terms of business challenges, the utility need to put in place new/smart metering
and control systems as well as policies for accounting and payment mechanisms. Utility need to
constantly evaluate the capacity of the last mile network before approving connectivity for rooftop
PV systems which require network models and load flow studies. Yet another challenge for utilities!

e Transmission v/s Energy Storage: A host of energy storage technologies are fast approaching
commercialization and already MW-scale lithium ion and Sodium Sulphur (NaS) batteries are
commercially deployed for certain grid applications. In many geographies, building transmission
lines has been a herculean task as people dislike high voltage transmission lines passing through
their habitations. In USA and several other countries, it takes well over a decade to establish the
right of way for a high voltage transmission line and the cost of right of way is often higher than
the actual line construction cost. In the emerging paradigm of distributed generation coupled with
energy storage, utilities could avoid bringing high voltage transmission lines to congested urban
areas or expensive neighbour hoods. In this scenario, large capacity battery storages (other storage
technologies may also be relevant according locational considerations) and distributed generation
can be designed to service the local load.

This model of “distributed generation + energy storage + distribution/consumption” is a challenge
to the traditional model of “generation + transmission + distribution”. In the distributed generation
model, network losses are also lower compared to the traditional model. This is highly relevant
in regions with high transmission and distribution losses. So we can expect to see in the coming
years, many regions and pockets opting for distributed generation and storage instead of bringing
electricity through high voltage transmission lines and building substations and distributing it.

e Changing nature of Loads: Incandescent lamps and induction motors comprised of majority of the
loads in the traditional grid. Both of them could accommodate frequency and voltage excursions
to certain extent. If the voltage drops even by 50% still an incandescent bulb could burn with lower
luminosity. But in the present day digital word, majority of the new loads require quality power
at constant frequency and voltage. In the traditional grid, majority of the generation resources
(large hydro and thermal stations) could accommodate load fluctuations to certain extent and could
keep the voltage and frequency constant; but in the emerging grid with larger share of renewable
generation resources which are intermittent, sudden drop in generation can take place any time
and balancing the grid is becoming a nightmare for power system operators. When the share
of renewables exceed the limit of spinning reserve maintained in a power system, it can cause
serious fluctuations anytime. Hence we are now exploring demand-side controls. When sudden
loss of generation happens, utility should be able to switch off certain loads (water pumping, air
conditioning etc) at customer premises so that supply-demand equilibrium is achieved to ensure
grid stability. The changes in the nature of loads have further complicated this grid balancing.
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e Electric Vehicles: Electric Vehicles (EVs) are becoming an integral part of the electric grid. The
globally accepted model for low carbon development is “electrification of all human activities
including transportation and agriculture to the extent possible”. In India, Government has launched
a National Mission on Electric Mobility in 2013 with the target of 2 million four wheelers and 4-5
million two wheelers by 2020. Although this mission was moving slowly owing to a variety of
teething issues including availability of charging stations, now, Gol has accorded priority for faster
roll out of EVs to address the pollution in cities reaching dangerous levels.

EVs are big loads on the grids as car batteries are 10kWh to 100kWh whereas bus batteries can be
from 100kWh to 300kWh. These will have unprecedented impacts on the distribution grid as it is not
a stationary load for which the grid up-gradation can be made at any particular location. EVs may be
charged from different locations with in a city based on where the EV owner is driving on a particular
day. Huge investments are required to setup charging stations city wide as well as to upgrade the
capacity of transformers and cables to accommodate the new loads from EVs. Even if a separate
commercial tariff is applied on EV charging stations, cost recovery from necessary grid upgrades will
not be viable. EV batteries can act as an energy storage device which can pump electricity back to
the grid. Large fleets of EVs connected to the grid can be aggregated as virtual power plants which
could support short term supply-demand balancing. This could help the distribution grid to tackle
the intermittency of rooftop PV generation at street level.

All the above factors are going to affect the grid operations in a profound manner in the coming
days leading to a paradigm shift. So the evolving 21st Century Grids are going to be drastically
different than the one that we are used to for over a century.

e Microgrids and DC Grids: Microgrid is top on the list of smart grid technologies in the developed
countries - reason: critical infrastructure (airports, military bases, hospitals etc) have no stand-by
power supply systems. At the heart of a microgrid is an intelligent control centre that can island
the local grid (microgrid) from the utility grid and can control and curtail (if required) the load
within that microgrid to match the emergency demand with the available generation and storage
facilities. Smart microgrids that can island from the grid is considered as a fall back safety net against
cyber attacks. While it is easy for an attacker to target the control centre of a large utility, it will be
impossible to attack thousands of microgrids with each of it having its own control centres. In case
of an attack and breakdown of the utility control centre, the microgrids can island from the main
grid and can serve critical loads till main grid is back in operation.

Today the electricity generated from solar PV is converted from DC to AC and distributed which
is again converted to DC for the digital appliances such as computers, LED lights, LCD/LED TVs, flat
screen monitors, security cameras, cell phones etc. Almost half the energy generated is lost in these
two conversions (DC to AC and again AC to DC). As the share of DC generation and DC consumption
both are increasing steadily, it makes business sense to have DC distribution system in parallel to
AC distribution in offices and homes. Already in certain hotels and office buildings there is 5V DC
distribution system on which USB connections are provided.

Several teams around the world are working on standards for DC Grids. In India, ISGF facilitated the
creation of a Low Voltage Direct Current (LVDC) Forum in 2013 which has been adopted by IEEE.
This LVDC Forum has selected 48V DC for indoor applications in India and standards for the same
has been issued by Bureau of Indian Standards (BIS) in November 2017 (IS 16711:2017 - 48 V ELVDC
Distribution Systems —Guidelines). DC Grids could also facilitate reliable rural electrification with
solar PV, batteries and DC appliances — LED lights, Brushless DC (BLDC) motors, LED TVs etc.
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3.0 OVERVIEW OF SMART GRIDS

The smartgridisthe evolving electric grid with advanced automation, control, ITand IOT systems that enables
real-time monitoring and control of power flows from sources of generation to sources of consumption.
A set of technologies enable these functionalities and help manage electricity demand in a sustainable,
reliable and economic manner. Smart grids can provide consumers with real-time information on their
energy use, support pricing that reflects changes in supply and demand, and enable smart appliances and
devices to help consumers exercise choices in terms of usage of energy.

“Smart grid is an electricity grid with communication, automation and IT systems that enable real time
monitoring and control of bi-directional power flows and information flows from points of generation to
points of consumption at the appliances level.”

3.1 WHAT IS SMART GRID

As summarized in the previous pages, a shift from centralized generation to decentralize generation is
happening. The traditional boundaries between generation, transmission and distribution are fast
disappearing and the grid is evolving into an integrated smart grid, a unique solution which integrates all
type of power generation and helps the consumer becomes a producer and consumer (prosumer). Each
household will be able to generate and store electricity for its own use or sell it to the grid. Smart grid
technologies can empower customers with real time control and the choice to generate, store and consume
electricity at lowest cost available or sell it to the grid during the surplus generation while ensuring high
quality and availability of power. With the help of programs like demand response (DR), customers can
change their consumption patterns by shifting their consumption from expensive peak hours to cheaper
off peak hours making the power flow more interactive, efficient, more environment and customer friendly.

Smart Grid - Analogy with Human Body

The picture below depicts the analogy of a smart grid with human body.
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Figure 3: Analogy of a Smart Grid with Human Body

'

Key components to make an existing grid smarter is to have two way communicable sensors to monitor
and control power flows in real time and IT systems to process the data captured and issue commands and
alerts.
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3.2 DRIVERS FOR SMART GRID

Since the early 21st century, advancement in electronic communication technology is being used to resolve
the limitations and costs of the electrical grid. Technological limitations on metering no longer force peak
power prices to be averaged out and passed on to all consumers equally.

Key drivers for smart grids for different stakeholders in the Indian context are:

I. UTILITIES:
e Reduction in Aggregate Technical and Commercial (AT&C) losses
e Peakload management — multiple options from direct load control to price incentives to customers
e Reduction in power purchase cost
e Better asset management
® Increased grid visibility
e Self-healing grid- faster restoration of electricity after fault or disturbances

e Renewable energy integration

Il. CUSTOMERS:
e 24x7 Power for All

e Improved reliability of supply to all customers — no power cuts, no more DG sets and inverters for
back up

e Improved quality of supply — no more voltage stabilizers

e User friendly and transparent interface with utilities

® Increased choice for customers — including green power

e. “Prosumer” enablement — can produce own electricity and consume or sell

e Options to save money by shifting loads from peak hours to off-peak periods

I1l. GOVERNMENTS AND REGULATORS:
e Satisfied customers
e Financially sound utilities
e Tariff neutral system upgrade and modernization

e Reduction in emission intensity
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3.3 FUNCTIONALITIES AND KEY COMPONENTS OF SMART GRIDS
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Figure 4: Smart Grid Functionalities
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3.3.1 SMART GRID COMPONENTS FOR TRANSMISSION SYSTEM

I. SCADA SYSTEM

Extra high voltage (EHV) transmission network (110kV and above) was traditionally smart or intelligent
with automation and real-time communication systems integrated for system operations. The load dispatch
centres or control centres of EHV systems have Supervisory Control and Data Acquisition (SCADA) and
Energy Management System (EMS) which help monitor and control the power flows in real-time. In order
to facilitate the functioning of SCADA/EMS, the EHV network have dedicated communication systems
between the control centre and all generating stations and EHV Substations. From the control centre the
operators can control generation as well as loads at the substations.

SCADA Overview

SCADA refers to a system that collects data from various sensors at a factory, power plant, transmission
system or in other remote locations and then sends this data to a central computer which then manages
and controls the system. SCADA has the ability to monitor an entire system in real time and can run with
relatively little human intervention. This is facilitated by data acquisitions from various sensors and meters.

Components of SCADA
SCADA has a Master Station and several remote stations that are equipped with:

In the Master Station:
e Local Area Network (LAN)
e Servers

e LCD Screens

In a Remote Stations:
e Transducers (analog inputs)
® Interposing Relays
e Remote Terminal Unit (RTU)
e Local Display
e Logger/Archiver

Functioning of SCADA
e Data Acquisition
e Supervisory Control
e Tagging
e Time Synchronization of RTUs

e Alarms

e Logging (Recording)
e Load Monitoring with Display and Logging m o

e Trending
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RTUs are installed at field devices - substations and other field equipment. SCADA communicate with
a large range of external devices like programmable logic controllers (PLC) and industry specific meters
through the RTUs. In order to link up and access with these devices, various open communication standards
are used. And these devices need to have a mechanism to open up its parameters (or data) for SCADA to
access - either for read, write or both. SCADA assigns a variable or memory location for each individual
parameter or data from each device. This variable is called “Tag”. “Tagging” means the process of managing
tags. “Trending” displays provide a powerful means of displaying, evaluating and selecting data for further
processing and analysis.

Communication System for SCADA

SCADA require dedicated and reliable communication systems between various field devices (RTU) and the
Master Station. Traditionally electric utilities used Power Line Carrier (PLC) communications in the past. The
analog PLC could support limited bandwidth. PLC based SCADA are still in operation in many places.

Other communication options for SCADA are:
e Fiber Optic Cables (optic fiber ground wire or OPGW can be used as earth wire on EHV lines)
e Microwave Communication
e Satellite Communication

e PSTN or public telecom network can also be leveraged by leasing dedicated communication links
from telecom operators (MPLS networks)

Il. ENERGY MANAGEMENT SYSTEM (EMS)

Energy Management System (EMS) is a set of computer-aided tools used by electric grid operators to
monitor, control, and optimize the performance of the generation and/or transmission systems.

Functions of EMS
¢ Real time network analysis and contingency analysis
e Study functions like power flow, power factor, security enhancement etc

e Real time generation functions — allows the operator to monitor, analyze and control real time
generation and automatic generation control (AGC)

e Economic dispatch - helps the dispatcher to determine economic base points for a selected set of
units

e Reserve monitoring for calculating spinning reserve, operating reserve and regulating reserve
¢ Production costing — calculates the current cost of generating power of online units
¢ Load forecasting

¢ Transaction scheduling

Advanced functionalities:
¢ Enhanced grid reliability
¢ Increased grid capacity
e Advanced contingency awareness

¢ Decreased system support cost
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e Secure system that meets regulatory requirements

EMS works along with a SCADA system and EMS helps the control room operator to manage the transmission
system operation efficiently and economically.

lll. WIDE AREA MONITORING SYSTEM (WAMS)

With the deployment of phasor measurement units (PMU), fast and accurate measurements from grid
equipment is possible. Real-time wide area monitoring applications have strict latency requirements in the
range of 100 milli-seconds to 5 seconds. A fast communication infrastructure is needed for handling the
huge amounts of data from PMUs. Smart grid applications are designed to exploit these high throughput
real-time measurements.

While SCADA data is collected in 1-5 seconds, PMU data is captured in milliseconds. SCDA data has no time
stamps but PMU data is accurately time stamped. While SCADA is like an X-Ray, PMU Data is like an MRI
scan of the grid.

3.3.2 SMART GRID FUNCTIONALITIES AT DISTRIBUTION LEVEL

The distribution grid comprises of medium voltage (33 & 11kV) and low voltage (415/230V) network which
traditionally had limited automation systems. Main reason for this was the cost of communication system for
automation. Distribution grid in large utilities run in to hundreds of thousands of kilometres and establishing
reliable communication system between all end points and the control centre was way too expensive. So
there is no visibility of power flows in the low voltage network. Faults are also not automatically detected.
Only when customers complain about an outage the crew is dispatched to locate the fault and repair it.
Hence the key focus of smart grid initiatives are focused on modernizing the distribution grid with advanced
automation and control features. The main technologies in this domain are:

e Supervisory Control and Data Acquisition (SCADA) and Distribution Management Systems
e Distribution Automation

e Substation Automation

e Advanced Metering Infrastructure (AMI) or Smart Metering
e Geographical Information System (GIS)

e Peak Load Management

e Power Quality Management

e (Qutage Management System

e Distribution Transformer Monitoring System

e Mobile Crew Management System

e Enterprise IT Systems

e Application Integration

e Smart Street Lights (with noise and pollution sensors)

e Energy Storage

e Electric Vehicles
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e Distributed Energy Resources and Renewable Energy Integration
e Customer Care Centre

e Customer Engagement

e Social Media

e Cyber Security

e Analytics

e Smart Homes, Buildings Energy Management Systems /Home Energy Management Systems (BEMS/
HEMS)

I. SCADA AND DISTRIBUTION MANAGEMENT SYSTEMS (DMS)

Features of SCADA system explained under previous section are similar for distribution SCADA as well.
While all RTUs for transmission SCADA are placed in high voltage substations, in case of distribution SCADA
besides RTUs in substations, there may be Field RTUs (FRTUs) in distribution network at power transformer
and distribution transformer locations. Communication options for transmission SCADA and distribution
SCADA are also same — utilities select what is appropriate depending upon local considerations.

Distribution Management System (DMS)

DMS is a collection of software applications designed to monitor and control the entire distribution network
efficiently and reliably.

DMS Functions
¢ Network Visualization and Support Tools
¢ Applications for Analytical and Remedial Actions
e Utility Planning Tools

e System Protection Schemes

Il. DISTRIBUTION AUTOMATION (DA)

Distribution Automation (DA) refers to various automated control techniques that optimize the performance
of power distribution networks by allowing individual devices to sense the operating conditions of the
grid around them and make adjustments to improve the overall power flow and optimize performance.
In present scenario, grid operators in centralized control centres identify and analyse their power system
manually and intervene by either remotely activating devices or dispatching a service technician.

DA can be a critical component in outage prevention. The sensors and communications associated with
DA can provide early detection of the devices that might not be working properly, thus allowing the utility
to replace those devices before an outright failure occurs. DA is considered the core part of a smart grid,
interacting with almost all other smart grid applications and making the grid more efficient and reliable.
DA helps enable renewable energy (RE) by dynamically adjusting distribution controls to accommodate
variability, power ramping and bi-directional power flows.

At the heart of the Distribution Automation is SCADA/DMS. Other key components of DA are Remote
Monitoring Unit (RMU), Sectionalizer, Reclouser, Fault Locator and Capacitor Banks which are described in
the next page.
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SECTIONALIZER is a protective device, used in
conjunction with a reclouser, or breaker and
reclosing relay, which isolates faulted sections
of the distribution lines. The sectionalizer
cannot interrupt fault current.

RECLOUSERS are designed to operate like
a station breaker and can interrupt fault
current and reclose a pre-set number of times
before going to lockout the faulted sectiont.
Sectionalizer counts the breaker and reclouser
operations during a fault sequence and open
when they reach their pre-set count limit while
the breaker or reclouser is still open.

FAULT LOCATOR: the DA system and its
automated distribution devices enable faulted
load blocks to be quickly identified, isolated
and power is re-routed to downstream load
blocks. However, the actual fault still has to be
found and repaired by field crews before all
customers can be restored.

RING MAIN UNITS (RMU) are installed in
strategic locations on every feeder to monitor
and control the Sectionalizers, Reclousers and
other equipment in the network

CAPACITOR BANKS: DA system helps in
controlling the capacitor banks for controlling
the voltage and power factor.

Figure 5: Components of Distribution Automation Systems
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lll. SUBSTATION AUTOMATION

Substation Automation (SA) system enables an electric utility to remotely monitor, control and coordinate
the distribution components installed in the substation. SA has been focused on automation functions such
as monitoring, controlling, and collecting data inside the substations. SA overcomes the challenges of long
service interruptions due to several reasons such as equipment failures, lightning strikes, accidents and
natural catastrophes, power disturbances and outages in substations.

Main component of SA is digital (or numeric) relays and associated communication systems which can be
operated remotely.

IV. ADVANCED METERING INFRASTRUCTURE (AMI)

Advanced Metering Infrastructure (AMI) or Smart Metering comprises of Smart Meters, Data Concentrator
Units (DCUs)/gateways/routers/access points, Head End System (HES), Meter Data Management System
(MDMS) communicating over bi-directional Wide Area Network (WAN), Neighborhood Area Network
(NAN)/Field Area Network (FAN) and Home Area Network (HAN). Multiple smart meters can connect to
a DCU/gateway/router/access point which in turn send aggregated data to the HES. The smart meter can
also directly communicate with the HES using appropriate WAN technologies (for example GPRS sim cards
in the smart meters can directly send data to the HES on servers in the control room). The Meter Data
Management System (MDMS) collects data from the HES and processes it before sharing with billing system
and other IT applications. Appliances such TV, fridge, air conditioners, washing machines, water heaters etc
can be part of the Home Area Network (HAN).

At the heart of AMI, is the Smart Meter. The key features that make a meter ‘smart’ are the addition of a
communication module capable of two-way Machine to Machine (M2M) communications and a remote
connect/disconnect switch. A smart meter is an electronic device that records consumption of electric
energy in intervals of an hour or less and communicates that information at least daily back to the utility
for monitoring and billing. Smart meters enable two-way communication between the meter and the
computers in the utility control centre. Smart Meters usually have real-time or near real-time sensors,
power outage notification, and power quality monitoring features.
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Figure 6: Typical Architecture of AMI
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In-Home display (IHD) is a device kept in the customer’s premises that could display meter data and get
confirmation from the consumer regarding his/her participation in a demand response program. Hence
consumers will become informed and conscious. However, with the rise of the smart phone applications or
‘apps’, customers would not require IHDs at their homes. A smart phone can work as an IHD and hence the
utility or customers need not invest in IHDs.

V. GEOGRAPHICAL INFORMATION SYSTEM (GIS)

All electrical assets mapped on a GIS map (digital map) and all consumers indexed to that map is a very
important tool for a utility to plan and manage their assets and operations. GIS map can be integrated with
other automation and IT applications in the utility as depicted in the figure below which will help asset
optimization and outage detection and faster restoration.
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Figure 7: GIS Functionalities

GIS maps need to be updated on a regular basis. Whenever a new asset is added or removed or a new
customer is given connection or an existing customer is removed, that information must be captured in the
GIS map so that it remains up to date.

The GIS maps of electric utilities would ideally include all the roads and buildings in a town/locality. It can
be a valuable asset for other infrastructural service providers in the town for planning and management of
services like water distribution, gas distribution, transport planning and management etc.

VI. PEAK LOAD MANAGEMENT

Peak load management is achieved through a combination of policies and techniques such as Time of Use
Tariffs, Critical Peak Pricing and Demand Response programs.
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Demand Response (DR)

Demand response is a mechanism in which the utility can curtail the load at customer premises or disconnect
certain equipment of the customer remotely from the utility’s control centre. Customer participation for
DR program is sought through incentives and penalties. The customer engagement is the major success
factor for the demand response programs. Here the utility plays the role of shifting the load from peak
hours/higher market price hours to off-peak hours/lower market price hours of certain equipment of the
customer that is mutually agreed — large pumps, air-conditioners, heaters, machineries etc. The benefits
of DR include avoiding the use of the most expensive generation plants during peak hours, avoiding
construction of additional generation, transmission and distribution capacity, and avoiding brownouts and
blackouts. Auto Demand Response (ADR) is shown in the figure below using OpenADR Standard.
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Figure 8: Demand Response Process Flow
Image Source — https://www.smartgrid.gov/files/C6-Honeywell-final-draft-091814.pdf

VII. POWER QUALITY MANAGEMENT

Voltage variation beyond stipulated limits and interruptions are major power quality issues faced by
customers. With proliferation of distributed and variable generation resources such as solar PV and wind
turbines which operates intermittently, it is increasingly difficult to maintain quality of supply. On the
other hand, modern loads with switch-mode power supply (SMPS) such as computers, television, washing
machines, air-conditioners, refrigerators, LED lights, furnaces, inverter, UPS etc inject harmonic distortion
on the power system. Voltage and current are in sinusoidal wave form whereas the above category loads
with power electronics in them are in square wave form which lead to generation of harmonics.

With smart meters in the network, the utility will be capable of measuring specific aspects such as power
factors and voltages in near real-time. This will enable the utility to take appropriate actions to enhance the
power quality. Corrective measures to be undertaken to mitigate the power quality issues are described in
detail in Module -7.
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Vill. OUTAGE MANAGEMENT SYSTEM (OMS)

Outage Management System (OMS) provides the capability to efficiently identify and resolve outages and
to generate and report valuable historical information. Geographic information System (GIS) based OMS
will help to resolve customer complaints faster during power outages. OMS will enable quick identification
of probable faulty locations and reduce the response time of customer complaints. OMS will work in
conjunction with GIS, Customer Information System (CIS), Enterprise Resource Planning (ERP), Mobile Crew
Management System and Automated Call Handling Systems, such as an Interactive Voice Response (IVR)
system. OMS of an electric utility can be leveraged by other infrastructure and services providers in a city
at marginal cost.

IX. DISTRIBUTION TRANSFORMER (DT) MONITORING SYSTEM

In most distribution utilities in India hundreds of distribution transformers (DTs) get burned during every
summer owing to over loading or phase imbalances of the DTs. Remote monitoring of DTs will prevent
overloading, phase imbalance and burn outs of DTs. This will transform into huge financial savings taking
into account the high technical losses that occur in the system owing to phase-imbalances - one phase gets
overloaded while other two phases are low on load. With monitoring systems in place the loads can be re-
distributed to remove such imbalances on transformers. With DT monitoring systems, overloaded DTs can
be identified and replaced with higher capacity DTs as load in the locality increases.

X. MOBILE CREW MANAGEMENT SYSTEM

Mobile crew management system enables a utility to allot maintenance jobs to the crews in the field on
real-time basis. In the traditional model, crew attending any work in the field will always return to their
base station and then they will be dispatched to the next work. This way their productivity is reduced. With
mobile crew management systems, the work will get allotted to the crew with required skills, tools and
spare parts and nearest to the work location. In that scenario, from one work location to another work
location they can quickly move, increasing their productivity multiple times. Also information on the type
of fault is made available on their Mobile to support trouble shooting. Good mobile crew management
applications will have real time scheduling engine.

XI. ENTERPRISE IT SYSTEMS

Enterprise IT systems include:
e |T Network — LAN/WAN
e Mail-Messaging Systems
e Management Information Systems with Dashboards
e Enterprise Resource Planning (ERP)

e Portal/Website — Intranet and Customer Portal

With ERP, information that is fragmented in different systems can seamlessly flow throughout the
organization so that it can be shared by business processes in grid operations, engineering, procurement,
finance, accounting, human resources, and other areas of the utility.
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Typical ERP modules for a Distribution Utility include:

e CRM —system to track new connections and disconnections, track customer consumption, payment
records, defaulters etc

e Enterprise Asset Management (EAM)
e Contracts Management

e Materials Management

e Projects Management

e Human Resources Management

e Finance Management

XIl. ENTERPRISE APPLICATION INTEGRATION (EAI)

Some of the data captured from field equipment and customer operations are used by multiple applications
in a utility and each applications calling data from different databases creates serious issues in data integrity.
The best way to handle this problem is through Application Integration using a middleware platform. All
data bases will be connected to this middleware and all applications will also be linked to the middleware
which will facilitate different applications to call data from same database. Service Oriented Architecture
(SOA) is commonly used for application integration using a middleware tool.

XIll. SMART STREET LIGHTS (WITH NOISE AND POLLUTION SENSORS)

Latest entrant in the smart grid and smart city solutions is smart street lighting. Typical street lights using
sodium vapour lamps consume huge amount of power. These are being replaced with LED lamps in many
cities and small towns. The saving from energy consumption will pay for the replacement cost in less than
two years in most cases. The new LED lights can be remotely controlled — features like increase/decrease
luminosity, switch off alternate lights during lean hours etc are possible. The lights can be connected on
GPRS, RF Mesh or WiFi in the city for its remote operation. The newest trend is to install noise sensors and
pollution sensors on the street light poles (cobra heads) which will leverage the same communication band-
width to transmit the data to the control centres for monitoring noise and air pollution.

XIV. ENERGY STORAGE

Energy Storage Systems (ESS) will play a significant role in meeting energy needs by improving the
operating capabilities of the grid as well as mitigating infrastructure investments. ESS can address issues
with the transmission and dispatch of electricity, while also regulating the quality and reliability of the
power generated by traditional and variable sources of power. ESS can also contribute to emergency
preparedness. Modernizing the grid will require a substantial deployment of energy storage. Energy
storage technologies—such as pumped hydro, compressed air energy storage, various types of batteries,
flywheels, electrochemical capacitors, etc. - provide for multiple applications: energy management, backup
power, peak shaving/shifting, frequency regulation, voltage support, renewable energy integration and grid
stabilization.

XV. ELECTRIC VEHICLES

Electric Vehicles (EV) are propelled by an electric motor which is powered by batteries which can be
recharged using an external power source often called as Electric Vehicle Supply Equipment (EVSE). The
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most serious concern electric utilities have is controlling when EV load is connected to their grid. A high
percentage of consumers will instinctively charge their EVs when they get home from work; the absence
of load management would likely have a destabilizing effect on the grid. Utilities must be prepared for
multiple customers on the same transformer wishing to charge their EVs at the same time.
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Figure 9: EV Technologies & Integration (Image Source- RTC magazine report)

Smart Grid technologies will enable EV charging to be scheduled intelligently. In addition, it enable the
storage capacity of the batteries in EVs to be used as a supplementary source of power at times of peak load;
portion of the power available in those batteries could be fed back into the network during the peak time
and the battery recharged during off peak time. Vehicle —Grid Integration (VGI) is an important component
of the emerging smart grid technologies.

XVI. DISTRIBUTED ENERGY RESOURCES AND RENEWABLE ENERGY INTEGRATION

Distributed energy resources (DER) are small, modular, energy generation and storage devices such as
rooftop PV systems, micro wind turbines, energy storage batteries such as batteries in UPS, Inverters and
EVs etc. DER systems may be either connected to the local electric power grid or isolated from the grid in
stand-alone applications.

Renewable Energy Integration focuses on incorporating renewable energy, distributed generation, energy
storage and demand response into the electricity transmission and distribution systems. A systems approach
is being used to conduct integration development and demonstrations to address technical, economic,
regulatory, and institutional barriers for using renewable and distributed systems. In addition to fully
addressing operational issues, the integration also establishes viable business models for incorporating
these technologies into capacity planning, grid operations, and demand-side management.

The goal of renewable energy integration is to advance system design, planning, and operation of the
electric grid to:

¢ Mitigate the intermittency of the renewable energy resources through better forecasting, scheduling
and dispatch of the power system as well as flexibility in demand and generation

¢ Reduce emissionsthrough increased use of renewable energy and other clean distributed generation
resources
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¢ Increase asset use through integration of distributed systems and customer loads to reduce peak
load and thus lower the costs of electricity

e Support achievement of renewable portfolio standards for renewable energy and energy efficiency

e Ensure reliability, security, and resiliency of the grid despite intermittency and variability of
generation from renewable resources

XVIl. CUSTOMER CARE CENTRE

Most distribution utilities today have state of the art 24x7 Customer Care Centre (CCC) with sophisticated
systems to address multiple calls. In India there is a four digit common number (1912) allotted for electricity
complaints. All operational and customer related systems are integrated with CCC so that the call agent
can address all types of queries from the customers. CCC is becoming an important part of the smart grid
domain.

Latest addition to this is Chatbots for interaction with customers. Chatbots are algorithms that can engage
with real people in chat sessions. Many questions can be answered by chatbots instead of call agents. Entire
interaction between the customer and the chatbots are recorded and analysed by advanced analytical tools
which will help rectify several issues in the system which are otherwise difficult to detect.

XVIIl. CUSTOMER ENGAGEMENT

Experiences from around the globe indicate that engagement of customers and their active participation
is key to successful implementation and operation of smart grid projects. Customers need to be taken in to
confidence right from the beginning by making them aware of the benefits of the new systems as well as
educating them how to enjoy the benefits of the new time of use tariff regime, demand response schemes
etc. so that they can effectively manage their energy consumption and monitor their bills. Specialized
agencies may be engaged by utilities to undertake a holistic communication campaign to engage the
customers from the project design stage itself.

XIX. SOCIAL MEDIA FOR UTILITIES

For a power utility, a call centre has traditionally been the single touch-point with its customers. For utilities
to be able to cope up with the changing times and start excelling in their energy delivery, the customer
service models are undergoing a paradigm shift. A large number of electric utilities in the US are already
using social media platforms like Facebook, Twitter etc., to connect with their customers, issue outbound
communications, track customer complaints and queries etc. They are also being used as effective
mediums for promoting energy efficiency measures, imparting safety tips and proper usage of domestic
appliances, influencing customer behaviour and forging positive customer relationships particularly during
power outages and recovery efforts from weather related incidents. However, reports indicate that 48
percent of U.S. customers believe companies need to do a better job of integrating their online and offline
experiences, and over 50 percent of people surveyed in 2014 believed that local utilities should harness
the real-time communications of various social media channels to share information. Utilities can provide
much better services by integrating social media in their outage management, crisis/disaster handling,
billing and collection and other customer related issues. In addition, social media can be a platform for
promotion of clean energy, DSM/DR activities, tariff plans, electric vehicle usage etc. It can also prove as an
effective tool for branding and promotion of good will.
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XX. CYBER SECURITY

The power sector is the critical infrastructure of a nation and other sectors depend directly and indirectly
on the power sector. Cyber-physical security is protection of the assets (both hardware and software) from
natural and manmade disasters and intended and unintended activities. Since physical assets are associated
with the cyber space of a utility, cyber-physical security completely defines the security paradigm of a utility.
This dependency of the physical assets on the cyber assets (and vice versa), has prompted the utilities to
inject resiliency and robustness into their grids.

ISGF in association with National Critical Information Infrastructure Protection Centre (NCIIPC) and VJTI, a
renowned engineering institute in Mumbai, India has prepared a comprehensive framework for assessment
of cyber security readiness of power sector utilities and assessed a select set of utilities in 2014-15. The top
ten findings from those assessments were circulated to all utilities in India to comply with. In 2016, ISGF
in association with NCIIPC has prepared the Indian Manual on Cyber Security for Power Systems which is
presently being reviewed by Central Electricity Authority (CEA) on behalf of Ministry of Power. Most of the
recommendations have already been incorporated in the BIS Standard IS 16335: “Power Control systems -
Security Requirements”.

XXI. ANALYTICS

In today’s competitive utilities market, the need to carefully and efficiently manage the power grid is of
paramount importance. Utilities must stay on top of shifting energy policies and changes in technology while
balancing concerns about energy security, environmental sustainability and economic competitiveness. At
the same time, customers demand reliability. The analytics solutions has the capabilities to analyse raw
data captured from within the energy grid, and produce trends and odd events and other key operational
parameters a utility needs to optimize capital expenditures, reduce operating costs, quickly locate faults
and make the grid more efficient as well as address the customer needs.

XXII. SMART HOMES, BUILDING ENERGY MANAGEMENT SYSTEM/HOME ENERGY MANAGEMENT
SYSTEM (BEMS/HEMS)

BEMS/HEMS is a computer based control system installed in buildings that controls and monitors the
building’s mechanical and electrical equipment such as air-conditioning and ventilation, lighting, water
heaters, pumps, other power consuming equipment, fire protection and security systems

Smart homes/buildings would offer monitoring and control of the electricity usage within the building
premises. Energy management systems is the core of home/building automation by providing a means to
efficiently consume electricity. In addition to a smart meter that would remotely connect and disconnect the
supply, smart appliances would provide the energy consumption data to the customer and the utility. The
customer could view the consumption data via an In-Home Display (IHD) device or via SMS, e-mail, mobile
app or by logging on to a customer portal. Loads could also be remotely controlled via the aggregators or
energy management systems.

3.4 SMART GRID MATURITY MODEL

The Smart Grid Maturity Model (SGMM) is a management tool that utilities can leverage to plan their smart
grid journey, prioritize their options, and measure their progress as they move towards the realization of
a smart grid. The SGMM was founded by utilities for utilities when the Global Intelligent Utility Network
Coalition, a smart grid collaboration of 11 utilities, saw the need in the industry for such a tool. The model
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describes eight domains, which contain logical groupings of incremental smart grid characteristics and
capabilitiesthat represent key elements of smartgrid strategy, organization, implementation, and operations.
Utilities use the SGMM framework to assess their current state of smart grid implementation, define
their goals for a future state, and generate inputs into their road mapping, planning, and implementation
processes.

SGMM is maintained by the Software Engineering Institute (SEI) at Carnegie Mellon University (CMU) with
the support of the U.S. Department of Energy.

3.4.1 OVERVIEW OF THE MODEL:

The SGMM describes 8 domains containing logical groupings of incremental smart grid characteristics,
which represent key elements of smart grid strategy, organization, operation, and capability

Strategy, Management, and Regulatory Technology
Vision, planning, governance, stakeholder o2 IT architecture, standards, infrastructure,
collaboration integration, tools
Organization and Structure Customer
Culture, structure, training, communications, Pricing, customer participation & experience,
knowledge management advanced services
Grid Operations Value Chain Integration
Go Reliability, efficiency, security, safety, Demand & supply management, leveraging

observability, control market epportunities
Work and Asset Management Societal and Environmental

WAM | Asset monitoring, tracking & maintenance, SE | pesponsibiity, sustainability, criticaf
maobile workforce infrastructure, efficiency

Figure 10: Domains of SGMM
3.4.2 SGMM LEVELS

FIONEERING

OPTIMIZING

Breaking new ground; industry-leading innovation

Optimizing smart grid to benefit entire organization; may reach
beyond organization; increased autormation

INTEGRATING

Integrating smart grid deployments across the organization,
realizing measurably improved performance
enable smart grid (may be compartmentalized)

Taking the first steps, exploring options, conducting

mz Investing based on clear strategy, implementing first projects to
[ INITIATING |
1 experiments, developing smart grid vision

Default level (status quo)

Figure 11: Smart Grid Maturity Model — levels
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SGMM study is carried out in two stages
e Compass Survey (AS-IS)
e Aspiration Survey (TO-BE)

In the compass survey is conducted by a certified SGMM Navigator in which the senior leadership teams
from various functions (8 domains) of the utility answers questions related to the present state of the utility
in each of the 8 domains so that “AS-IS” state is determined. The compass survey results are shared with
the utility which they may discussed amongst their teams.

Once the utility senior management in principle agree with the “AS-IS” state determined from the compass
survey, another visioning workshop will be conducted by the SGMM Navigator. In the visioning workshop
the utility discuss various pros and cons and define the TO-BE states in each domain different time horizons.
No utility wants to be in Level-5 in all domains. Depending on their business priorities and present state, the
utility set their target state in each domain.

Once the “TO-BE” state is defined, the utility can prepare how to ascend from the present state to the
“TO-BE state and what technologies and systems to be implemented and conduct its cost-benefit analysis.

I. BENEFITS TO THE UTILITY:

Many utilities have reported that the SGMM comparison yields additional insights about their smart grid
progress and plans. Major investor-owned utilities and small public power utilities alike, in the US and
around the world, have reported finding the model a valuable tool to help them:

¢ |dentify where they are on the smart grid journey

e Develop a shared smart grid vision and roadmap

¢ Plan for technological, regulatory and organizational readiness

e Assess resource needs to move from one level to another

e Create alignment and improved execution

e Communicate with internal and external stakeholders using a common language
¢ Prioritize options and support decision making

e Compare against themselves over time and to the rest of the community

e Measure their progress

Il. TYPICAL SGMM ASSESSMENT OF AN INDIAN UTILITY:

ISGF conducted SGMM assessment of Bangalore Electricity Supply Company Ltd (BESCOM) in India in
2016/17. The AS-IS result from the compass survey is given below:
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SGMM Compass Results
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Figure 12: SGMM Results of AS-IS Survey of BESCOM
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Figure 13: BESCOM Smart Grid Roadmap suggested by ISGF
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21°" CENTURY GRIDS — EVOLVING TRENDS IN
GRID MODERNIZATION

Abstract

Module 1 sets the tone of this Smart Grid Handbook by discussing 21°* Century Electric Grids and the Evolving
Trends in Grid Modernization. The Module discusses the changing picture of the electric grid from a traditional
grid where central generation dominates the power supply to an integrated grid where Distributed Energy
Resources (DERs), mostly Renewable Energy Resources (RESs), play an important role. Various new technologies
are overviewed in this Module including Electrical Energy Storage (ESS), New Generation Technologies related
to RES, Solid State Transformer (SST), Electric Vehicle (EV) and Microgrid as a foundation to present the plurality
of Smart Grid visions as embraced by many developed and developing countries around the world. The Module
concludes with the Smart Grid Vision and Roadmap for India.
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21°T CENTURY GRIDS — EVOLVING TRENDS
IN GRID MODERNIZATION

1.0 INTRODUCTION

Electric grid is considered to be the biggest engineering achievement of the 20th century. We built large
power plants that generate electricity which is transported over high voltage transmission networks to
long distances and distribute the electricity at low voltage to millions of customers. The power system
consisting of limited number of power stations injecting electricity in to the grid and millions of customers
drawing electricity from the grid remained as the basic model of electrification for over a century. However
in the past few years we see the emergence of a distinct trend with proliferation of distributed generation
resources which has put the electric grids on the threshold of a paradigm shift. After 100 years of focus
on centralized power generation, the shift is now towards de-centralized generation. In the recent past
(from 2010), the picture of the grid has changed dramatically in many geographies. Some of the visible
characteristics of this shift are:

e With the increasing share of generation resources being added at the distribution end, the
traditional boundaries between generation, transmission and distribution are fast disappearing

e With consumers becoming “prosumers”, the grid that is built for one-way flow of electricity is now
experiencing bi-directional flow of electrons

e With decreasing cost of energy storage solutions, there is already a debate on whether to invest in
transmission or in storage — the choice between “Generation + Transmission + Distribution” AND
“Distributed Generation + Storage + Distribution” is becoming real. This is even more relevant in
regions where T&D losses are very high as with distributed generation there are fewer network
losses

e The nature of loads have changed — Incandescent lamps and induction motors that could
accommodate frequency and voltage excursions comprised majority of the load on the grid in the
past. The present day digital loads require quality power at constant frequency and voltage

e Power purchase is moving from Volumetric Tariffs to Transactive Tariffs as Inflexible Demand has
become Price Responsive Demand
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e The “Merit Order Dispatch” has graduated towards an “ Energy Efficient and Environmentally
Responsible Dispatch” regime

e Solar PV has already achieved grid parity in many parts of the globe which is about to unleash a
rooftop PV revolution and with increasing quantum of wind power being added the power mix on
the grid is changing more towards intermittent generation resources

¢ Large fleets of Electric Vehicles that can be aggregated as virtual power plants which could support
short term supply-demand balancing will make the grid even more dynamic and complex

In the traditional electric grid, the ability to monitor power flows and control it in real-time is limited to high
voltage networks which are equipped with automation systems. In the low voltage network, the power
system operator has no visibility on who is consuming how much electricity when and where. In a smart
grid equipped with sensors and smart meters which are connected to computers in the control room, it is
possible to remotely monitor and control the flow of electricity in real time to every customer or even to
every smart appliance inside a customer’s premise. So the evolving smart grid of the 21st century will be
drastically different — the grid will soon emerge as the “grid of things” like how the internet is evolving as
“internet of everything”.

1.1 CHANGING PICTURE OF THE ELECTRIC GRID

Some of the disruptive changes taking place in the power systems are described in detail below:

1.1.1 INTEGRATED GRID

Traditionally the power system was vertically divided in to three segments as Generation, Transmission and
Distribution. In the recent years, increasingly larger share of new generation resources such as rooftop PV,
micro-wind turbines, energy storage devices (batteries and electric cars etc) are being connected to the low
voltage grid. This is leading to the fast dis-appearance of the traditional boundaries between generation,
transmission and distribution. Itis a very disruptive trend for electric utilities as their organizational structures
and functions are also segregated in to Generation, Transmission and Distribution silos. Traditionally all
generation from the power plants flowed in to the transmission department which accounted for total
receipts from generation. With rooftop PVs connected at customer premises to the distribution grid on
a net-metering scheme which department of the utility will account for the total monthly generation
and energy inputs, energy balance etc? Similarly, the System Operations group forecast the demand and
generation department will schedule the available plant capacity for next day. With distributed generation
assuming larger share in the energy mix, there is a need for forecasting potential generation from the
distributed resources connected to the grid at customer premises in order to accurately schedule and
dispatch. But neither the customers who own these resources have any capability nor the distribution
department of the utility which deal with this segment of the grid has any expertise. Last but not the
least the generation department has no visibility of distributed generation. In order to manage a grid with
distributed generation resources connected at all voltage levels in the grid, utilities need to invent new
organizational structures, new skills and operating rules which will require new investments. Management
and operation of the evolving integrated grids are going to be major challenge in the transitional term.
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1.1.2 PROSUMERS

The existing grid is designed for one way flow of electrons from generating stations to loads at the customer
premises and it was operated in that fashion for over a century. All equipment, systems, processes and
operating procedures are designed to facilitate this one-way flow of electricity. However, now with rooftop
PV or micro wind turbines on customer premises being connected to the grid, a customer can inject
electricity in to the grid that the utility can sell to any customer on the network. So the traditional customer
who was only a buyer of electricity has become a producer and a consumer — “prosumer” now. This again
brings out both engineering challenges as well as business process challenges. In engineering terms it need
to be assessed how much “reverse power flow” from a customer premises can be accommodated in the
low voltage grid; and in terms of business challenges, the utility need to put in place new/smart metering
and control systems as well as policies for accounting and payment mechanisms. Utility need to constantly
evaluate the capacity of the last mile network before approving connectivity for rooftop PV systems which
require network models and load flow studies. Yet another challenge for utilities!

1.1.3 TRANSMISSION V/S ENERGY STORAGE

A host of energy storage technologies are fast approaching commercialization and already MW-scale
lithium ion and Sodium Sulphur (NaS) batteries are commercially deployed for certain grid applications.
In many geographies, building transmission lines has been a herculean task as people dislike high voltage
transmission lines passing through their habitations. In USA and several other countries, it takes well over a
decade to establish the right of way for a high voltage transmission line and the cost of right of way is often
higher than the actual line construction cost. In the emerging paradigm of distributed generation coupled
with energy storage, utilities could avoid bringing high voltage transmission lines to congested urban areas
or expensive neighbourhoods. In this scenario, large capacity battery storages (other storage technologies
may also be relevant according locational considerations) and distributed generation can be designed to
service the local load.

This model of “distributed generation + energy storage + distribution/consumption” is a challenge to
the traditional model of “generation + transmission + distribution”. In the distributed generation model,
network losses are also lower compared to the traditional model. This is highly relevant in regions with
high transmission and distribution losses. So we can expect to see in the coming years, many regions and
pockets opting for distributed generation and storage instead of bringing electricity through high voltage
transmission lines and building substations and distributing it.

1.1.4 CHANGING NATURE OF LOADS

Incandescent lamps and induction motors comprised of majority of the loads in the traditional grid. Both
of them could accommodate frequency and voltage excursions to certain extent. If the voltage drops even
by 50% still an incandescent bulb could burn with lower luminosity. But in the present day digital world,
majority of the new loads require quality power at constant frequency and voltage. In the traditional
grid, majority of the generation resources (large hydro and thermal stations) could accommodate load
fluctuations to certain extent and could keep the voltage and frequency constant; but in the emerging grid
with larger share of renewable generation resources which are intermittent, sudden drop in generation can
take place any time and balancing the grid is becoming a nightmare for power system operators. When the
share of renewables exceed the limit of spinning reserve maintained in a power system, it can cause serious
fluctuations anytime. Hence we are now exploring demand-side controls. When sudden loss of generation
happens, utility should be able to switch off certain loads (water pumping, air conditioning etc) at customer
premises so that supply-demand equilibrium is achieved to ensure grid stability. The changes in the nature
of loads have further complicated this grid balancing.
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1.1.5 ELECTRIC VEHICLES

Electric Vehicles (EVs) are becoming an integral part of the electric grid. The globally accepted model for
low carbon development is “electrification of all human activities including transportation and agriculture
to the extent possible”. In India, Government has launched a National Mission on Electric Mobility in 2013
with the target of 2 million four wheelers and 4-5 million two wheelers by 2020. Although this mission was
moving slowly owing to a variety of teething issues including availability of charging stations, now, Gol has
accorded priority for faster roll out of EVs to address the pollution in cities reaching dangerous levels.

EVs are big loads on the grids as car batteries are 10kWh to 100kWh whereas bus batteries can be from
100kWh to 300kWh. These will have unprecedented impacts on the distribution grid as it is not a stationary
load for which the grid upgradation can be made at any particular location. EVs may be charged from different
locations within a city based on where the EV owner is driving on a particular day. Huge investments are
required to setup charging stations city wide as well as to upgrade the capacity of transformers and cables
to accommodate the new loads from EVs. Even if a separate commercial tariff is applied on EV charging
stations, cost recovery from necessary grid upgrades will not be viable. EV batteries can act as an energy
storage device which can pump electricity back to the grid. Large fleets of EVs connected to the grid can be
aggregated as virtual power plants which could support short term supply-demand balancing. This could
help the distribution grid to tackle the intermittency of rooftop PV generation at street level.

All the above factors are going to affect the grid operations in a profound manner in the coming days
leading to a paradigm shift. So the evolving 21 Century Grids are going to be drastically different than the
one that we are used to for over a century.

1.2 NEW TECHNOLOGIES

Several emerging technologies are expected to be commercially viable before the end of this decade which
include:

e Energy storage systems
¢ New generation technologies:
- Next Generation Solar
- Wave Energy
- Next Generation Wind Turbine
- Waste to Energy
- Next Generation Nuclear Plants
e Solid State Transformer (SST)
e DCGrids
e V2G (and B2G) Technologies
e Hybrid Concepts (Solar & Wind)

1.2.1 ENERGY STORAGE SYSTEMS (ESS)

Duringthe past two decades billions of dollars have been invested in research, development and deployment
(RD&D) of energy storage systems. Several types of energy storage systems are under development. Some
of the technologies shown promise are:
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e Batteries: Different battery chemistries are being tried and
tested for different applications — Sodium Sulphur (NaS)
batteries, Lithium-lon batteries, Flow batteries, Advanced
Lead Acid batteries etc

e Compressed Air Energy Storage
¢ Flywheels

e Super Capacitors
Details on various ESS technologies are given in Module-9

Figure 1-3 depicts the price trend of batteries in the recent past
and figure 1-4 gives price prediction for Lithium lon Batteries up to
2030.
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Figure 1-4: Lithium-ion battery cost outlook, 2011-2030
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The current (2017) prices of Lithium lon batteries (LFP and NMC type battery chemistries) is in the range of
USS 250 per kWh.

1.2.2 NEW GENERATION TECHNOLOGIES

Some of the promising new generation technologies are briefly mentioned here:

I. NEXT GENERATION SOLAR

The solar cells made of crystalline silicone had cell efficiencies below 15% in the 1970s has now improved
to 24% by 2014. Yet most commercially available cells are below 20% efficiency with panels/module
efficiency of 16-18%. The next generation cells in laboratories have efficiencies above 30% and expected
to be commercially available by turn of this decade. Similarly the efficiency gains in solar inverters has also
been very marginal in the past decades. Yet the prices of PV modules have been falling constantly at much
greater pace as can be seen from Figure 1.5. During 2009-14 period the PV module prices fell by 75%. The
deployment of solar PV has grown in geometrical proportions from 2.6 GW in 2004 to 177 GW by 2014.

According to Prof. Ray Kurzweil, solar PV has been doubling its share every two years for the past 25 years.
In 2012 solar PV was producing 0.5% of world’s total energy supply which has now doubled twice in 4 years
to reach 2% - another 6 doublings or 12 years only to make it 100% theoretically — yet we will be using only
1/10,000 of the sun light we get on earth!!!
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Figure 1-5: Solar photovoltaic experience curve, 1976-2014

Source: BNEF
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Unlike wind or other forms of renewable energy the solar PV can be deployed in all sizes by all kind of
users — few watt systems on calculators and other electronic devices to kW scale modules on building roofs
to MW or GW scale systems connected to the grid. Since the technology offers this wide choice of sizes
and prices, the next phase of solar PV growth is going to be viral — in the hands of actual consumers of
electricity. It has already achieved price parity with grid power as explained in the previous section.

Table 1 1: Trend of Solar Tariff in Indian Solar Bids (Dec 2010 to Feb 2017)

Lowest (Rs/Kwh)  Weighted Average
Price (Rs/Kwh)

NSM P1 B1 (Mah) Dec'10 10.95 12.16
NSM Batch P1 B2 (Raj) Dec'11 7.49 8.79
Orissa Phase B1 Mar'12 7 8.36
Orissa Phase B2 Dec'12 7.28 8.73
Karnataka P1 Apr'l2 7.94 8.34
Madhya Pradesh P1 Jun'12 7.9 8.05
Tamil Nadu Mar'13 5.97 6.48*
Rajasthan Mar'13 6.45 6.45 (L1)
Andhra Pradesh Apr'13 6.49 6.49 (L1)
Punjab Phase 1 Jun'13 7.2 8.41
Uttar Pradesh Phase 1 Aug'l3 8.01 8.9
Karnataka Phase 2 Aug'l3 5.5 6.87
Madhya Pradesh Phase 2 Jan'14 6.47 6.86
Andhra Pradesh Phase 2 Oct'14 5.25 5.75
Karnataka Nov'14 6.71 6.94
Telangana Nov'14 6.46 6.72
Punjab (Capacity 5-24 MW) Feb'15 6.88 7.17
Punjab (Capacity 25-100 MW) Feb'15 6.88 7.16
NTPC Anantapur May'15 6.16 6.16%** (L1)
Uttar Pradesh Phase 2 June'l5s 7.02 8.04
Madhya Pradesh June'l5 5.051 5.36
Telangana Group 1 Aug'l5 5.4991 5.73
Telangana Group 2 Aug'l5 5.1729 5.62
Punjab Sep'l5 5.09 5.65
Uttarakhand Oct'15 5.57 5.766
AP-500 MW Bundling Scheme Nov'15 4.63 4.63
AP-350 MW Bundling Scheme Dec'15 4.63 4.63
AP-150 MW Bundling Scheme (DCR) Dec'15 5.12 5.123
Haryana (State Scheme) Dec'15 5.00 5.00
Rajasthan-420 MW Bundling Jan'l6 4.34 4.351
UP-100 MW Bundling Jan'16 4.78 4.78
Rajasthan-100 MW Bundling (DCR) Mar'l6 5.06 5.068
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Lowest (Rs/Kwh)

Weighted Average

Price (Rs/Kwh)

Telangana-50 MW Bundling (DCR) Mar'16 5.19 5.19
MH-450 MW VGF Jan'l6 4.41 NA
UP-165 MW VGF Feb'16 4.43 NA
Jharkhand-200 March'16 5.20 5.464
Jharkhand-1000 March'16 5.08 5.356
Telangana-350 MW Bundling May'16 4.66 4.667
Karnataka-500 MW Bundling May'16 4.78 4.79
MH-50 MW (VGF-DCR) June'l6 4.43 443
AP-400 MW (VGF) June'l6 4.43 4.43
Karnataka-920 MW (VGF) June'l6 4.43 4.43
Karnataka-50 MW (VGF-DCR) June'l6 4.43 4.43
CG-100 (VGF) June'l6 4.43 4.43
NSM PII B2 (Raj) July'16 4.35 4.35
REWA Solar Project(MP) Feb'17 2.97 3.30

Another important factor to be noted is that a GW scale solar farm can be installed in a year (that is
provided land and money are available), but a thermal project can take 3-5 years in the best scenario. What
above statistics and trends are indicating is that solar PV (Renewables) is poised to be the main source of
energy by 2030. We need to work around on enabling technologies like grid integration of solar PV, energy
storage and other sophisticated systems to forecast, schedule and dispatch solar generation efficiently.

Il. WAVE ENERGY

Wave energy from the ocean waves has been a slow starter for several decades. The traditional approaches
to tapping the energy from wave revolved around water turbines on floating buoys. The main challenge
was to create regular output of energy from ocean swells which are 5-10 seconds apart. Other challenges
included materials that can survive the high corrosion of sea water and weather shocks from high waves
and storms. In the last 5-6 years we have witnessed few ground breaking developments. Particularly the
designs and pilot projects of Wavestar Energy (Denmark), Eco Wave Power (Israel) and Carnegie Wave
Energy (Australia) are worth mentioning.

Wavestar commissioned the test section of a
600kW wave energy unit at Roshage Pier near
Hansthlom in Denmark in 2009 and is connected
to the Danish grid since February 2010. This test
section with a capacity of 100kW has two floats of
5 meter diameter which are installed in sea depths
of 5-8 meters and wave heights of 6 meters. The
600kW commercial model will have 20 floats of 6
meter diameter which will be installed in sea depths
of 10-20 meters and wave heights of 8 meters. The
design involves kinetic energy harvesters called
floats which move up and down with the kinetic

Figure 1-6: Typical Wave Energy Plant
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motion of the waves and this up-down movement is converted to rotatory motion that drives the turbo-
generators through a hydraulic mechanism with an efficiency >65%. The ultrasonic sensors on the floats
and the predictive analytics can forecast waves and the system is equipped with a mechanism to lift the
floats above the sea level when storms and high waves are predicted. Next generation design of Wavestar
envisage incorporating wind turbines on the same structures that supports the floats. European Commission
has approved funding of a 1MW plant in Belgium under the Horizon 2020 program.

Eco Wave Power (EWP), an Israeli company that demonstrated a novel ways to convert the wave energy
in to electricity through a test bed in Ukraine and a pilot project at Jaffa port in Israel in 2011. Later a
demonstration project was undertaken in the Black Sea in 2012. Ocean University of China forged a joint
venture with EWP in 2012 and granted permission to construct a 100kW plant in Zoushan Island in eastern
Zhejiang province. EWP entered in to an agreement with Gibraltar to build a 5 MW plant which is connected
to the grid and will supply power to the grid on commercial basis through a power purchase agreement.
A 100kW unit as first phase of this project is now operational. This will be expanded to 5 MW in phases by
2020.

EWP design consist of two devices — wave clapper and power wing — which can continuously derive energy
from the waves. These devices are equipped with sensors that can predict the intensity of upcoming waves
and lift or lower the floats accordingly. This technology was demonstrated in Black Sea in 2012. The key
feature of the EWP design is that it converts ocean wave motions (kinetic energy) to a generator on the
ground through high pressure hydraulic fluid through sub sub-sea cables. Only the floats, its supporting
structure and the cables are inside the sea. Rest all equipment are on the shore.

Other notable development in the wave energy are US Navy’s StingRAY project and Carnegie Wave Energy
Project (supported by Australian Renewable Energy Agency). The Carnegie’s plant consist of 3 units of
240kW and are in operation for over a year and supplying electricity and desalinated water to Australia’s
largest Naval Base in Garden Island. Carnegie’s next designs will have 1 MW capacity for each unit.

According to IEA, the world electricity demand was 17500 TWh and the sea has a potential to generate
over 100,000 TWh! Sea can be a source of very cheap energy once initial capital cost comes down. India
with thousands of kilometers of ocean front should seriously look at these emerging technologies. As in the
case of every other new technology, with volumes the prices will fall. Cheap power from the waves can be
used for desalination of sea water to produce affordable drinking water which is going to be a major area
of concern in the coming days.

Besides wave energy, many R&D projects are going on to tap energy from ocean currents, tides and also the
ocean thermal energy conversion (OTEC).

1Il. NEXT GENERATION WIND TURBINES

Next generation wind turbines with
Multiple Rotors and Floating Wind
Turbines are already in trial operations and
expected to revolutionise the wind energy
domain.

Figure 1-7: Wind Turbine with Figure 1-8: Floating Wind
Multiple Rotors Turbine in Portugal
Image Source: WikiMedia Image Source: Cleantechnica
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These inventions are expected to be commercially viable by end of this decade.

Globally, while there has been much written about the precipitous drop in the price of solar PV, less has
been written about the drop in wind prices. While the recent record low prices for wind in auctions in Peru,
Morocco and Mexico will not be replicable everywhere in the short term, we can expect prices to continue
to come down, and unlike solar, they were already low to begin with. Although it may seem like wind and
solar are in a ‘race’ to get the lowest cost, as will be seen below, at a certain point, that is no longer the
guestion. There is plenty of room for both technologies in most systems for the foreseeable future, and
the local resource, demand curve and system characteristics will determine the relative amounts of each
technology that are optimal in each system.

IV. WASTE TO ENERGY

Power generation from waste, particularly municipal solid waste (MSW) is attracting acceptance around
the world. With ever increasing urbanization, average daily generation of MSW is about 1kg per person and
it keep increasing with GDP growth and at a much higher level of GDP (>US$5000 per capita) that growth
of waste generation gets decoupled from GDP growth — otherwise the trend has been more prosperity,
more waste! Developed world addressed the problem of MSW with segregation of waste in to different
categories such as recyclable, bio-degradable, non-degradable etc. In most developing countries the
practice been to dump all kinds of waste together and rag pickers sort out what is valuable for them and
the rest is used as landfill. Instilling a culture of segregation of waste in to different categories at user end
look highly impractical in India (and most other developing countries) owing to a variety of factors. With
latest incineration technologies, the MSW can be efficiently burnt to produce electricity and industrial heat.

India did several experiments with waste-to-energy plants in the last 3-4 decades, starting with a pilot plant
in Delhi in the 1980s which never functioned. A modern design plant constructed at Okhla in the 2000s
again has technical issues. A more recent plant was built in Ghazipur (on the outskirts of Delhi) recently by
IL&FS. Even this plant has technical issues.

China has mastered the art of waste to energy plants that can burn MSW efficiently without any segregation.
There are over two dozen plants in operation and now 700 cities in China are building similar plants. A
typical plant is in the Haikou City in Southern China with a capacity of 48 MW running efficiently on MSW
supplied by the city government on a long term contract. The city government gives approx. USS10/MT
of MSW and also buy the electricity from the plant at 1.5 times the price of power from a coal plant. Still
the city government save huge amount having no other expenses towards handling the MSW. Indian cities
generate huge amounts of waste that municipalities are struggling to handle. In most cities the waste is
creating severe environmental and health problems. All municipal towns (1300+) should seriously consider
building waste to energy plants.

V. NEXT GENERATION NUCLEAR PLANTS

Nuclear renaissance was on the threshold when Fukushima accident happened in 2011. The Fukushima
accident has inflicted serious damage to the future of nuclear power. Worldwide there are 436 nuclear
reactors in operation for power production while 48 have been shut down; and 149 are under construction
or planning stages. USA leads with 99 operating reactors contributing about 20% of the electricity produced
while 48 reactors have been shut down and 18 are under construction. In France 58 operating reactors
contribute to 76% of the electricity there and 12 have been shut down. Table —1-2 shows the status of
reactors in operation, already shutdown and under planning and construction stage. It is interesting to note
that none of the Western European countries except UK are planning for new reactors while most Eastern
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European countries have kept nuclear option very much alive with Russia alone planning 25 reactors
followed by Romania, Czech Republic, Hungary and Armenia. India has 21 rectors in operation contributing

to 3.5% of the county’s electricity. Another 24 rectors are in various stages of planning.

Table 1-2: Global Nuclear Energy Fact Sheet

Country Reactors Reactors Reactors Share of Nuclear
Operable Shutdown Planned Energy (%)

1 Argentina 3 0 2 4.8
2 Armenia 1 1 1 34.5
3 Belgium 7 1 0 37.5
4 Brazil 2 0 0 2.8
5 Bulgaria 2 4 1 31.3
6 Canada 19 6 2 16.6
7 China 32 0 42 3
8 Czech Republic 6 0 2 325
9 Finland 0 1 33.7
10 France 58 12 0 76.3
11 Germany 8 28 0 14.1
12 Hungary 0 2 52.7
13 India 21 0 24 35
14 Iran 1 0 2 1.3
15 Japan 43 17 9 0.5
16 Korea RO 25 0 8 31.7

(South)
17 Mexico 2 0 0 6.8
18 Netherlands 1 1 0 3.7
19 Pakistan 3 0 2 4.4
20 Romania 2 0 2 17.3
21 Russia 35 5 25 18.6
22 Slovakia 4 3 0 55.9
23 Slovenia 1 0 0 38
24 South Africa 2 0 0 4.7
25 Spain 7 2 0 20.3
26 Sweden 9 3 0 34.3
27 Switzerland 5 1 0 335
28 Ukraine 15 4 2 56.5
29 United Kingdom 15 30 4 18.9
30 USA 99 0 18 19.5

Total 436 118 149

Source: World Nuclear Association; compiled by S.Ramani, Times of India, 2016

62 | Smart Grid Handbook for Regulators and Policy Makers




hm0hnh’h’h’;;;»» MODULE 1: 215" CENTURY GRIDS — EVOLVING TRENDS IN GRID MODERNIZATION

Radioactive waste and accidents—including the United States’ Three Mile Island in 1979, Ukraine’s
Chernobyl in 1986 and Japan’s Fukushima Daiichi in 2011—have prompted many to argue nuclear is just
too dangerous. Yet many climate scientists say nuclear has to be part of the solution. Citing the dangers
of global warming, they say there’s no realistic path forward without a “substantial role” for nuclear. Their
public appeal calls for a fresh approach to nuclear power in the 21st century. Total causalities from the
three major nuclear accidents in the whole history of nuclear power in the last 70+ years less than 400
people where as in India alone more than 400 people die every day from road accidents.

The nuclear power industry has been developing and improving reactor technology for more than five
decades and is starting to build the next generation of nuclear power reactors to fill new orders. Several
generations of reactors are commonly distinguished. Generation | reactors were developed in 1950-60s,
and outside the UK none are still running today. Generation Il reactors are typified by the present US and
French fleets and most in operation elsewhere. So-called Generation Il (and ll1+) are the advanced reactors.
The first are in operation in Japan and others are under construction or ready to be ordered. Generation IV
designs are still on the drawing board and will not be operational before 2020 at the earliest. About 85% of
the world’s nuclear electricity is generated by reactors derived from designs originally developed for naval
use. These and other nuclear power units now operating have been found to be safe and reliable, but they
are being superseded by better designs.

The next-gen designs promise to be safer, cheaper, and more efficient. They’re drawing venture capital from
tech titans, including Microsoft co-founder Bill Gates, Amazon CEO Jeff Bezos, and former SpaceX partners.
Nearly 50 start-ups working in the U.S. and Canada alone have raised more than $1.3 billion in private
investment, according one report in December 2015. Some startups are working on small modular reactors
(SMR) that could be portable and prefabricated. Some are working on nuclear fusion, long considered the
holy-grail for pollution-free energy. Others try innovative fuels and alternative coolants. Bill Gates-backed
nuclear startup TerraPower has built the Waste-Annihilating Molten Salt Reactor. TerraPower design is a
traveling wave reactor that runs on depleted uranium and produces very little nuclear waste. They estimate
that if all 270,000 metric tons of existing high-level nuclear waste went into their reactors, they could
produce enough electricity to power the world for 72 years, even assuming projected increases in global
energy demand. Conventional reactors, fuelled by pellets of solid uranium oxide, use only 3-4 percent
of uranium’s energy so the waste remains radioactive for hundreds of thousands of years. But because
TerraPower’s reactor uses uranium in a liquid rather than solid form, it extracts 96 percent of the energy.
Another startup, Transatomic Power, has built a new molten salt nuclear reactor that reuses nuclear waste
and automatically shuts down if there’s a power outage. In this design, if a molten salt reactor loses electric
power (as happened at the Fukushima plant following the tsunami), the fuel automatically drains into an
auxiliary tank and freezes solid in a few hours. Hence, no meltdown. But critics say, molten salt is corrosive
and messy to work with. Reactor suppliers in North America, Japan, Europe, Russia and elsewhere have a
dozen new nuclear reactor designs at advanced stages of planning or under construction (seven designs),
while others are at a research and development stage. Fourth-generation reactors are at R&D or concept
stage. Since many of these new designs are yet to be prototyped, it could take another 20 years for their
commercialization.

1.2.3 SOLID STATE TRANSFORMER (SST)

This is another interesting technology under development. First patent for Solid State Transformer (SST)
was filed in 1980s but owing to availability of suitable materials the technology remained in the labs only.
Now with breakthroughs in material sciences, SST is fast approaching commercialization. An SST can take
both AC and DC inputs as well as give AC and DC outputs; and enable bi-directional power-flows. It can

Smart Grid Handbook for Regulators and Policy Makers | 63




I MODULE 1: 215" CENTURY GRIDS — EVOLVING TRENDS IN GRID MO DER N | ZAT | O/N e —

also improve power quality — reactive compensation and harmonic filtering. SST will be only 1% in size and
weight of a comparable distribution transformer. SSTs of 11-15kV ratings are expected to be commercialized
in next 5-7 years. This will radically change the electric grid where AC and DC will merge!

1.2.4 MICROGRIDS AND DC GRIDS

Microgrid is top on the list of smart grid technologies in the developed countries - reason: critical
infrastructure (airports, military bases, hospitals etc) have no stand-by power supply systems. At the heart
of a microgrid is an intelligent control centre that can island the local grid (microgrid) from the utility grid
and can control and curtail (if required) the load within that microgrid to match the emergency demand with
the available generation and storage facilities. Smart microgrids that can island from the grid is considered
as a fall back safety net against cyber attacks. While it is easy for an attacker to target the control centre of
a large utility, it will be impossible to attack thousands of microgrids with each of it having its own control
centres. In case of an attack and breakdown of the utility control centre, the microgrids can island from the
main grid and can serve critical loads till main grid is back in operation.

Today the electricity generated from solar PV is converted from DC to AC and distributed which is again
converted to DC for the digital appliances such as computers, LED lights, LCD/LED TVs, flat screen monitors,
security cameras, cell phones etc. Almost half the energy generated is lost in these two conversions (DC to
AC and again AC to DC). As the share of DC generation and DC consumption both are increasing steadily,
it makes business sense to have DC distribution system in parallel to AC distribution in offices and homes.
Already in certain hotels and office buildings there is 5V DC distribution system on which USB connections
are provided.

Several teams around the world are working on standards for DC Grids. In India, ISGF facilitated the creation
of a Low Voltage Direct Current (LVDC) Forum in 2013 which has been adopted by IEEE. This LVDC Forum
has selected 48V DC for indoor applications in India and standards for the same has been issued by Bureau
of Indian Standards (BIS) in November 2017 (IS 16711:2017 - 48 V ELVDC Distribution Systems —Guidelines).
DC Grids could also facilitate reliable rural electrification with solar PV, batteries and DC appliances — LED
lights, Brushless DC (BLDC) motors, LED TVs etc.

1.2.4 V2G TECHNOLOGIES

The Electric Vehicle (EV) batteries could act both as load as well as generation resources. Millions of EVs
connected to the grid can be aggregated as virtual power plants (VPP) and support the grid during supply-
demand imbalances. This is again becoming increasingly relevant with proliferation of rooftop PV which is
intermittent. Vehicle to Grid (V2G) technologies are ready for commercialization. However EV manufacturers
are reluctant to facilitate V2G functionality in EVs owing to warranty on the batteries. The V2G trials in past
few years in several research centres indicate that if the depth of discharge of the EV battery is limited with
in specified limits during V2G operations, there will be little or no impacts on the battery life. We expect
V2G to play a major role in the 21st century grids with major share of renewable generation resources.

1.2.5 HYBRID CONCEPTS

An ideal wind-solar hybrid system is one that generates electrical energy by using an optimal combination
of wind turbines and solar photovoltaic (PV) panels, along with shared infrastructure that allows for greater
economic and social utilisation of both the resources.

Primarily, there are three types of wind-solar hybrids — smalls cale hybride, co-located hybrids and true
hybrids.

64 | Smart Grid Handbook for Regulators and Policy Makers




hm0hnh’h’h’;;;»» MODULE 1: 215" CENTURY GRIDS — EVOLVING TRENDS IN GRID MODERNIZATION

Small-scale hybrids include various small-scale watt-class and kilowatt class projects, which are deployed
for off-grid renewable energy-based generation.

A co-located hybrid comprises two independent generating systems located in close proximity to each
other. This allows them to share large transmission equipment such as a common substation and grid
infrastructure.

Meanwhile, in a true hybrid system, the two technologies, wind and solar, work in tandem and use common
components to produce a single electricity output more efficiently. In such systems, the output of the entire
network is capped at rated output of the bigger system.

1.3 OVERVIEW OF SMART GRIDS

The smart grid is the evolving grid with advanced automation, control, IT and IOT systems that enables real-
time monitoring and control of power flows from sources of generation to sources of consumption. A set
of technologies enable these functionalities and help manage electricity demand in a sustainable, reliable
and economic manner. Smart grids can provide consumers with real-time information on their energy use,
support pricing that reflects changes in supply and demand, and enable smart appliances and devices to
help consumers exercise choices in terms of usage of energy.

“Smart grid is an electricity grid with communication, automation and IT systems that enable real time
monitoring and control of bi-directional power flows and information flows from points of generation to
points of consumption at the appliances level.”

1.3.1 DRIVERS FOR SMART GRID

Since the early 21st century, advancement in electronic communication technology is being used to resolve
the limitations and costs of the electrical grid. Technological limitations on metering no longer force peak
power prices to be averaged out and passed on to all consumers equally. In parallel, growing concerns
over environmental damage from fossil-fired power stations has led to a desire to use large amounts of
renewable energy. Dominant forms such as wind power and solar power are highly variable and hence the
need for more sophisticated control systems to manage supply-demand balance.

Key drivers for smart grids in the Indian context are:
e Reduction in AT&C losses
e Demand side management (TOU Tariff—Dynamic pricing based for peak demand and peak supply)
e 24x7 Power for All
¢ QOutage reduction
e Renewable energy integration
e Improved energy efficiency
¢ Reliable grid stability
e Faster restoration of electricity after fault or disturbances
¢ Grid flexibility (backup power)
e Reduction in peak demand

e Reduction in power purchase cost
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1.3.2 KEY FUNCTIONALITIES AND COMPONENTS OF SMART GRIDS

Following are the key functionalities and components of smart grids:

e Supervisory Control and Data Acquisition (SCADA) and Energy Management Systems (EMS) at
Transmission level and SCADA and Distribution Management Systems (DMS) at distribution level

e Distribution Automation

e Substation Automation

e Advanced Metering Infrastructure (AMI)

e Geographical Information System (GIS) Map

¢ Peak Load and Power Quality Management

e QOutage Management System

e Distribution Transformer Monitoring System

e Mobile Crew Management System

e Enterprise IT Systems

e Application Integration

e Wide Area Monitoring Systems (WAMS)

e Smart Street Lights (with noise and pollution sensors)
e Energy Storage

e Electric Vehicles

¢ Distributed Energy Resources and Renewable Energy Integration
e Common Command Control Room

e Customer Engagement

¢ Social Media for Utility

e Cyber Security

1.4 SMART GRID VISION AND ROADMAP FOR INDIA

Ministry of Power with the inputs from India Smart Grid Forum (ISGF) and India Smart Grid Task Force
(ISGTF) have issued Smart Grid Vision and Roadmap for India in August 2013. Smart Grid Vision for India in
this document is to “Transform the Indian power sector into a secure, adaptive, sustainable and digitally
enabled ecosystem that provides reliable and quality energy for all with active participation of stakeholders”

In order to achieve this vision, stakeholders are advised to formulate state/utility specific policies and
programs in alignment with following broad policies and targets which are in line with MoP’s overarching
policy objective of “Access, Availability and Affordability of Power for All”
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1.4.1 DISTRIBUTION

e Appropriate policies and programs to provide access to electricity for all with uninterrupted life line
supply (8 hours/day minimum, including the evening peak) and electrification of 100% households
by 2017. Also, continuous improvement in quality and quantum of supply.

e Completion of on-going programs which will lay the building blocks of smart grids such as system
strengthening, consumer indexing, asset mapping as part of RAPDRP, and planning for integration
of such systems into future smart grid deployments.

e Enabling programs and projects in distribution utilities to reduce AT&C losses to below 15% by
2017, below 12% by 2022, and below 10% by 2027.

¢ Integrated technology trials through a set of smart grid pilot projects by 2015. Based on outcome
of the pilots, full rollout of smart grids in pilot project areas by 2017; in major urban areas by 2022
and nationwide by 2027.

¢ Availability of an indigenous low cost smart meter by 2014. After successful completion of pilots,
AMI roll out for all customers in a phased manner based on size of connection (and geography and
utility business case), starting with consumers with load >20 KW by 2017, 3- phase consumers by
2022 and all consumers by 2027 by deploying smart meters and necessary IT and communication
infrastructure for the same. Innovative and sustainable financing/business models for smart meter
roll outs may be developed.

e Working with other stakeholders, building the National Optical Fiber Network (NOFN) by connecting
2,50,000 village Panchayats in the country by Optical Fiber Cable and extending the fiber link to all
the 33/11 kV and above substations to build a backbone communications network for the power
sector by 2017.

¢ Modernisation of distribution sub-stations and conversion of sub-stations in all urban areas (starting
with metro cities) to Gas Insulated Substations based on techno-commercial feasibility in a phased
manner through innovative financing models.

¢ Development of Microgrids, storage options, virtual power plants (VPP), solar photovoltaic to grid
(PV2G), and building to grid (B2G) technologies in order to manage peak demand, optimally use
installed capacity and eliminate load shedding and black-outs.

¢ Policies for mandatory roof top solar power generation for large establishments, i.e., with connected
load more than 20kW or otherwise defined threshold.

e EV charging facilities may be created in all parking lots, institutional buildings, apartment blocks etc;
and quick/fast charging facilities to be built in fuel stations and at strategic locations on highways.

e Microgrids in 1000 villages/industrial parks/commercial hubs by 2017 and 10,000 villages/industrial
parks/commercial hubs by 2022, which can island from the main grid during peak hours or grid
disturbances.

e Optimally balancing different sources of generation through efficient scheduling and dispatch of
distributed energy resources (including captive plants in the near term) with the goal of long term
energy sustainability

1.4.2 TRANSMISSION

e Development of a reliable, secure and resilient grid supported by a strong communication
infrastructure that enables greater visibility and control of efficient power flow between all sources
of production and consumption by 2027.
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¢ Implementation of Wide Area Monitoring Systems (WAMS, using Phasor Measurement Units, or
PMUs) for the entire transmission system. Installation of alarger number of PMUs on the transmission
network by 2017 or sooner, as guided by the results of initial deployments. Indigenization of WAMS
technology and PMU development and development of custom made analytics for synchro phasor
data by 2017.

e Setting up of Renewable Energy Monitoring Centre’s (REMCs) and Energy Storage Systems to
facilitate grid integration of renewable generation.

¢ 50,000 Kms of optical fiber cables to be installed over transmission lines by the year 2017 to support
implementation of smart grid technologies.

¢ Enabling programs and projects in transmission utilities to reduce transmission losses to below 4%
by 2017 and below 3.5% by 2022.

¢ Implement power system enhancements to facilitate evacuation and integration of 30 GW
renewable capacity by 2017, 80 GW by 2022, and 130 GW by 2027 — or targets mutually agreed
between Ministry of New and Renewable Energy (MNRE) and MoP.

1.4.3 POLICIES, STANDARDS AND REGULATIONS

e Formulation of effective customer outreach and communication programs for active involvement
of consumers in the smart grid implementation.

e Development of state/utility specific strategic roadmap(s) for implementation of smart grid
technologies across the state/utility by 2014. Required business process reengineering, change
management and capacity building programs to be initiated by 2014. State Regulators and utilities
may take the lead here.

¢ Finalization of framewaorks for cyber security assessment, audit and certification of power utilities
by end of 2013.

e Policies for grid-interconnection of captive/consumer generation facilities (including renewables)
where ever technically feasible; policies for roof-top solar, net-metering/feed-in tariff; and policies
for peaking power stations by2014.

e Policies supporting improved tariffs such as dynamic tariffs, variable tariffs, etc., including
mandatory demand response (DR) programs, starting with bulk consumers by 2014, and extending
to all 3-phase (or otherwise defined consumers) by 2017.

¢ Policies for energy efficiency in public infrastructure including EV charging facilities by 2015 and for
demand response ready appliances by 2017. Relevant policies in this regard to be finalized by 2014.

e Development/adoption of appropriate standards for smart grid development in India—first set of
standards by 2014; continuous engagement in evolution of applicable standards relevant to the
Indian context. Active involvement of Indian experts in international bodies engaged in smart grid
standards development.

e Study the results of the first set of smart grid pilot projects and recommend appropriate changes
conducive to smart grid development in the Indian Electricity Act / National Power Policy by end of
2015.

¢ Development of business models to create alternate revenue streams by leveraging the smart grid
infrastructure to offer other services (security solutions, water metering, traffic solutions etc.) to
municipalities, state governments and other agencies.
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¢ Development of Skill Development Centers for smart grid development in line with the National
Skill Development Policy 2009 for Power Sector by 2015.

1.4.4 OTHER INITIATIVES

¢ Tariff mechanisms, new energy products, energy options and programs to encourage participation
of customers in the energy markets that make them “prosumers” — producers and consumers — by
2017.

e Create an effective information exchange platform that can be shared by all market participants,
including prosumers, in real time which will lead to the development of energy markets.

¢ Investment in research and development, training and capacity building programs for creation of
adequate resource pools for developing and implementing smart grid technologies in India as well
as export of smart grid know-how, products and services.

While many of the targets envisaged by 2017 are yet to be achieved, some of the targets have been steeply
raised by Government of India (as in the case of renewable energy, smart metering etc). However the
approach of this road map is still relevant and it is time for an updated version of the roadmap

1.4.5 NATIONAL SMART GRID MISSION (NSGM)

During stakeholder consultations in 2013 to finalize the Smart Grid Roadmap, there was unanimous
demand for launching a National Smart Grid Mission (NSGM) which will plan and undertake smart grid
developments in the country. Accordingly Ministry of Power with inputs from ISGF and ISGTF prepared
the framework for NSGM which was approved by Gol in March 2015. The basic structure of NSGM is given
below:

Ministry of Power
NSGM Governing Council; Chair: Minister of Pawer

¥

MNSGM Exscutive Committes
Chair: Secretary (MoP)

1 t
National PMU [NPMU) at POWERGRID

[ Trnstior WP
IIIL

¥

State Level Mission
Chair — State Secretary (Powar)

¥

= State Smart Grid Mission Units [SSGMU]

¥

— Distribution Utilities

Figure 1-9: National Smart Grid Mission Framework
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For day-to-day operations, NSGM has a NSGM Project Management Unit (NPMU) headed by the Director
NPMU. He will be a Member of the Governing Council and Empowered Committee, and Member Secretary
of Technical Committee. NPMU will be the implementing agency for operationalising the Smart Grid
activities in the country under the guidance of Governing Council and Empowered Committee. NSGM is
now operational and the NPMU is housed in Power Grid Corporation Ltd (POWERGRID).

Corresponding to the NSGM, each of the States will also have a State Level Mission which would be chaired
by the Power Secretary of the State. The administrative / operation and maintenance expenses in this
regard would be borne by respective States. NSGM will provide support for training and capacity building
to State Level Project Monitoring Units (SLPMUs) for smart grid activities.

The Smart Grid Knowledge Center (SGKC) being developed by POWERGRID with funding from MoP will
act as a Resource Centre for providing technical support to the Mission in all technical matters. This
include development of technical manpower, capacity building, outreach, suggesting curriculum changes
in technical education etc. Ministry of Power has already sanctioned Rs 9.8 crore in this regard. The SGKC
shall undertake programs and activities envisaged for it as per the guidance from NPMU. The Head of SGKC
will report to Director NPMU.

The support from NSGM for implementation of Smart Grid projects would primarily consist of the following
indicative (not exhaustive) list of activities:

¢ Assistance in formulation of projects including pre-feasibility studies, technology selection, cost-
benefit analysis, financing models etc.

¢ Funding of these projects, together with State Discoms and other financing agencies
¢ Training and Capacity Building for SLPMUs & Project Implementation teams

¢ Technology selection guidelines and best practices

e Facilitate Consumer Awareness initiatives

e Project Appraisal post implementation

To start the above activities, 30% of the project cost of smart grid for most of the components will be
provided as grant from the NSGM budget. For certain selected components such as training and capacity
building, consumer engagement etc., there will be a 100% grant. The extent of funding from NSGM budget
will be finalized by the Empowered Committee of the NSGM. The balance project cost (hardware, software
applications, erection testing commissioning, integration etc.) is to be funded through innovative financing
models which may include PPP model.
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MODULE 2
INTRODUCTION TO SMART GRIDS

Abstract

This module starts with the elaboration of smart grid concept described in Module 1. Smart Grid components
and technologies at transmission and distribution systems are described in detail. The module ends with an
introduction to Smart Grid Maturity Model (SGMM)
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INTRODUCTION TO SMART GRIDS

2.0 INTRODUCTION

The smart grid is the evolving grid with advanced automation, control, IT and loT systems that enables real-
time monitoring and control of power flows from sources of generation to sources of consumption. A set
of technologies enable these functionalities and help manage electricity demand in a sustainable, reliable
and economic manner. Smart grids can provide consumers with real-time information on their energy use,
support pricing that reflects changes in supply and demand, and enable smart appliances and devices to
help consumers exercise choices in terms of usage of energy.

“Smart grid is an electricity grid with communication, automation and IT systems that enable real time
monitoring and control of bi-directional power flows and information flows from points of generation to
points of consumption at the appliances level.”

2.1 WHAT IS SMART GRID?

As summarized in the above section, a shift from centralized generation to decentralize generation
is happening. The traditional boundaries between generation, transmission and distribution are fast
disappearing and the grid is evolving into an integrated smart grid, a unique solution which integrates all
type of power generation and helps the consumer becomes a producer and consumer (prosumer). Each
household will be able to generate and store electricity for its own use or sell it to the grid. Smart grid
technologies can empower customers with real time control and the choice to generate, store and consume
electricity at lowest cost available or sell it to the grid during the surplus generation while ensuring high
quality and availability of power. With the help of programs like Demand Response (DR), customers can
change their consumption patterns by shifting their consumption from expensive peak hours to cheaper off
peak hours making the power flow more interactive, efficient, more environment and customer friendly.

Smart Grid — Analogy with Human Body

The picture below depicts the analogy of a smart grid with human body.
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Figure 2-1: Analogy of a Smart Grid with Human Body
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Key components to make an existing grid smarter is to have two way communicable sensors to monitor
and control power flows in real time and IT systems to process the data captured and issue commands and

alerts.

2.2

DRIVERS FOR SMART GRID

Since the early 21% century, advancement in electronic communication technology is being used to resolve
the limitations and costs of the electrical grid. Technological limitations on metering no longer force peak
power prices to be averaged out and passed on to all consumers equally.

Key drivers for smart grids for different stakeholders in the Indian context are:

I. UTILITIES

Reduction in Aggregate Technical and Commercial (AT&C) losses

Peak load management — multiple options from direct load control to price incentives to customers
Reduction in power purchase cost

Better asset management

Increased grid visibility

Self-healing grid- faster restoration of electricity after fault or disturbances

Renewable energy integration

Il. CUSTOMERS

24x7 Power for All

Improved reliability of supply to all customers — no power cuts, no more DG sets and inverters for
back up

Improved quality of supply — no more voltage stabilizers
User friendly and transparent interface with utilities

Increased choice for customers — including green power
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e “Prosumer” enablement — can produce own electricity and consume or sell

e QOptions to save money by shifting loads from peak hours to off-peak periods

Ill. GOVERNMENTS AND REGULATORS
e Satisfied customers
¢ Financially sound utilities
e Tariff neutral system upgrade and modernization

¢ Reduction in emission intensity

2.3 FUNCTIONALITIES AND KEY COMPONENTS OF SMART GRIDS

SCADA/EMS
& SCADA/ ubstation &
Smi'i't ::Sree DMS Distribution
g Automatior,
N

Mobile Cre Wide Area
Management Monitoring
System System
Custo&
Engagement AMI (Smart
Social Media Metering)
for Utility
GIS (Digital) Cyber

Smart
[ ]
Application G rI d
Integartion & ENRTE

Analytics Storage
Enterprise IT Electric
System Vehicle

Common

Renewable
Command Ener
Control Room 8y
DT Power
Monitoring Outage Quality
and Control  'vlanagement ~ Management
System

Figure 2-2: Smart Grid Functionalities
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2.3.1 SMART GRID COMPONENTS FOR TRANSMISSION SYSTEM

I. SUPERVISORY CONTROL AND DATA ACQUISITION SYSTEM (SCADA)

Extra High Voltage (EHV) transmission network (110kV and above) was traditionally smart or intelligent
with automation and real-time communication systems integrated for system operations. The load dispatch
centres or control centres of EHV systems have Supervisory Control and Data Acquisition (SCADA) and
Energy Management System (EMS) which help monitor and control the power flows in real-time. In order
to facilitate the functioning of SCADA/EMS, the EHV network have dedicated communication systems
between the control centre and all generating stations and EHV Substations. From the control centre the
operators can control generation as well as loads at the substations.

SCADA OVERVIEW

SCADA refers to a system that collects data from various sensors at a factory, power plant, transmission
system or in other remote locations and then sends this data to a central computer which then manages
and controls the system. SCADA has the ability to monitor an entire system in real time and can run with
relatively little human intervention. This is facilitated by data acquisitions from various sensors and meters.

COMPONENTS OF SCADA

SCADA has a Master Station and several Remote Stations that are equipped with:
In the Master Station:

e Local Area Network (LAN)
e Servers

e LCD Screens

In a Remote Station:
¢ Transducers (analog inputs)
¢ Interposing Relays
¢ Remote Terminal Unit (RTU)
¢ Local Display
e Logger/Archiver

FUNCTIONING OF SCADA
e Data Acquisition
e Supervisory Control
e Tagging

¢ Time Synchronization of RTUs

e Alarms
e Logging (Recording)
¢ Load Monitoring with Display and Logging

¢ Trending
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RTUs are installed at field devices - substations and other field equipment. SCADA communicates with a
large range of external devices like Programmable Logic Controllers and industry specific meters through
the RTUs. In order to link up and access with these devices, various open communication standards are
used, and these devices need to have a mechanism to open up its parameters (or data) for SCADA to
access - either for read, write or both. SCADA assigns a variable or memory location for each individual
parameter or data from each device. This variable is called “Tag”. “Tagging” means the process of managing
tags. “Trending” displays provide a powerful means of displaying, evaluating and selecting data for further
processing and analysis.

COMMUNICATION SYSTEM FOR SCADA

SCADA require dedicated and reliable communication systems between various field devices (RTU) and the
Master Station. Traditionally electric utilities used Power Line Carrier (PLC) communications in the past. The
analog PLC could support limited bandwidth. PLC based SCADA are still in operation in many places.

Other communication options for SCADA are:
e Fiber Optic Cables- Optic Fiber Ground Wire (OPGW) can be used as earth wire on EHV lines
¢ Microwave Communication
e Satellite Communication

e Public Telecom Network can also be leveraged by leasing dedicated communication links from
telecom operators (MPLS networks)

MAJOR FUNCTIONS OF SCADA
e acquisition from RTUs and storage of data in online database
¢ Processing of data for converting the raw values to engineering values and checking quality
e Historical data storage and retrieval
¢ Sequence of events recording, reconstruction and replay of events
¢ Protective and informative tagging of power system devices
e State estimation and load management
e Generalized calculations — for adding and removing operator’s defined calculations
e Providing user interface to operators
* Inter control center communication
e Real time and historical trends

e SCADA works in combination with Energy Management System.

ADVANTAGES AND DISADVANTAGES OF SCADA

Advantages
¢ Flexible, simple, reliable
¢ Increased efficiency - less manpower

e Self-checking and reliable

Smart Grid Handbook for Regulators and Policy Makers | 79




I MODULE 2: INTRODUCTION TO SIM A RT G R DS e —

Disadvantages
¢ High initial capital investment
e Lack of trained persons in utilities
e False alarms at times

e Cyber Security threat

Il. ENERGY MANAGEMENT SYSTEM (EMS)

Energy Management System (EMS) is a set of computer-aided tools used by electric grid operators to
monitor, control, and optimize the performance of the generation and/or transmission systems.

Functions of EMS
¢ Real time network analysis and contingency analysis
e Study functions like power flow, power factor, security enhancement etc

¢ Real time generation functions — allows the operator to monitor, analyze and control real time
generation and automatic generation control (AGC)

e Economic dispatch - helps the dispatcher to determine economic base points for a selected set of
units

e Reserve monitoring for calculating spinning reserve, operating reserve and regulating reserve
¢ Production costing — calculates the current cost of generating power of online units
e Load forecasting

¢ Transaction scheduling

Advanced functionalities:
e Enhanced grid reliability
¢ Increased grid capacity
¢ Advanced contingency awareness
e Decreased system support cost

e Secure system that meets regulatory requirements

EMS works along with a SCADA system and EMS helps the control room operator to manage the transmission
system operation efficiently and economically.

lll. WIDE AREA MONITORING SYSTEM (WAMS)

With the deployment of Phasor Measurement Units (PMU), fast and accurate measurements from grid
equipment is possible. Real-time wide area monitoring applications have strict latency requirements in the
range of 100 milli-seconds to 5 seconds. A fast communication infrastructure is needed for handling the
huge amounts of data from PMUs. Smart grid applications are designed to exploit these high throughput
real-time measurements.
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While SCADA data is collected in 1-5 seconds, PMU data is captured in milliseconds. SCADA data has no
time stamps but PMU data is accurately time stamped. While SCADA is like an X-Ray, PMU Data is like an
MRI scan of the grid.

2.3.2 SMART GRID FUNCTIONALITIES AT DISTRIBUTION LEVEL

The distribution grid comprises of medium voltage (33 & 11kV) and low voltage (415/230V) network
which traditionally had limited automation systems. Main reason for this was the cost of communication
system for automation. Distribution grid in large utilities run in to hundreds of thousands of kilometres
and establishing reliable communication system between all end points and the control centre was way
too expensive. So there is no visibility of power flows in the low voltage network. Faults are also not
automatically detected. Only when customers complain about an outage the crew is dispatched to locate
the fault and repair it. Hence, the key objective of smart grid initiatives are focused on modernizing the
distribution grid with advanced automation and control features. The main technologies in this domain are:

e Supervisory Control and Data Acquisition (SCADA) and Distribution Management Systems (DMS)
e Distribution Automation

e Substation Automation

e Advanced Metering Infrastructure (AMI) or Smart Metering
e Geographical Information System (GIS)

e Peak Load Management (PLM)

e Power Quality Management (PQM)

e QOutage Management System (OMS)

¢ Distribution Transformer Monitoring System

¢ Mobile Crew Management System

e Enterprise IT Systems

e Application Integration

e Smart Street Lights (with noise and pollution sensors)

e Energy Storage

e Electric Vehicles

¢ Distributed Energy Resources and Renewable Energy Integration
e Customer Care Centre

e Customer Engagement

e Social Media

e Cyber Security

¢ Analytics

¢ Smart Homes, Buildings Energy Management Systems /Home Energy Management Systems (BEMS/
HEMS)
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I. SCADA AND DISTRIBUTION MANAGEMENT SYSTEMS (DMS)

Features of SCADA system explained under previous section are similar for distribution SCADA as well.
While all RTUs for transmission SCADA are placed in high voltage substations, in case of distribution SCADA
besides RTUs in substations, there may be Field RTUs (FRTUs) in distribution network at power transformer
and distribution transformer locations. Communication options for transmission SCADA and distribution
SCADA are also same — utilities select what is appropriate depending upon local considerations.

DISTRIBUTION MANAGEMENT SYSTEM (DMS)

DMS is a collection of software applications designed to monitor and control the entire distribution network
efficiently and reliably.

DMS FUNCTIONS
¢ Network Visualization and Support Tools
e Applications for Analytical and Remedial Actions
e Utility Planning Tools

e System Protection Schemes

Il. DISTRIBUTION AUTOMATION (DA)

Distribution Automation (DA) refers to various automated control techniques that optimize the performance
of power distribution networks by allowing individual devices to sense the operating conditions of the
grid around them and make adjustments to improve the overall power flow and optimize performance.
In present scenario, grid operators in centralized control centres identify and analyse their power system
manually and intervene by either remotely activating devices or dispatching a service technician.

DA can be a critical component in outage prevention. The sensors and communications associated with
DA can provide early detection of the devices that might not be working properly, thus allowing the utility
to replace those devices before an outright failure occurs. DA is considered the core part of a smart grid,
interacting with almost all other smart grid applications and making the grid more efficient and reliable.
DA helps enable Renewable Energy (RE) by dynamically adjusting distribution controls to accommodate
variability, power ramping and bi-directional power flows.

At the heart of the Distribution Automation is SCADA/DMS. Other key components of DA are:

Ring Main Unit (RMU), Sectionalizer, Reclouser, Fault Locator and Capacitor Banks which are described
below:

SECTIONALIZER is a protective device, used in
conjunction with a reclouser, or breaker and
reclosing relay, which isolates faulted sections
of the distribution lines. The sectionalizer
cannot interrupt fault current.
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RECLOUSERS are designed to operate like
a station breaker and can interrupt fault
current and reclose a pre-set number of times
before going to lockout the faulted sectiont.
Sectionalizer counts the breaker and reclouser
operations during a fault sequence and open
when they reach their pre-set count limit while
the breaker or reclouser is still open.

FAULT LOCATOR: the DA system and its
automated distribution devices enable faulted
load blocks to be quickly identified, isolated
and power is re-routed to downstream load
blocks. However, the actual fault still has to be
found and repaired by field crews before all
customers can be restored.

RING MAIN UNITS (RMU) are installed in
strategic locations on every feeder to monitor
and control the Sectionalizers, Reclousers and
other equipment in the network

CAPACITOR BANKS: DA system helps in
controlling the capacitor banks for controlling
the voltage and power factor.

Figure 2-3: Components of Distribution Automation Systems
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lll. SUBSTATION AUTOMATION

Substation Automation (SA) system enables an electric utility to remotely monitor, control and coordinate
the distribution components installed in the substation. SA has been focused on automation functions such
as monitoring, controlling, and collecting data inside the substations. SA overcomes the challenges of long
service interruptions due to several reasons such as equipment failures, lightning strikes, accidents and
natural catastrophes, power disturbances and outages in substations.

Main component of SA is digital (or numeric) relays and associated communication systems which can be
operated remotely.

IV. ADVANCED METERING INFRASTRUCTURE (AMI)

Advanced Metering Infrastructure (AMI) or Smart Metering comprises of Smart Meters, Data Concentrator
Units (DCUs)/gateways/routers/access points, Head End System (HES), Meter Data Management System
(MDMS) communicating over bi-directional Wide Area Network (WAN), Neighborhood Area Network
(NAN)/Field Area Network (FAN) and Home Area Network (HAN). Multiple smart meters can connect to
a DCU/gateway/router/access point which in turn send aggregated data to the HES. The smart meter can
also directly communicate with the HES using appropriate WAN technologies (for example GPRS sim cards
in the smart meters can directly send data to the HES on servers in the control room). The Meter Data
Management System (MDMS) collects data from the HES and processes it before sharing with billing system
and other IT applications. Appliances such TV, fridge, air conditioners, washing machines, water heaters etc
can be part of the Home Area Network (HAN).

At the heart of AMI, is the Smart Meter. The key features that make a meter ‘smart’ are the addition of a
communication module capable of two-way Machine to Machine (M2M) communications and a remote
connect/disconnect switch. A smart meter is an electronic device that records consumption of electric
energy in intervals of an hour or less and communicates that information at least daily back to the utility
for monitoring and billing. Smart meters enable two-way communication between the meter and the
computers in the utility control centre. Smart Meters usually have real-time or near real-time sensors,
power outage notification, and power quality monitoring features.

WAN/Backhaul .
. \ -
bcu/ /o
E -
X - Gateway/ . i ”
-— Access & |
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| ,
\ | Appliance
_ | / \
\ Appliance

Figure 2-4: Typical Architecture of AMI
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In-Home display (IHD) is a device kept in the customer’s premises that could display meter data and get
confirmation from the consumer regarding his/her participation in a demand response program. Hence
consumers will become informed and conscious. However, with the rise of the smart phone applications or
‘apps’, customers would not require IHDs at their homes. A smart phone can work as an IHD and hence the
utility or customers need not invest in IHDs.

V. GEOGRAPHICAL INFORMATION SYSTEM (GIS)

All electrical assets mapped on a GIS map (digital map) and all consumers indexed to that map is a very
important tool for a utility to plan and manage their assets and operations. GIS map can be integrated with
other automation and IT applications in the utility as depicted in the figure below which will help asset
optimization and outage detection and faster restoration.

Asset
Weather Mapping ,
L Smart Metering
conditions W
Customer
| .
nformation System — > \{Veb.
(CIS) applications

/

Automated Vehicle
Location (AVL)

Interactive Voice

SCADA
Response (IVR)

Figure 2-5: GIS Functionalities

GIS maps need to be updated on a regular basis. Whenever a new asset is added or removed or a new
customer is given connection or an existing customer is removed, that information must be captured in the
GIS map so that it remains up to date.

The GIS maps of electric utilities would ideally include all the roads and buildings in a town/locality. It can
be a valuable asset for other infrastructural service providers in the town for planning and management of
services like water distribution, gas distribution, transport planning and management etc.

VI. PEAK LOAD MANAGEMENT

Peak load management is achieved through a combination of policies and techniques such as Time of Use
Tariffs, Critical Peak Pricing and Demand Response programs.
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DEMAND RESPONSE (DR)

Demand response is a mechanism in which the utility can curtail the load at customer premises or disconnect
certain equipment of the customer remotely from the utility’s control centre. Customer participation for
DR program is sought through incentives and penalties. The customer engagement is the major success
factor for the demand response programs. Here the utility plays the role of shifting the load from peak
hours/higher market price hours to off-peak hours/lower market price hours of certain equipment of the
customer that is mutually agreed — large pumps, air-conditioners, heaters, machineries etc. The benefits
of DR include avoiding the use of the most expensive generation plants during peak hours, avoiding
construction of additional generation, transmission and distribution capacity, and avoiding brownouts and
blackouts. Auto Demand Response (ADR) is shown in the figure below using OpenADR Standard.

e FACILITY
Mon-gusential ighting is curtaded. HVAC settings and pre-selecied
equipment {moters, pumps, atc) ane adjsted.

Facility types include; industrial (shown hers), educational, retail,
healtheare, office buildings and government agencies.

UTILITY

Ag soon as the utility
sensas an impending
paak event, your

facility's system s
immediaiely notified.
e e e \ a
“u-‘// DRAS OPEN ADR CONTROLLER N\ EMS
The Demand Responae Automation The Open Automated Damand The bullding's Energy Management
Sercer (DRAS) receves the signal Response controller embiedded i System ([EMS) avtomaticaly carries out
from the utility. / in your system retrisves the alert_ .-"IJ all of your pradetermined diractives.

Figure 2-6: Demand Response Process Flow
Image Source — https://www.smartgrid.gov/files/C6-Honeywell-final-draft-091814.pdf

VII. POWER QUALITY MANAGEMENT

Voltage variation beyond stipulated limits and interruptions are major power quality issues faced by
customers. With proliferation of distributed and variable generation resources such as solar PV and wind
turbines which operates intermittently, it is increasingly difficult to maintain quality of supply. On the
other hand, modern loads with switch-mode power supply (SMPS) such as computers, television, washing
machines, air-conditioners, refrigerators, LED lights, furnaces, inverter, UPS etc inject harmonic distortion
on the power system. Voltage and current are in sinusoidal wave form whereas the above category loads
with power electronics in them are in square wave form which lead to generation of harmonics.
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With smart meters in the network, the utility will be capable of measuring specific aspects such as power
factors and voltages in near real-time. This will enable the utility to take appropriate actions to enhance the
power quality. Corrective measures to be undertaken to mitigate the power quality issues are described in
detail in Module -7.

Viil. OUTAGE MANAGEMENT SYSTEM (OMS)

Outage Management System (OMS) provides the capability to efficiently identify and resolve outages and
to generate and report valuable historical information. Geographic information System (GIS) based OMS
will help to resolve customer complaints faster during power outages. OMS will enable quick identification
of probable faulty locations and reduce the response time of customer complaints. OMS will work in
conjunction with GIS, Customer Information System (CIS), Enterprise Resource Planning (ERP), Mobile Crew
Management System and Automated Call Handling Systems, such as an Interactive Voice Response (IVR)
system. OMS of an electric utility can be leveraged by other infrastructure and services providers in a city
at marginal cost.

IX. DISTRIBUTION TRANSFORMER (DT) MONITORING SYSTEM

In most distribution utilities in India, hundreds of Distribution Transformers (DTs) get burned during every
summer owing to over loading or phase imbalances of the DTs. Remote monitoring of DTs will prevent
overloading, phase imbalance and burn outs of DTs. This will transform into huge financial savings taking
into account the high technical losses that occur in the system owing to phase-imbalances - one phase gets
overloaded while other two phases are low on load. With monitoring systems in place the loads can be re-
distributed to remove such imbalances on transformers. With DT Monitoring Systems, overloaded DTs can
be identified and replaced with higher capacity DTs as load in the locality increases.

X. MOBILE CREW MANAGEMENT

Mobile crew management system enables a utility to allot maintenance jobs to the crews in the field on
real-time basis. In the traditional model, crew attending any work in the field will always return to their
base station and then they will be dispatched to the next work. This way their productivity is reduced. With
mobile crew management systems, the work will get allotted to the crew with required skills, tools and
spare parts and nearest to the work location. In that scenario, from one work location to another work
location they can quickly move, increasing their productivity multiple times. Also information on the type
of fault is made available on their Mobile to support trouble shooting. Good mobile crew management
applications will have real time scheduling engine.

XI. ENTERPRISE IT SYSTEMS

Enterprise IT systems include:
e |T Network — LAN/WAN
¢ Mail-Messaging Systems
¢ Management Information Systems with Dashboards
e Enterprise Resource Planning (ERP)

e Portal/Website — Intranet and Customer Portal
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With ERP, information that is fragmented in different systems can seamlessly flow throughout the
organization so that it can be shared by business processes in grid operations, engineering, procurement,
finance, accounting, human resources, and other areas of the utility.

Typical ERP modules for a Distribution Utility include:

e CRM —system to track new connections and disconnections, track customer consumption, payment
records, defaulters etc

e Enterprise Asset Management (EAM)
e Contracts Management

e Materials Management

e Projects Management

e Human Resources Management

e Finance Management

XIl. ENTERPRISE APPLICATION INTEGRATION (EAI)

Some of the data captured from field equipment and customer operations are used by multiple applications
in a utility and each application calling data from different databases creates serious issues in data integrity.
The best way to handle this problem is through Application Integration using a middleware platform. All
data bases will be connected to this middleware and all applications will also be linked to the middleware
which will facilitate different applications to call data from same database. Service Oriented Architecture
(SOA) is commonly used for application integration using a middleware tool.

XIl. SMART STREET LIGHTS (WITH NOISE AND POLLUTION SENSORS)

Latest entrant in the smart grid and smart city solutions is smart street lighting. Typical street lights using
sodium vapor lamps consume huge amount of power. These are being replaced with LED lamps in many
cities and small towns. The saving from energy consumption will pay for the replacement cost in less than
two years in most cases. The new LED lights can be remotely controlled — features like increase/decrease
luminosity, switch off alternate lights during lean hours etc are possible. The lights can be connected on
GPRS, RF Mesh or WiFi in the city for its remote operation. The newest trend is to install noise sensors and
pollution sensors on the street light poles (cobra heads) which will leverage the same communication band-
width to transmit the data to the control centres for monitoring noise and air pollution.

XIV. ENERGY STORAGE

Energy Storage Systems (ESS) will play a significant role in meeting energy needs by improving the
operating capabilities of the grid as well as mitigating infrastructure investments. ESS can address issues
with the transmission and dispatch of electricity, while also regulating the quality and reliability of the
power generated by traditional and variable sources of power. ESS can also contribute to emergency
preparedness. Modernizing the grid will require a substantial deployment of energy storage. Energy
storage technologies—such as pumped hydro, compressed air energy storage, various types of batteries,
flywheels, electrochemical capacitors, etc. - provide for multiple applications: energy management, backup
power, peak shaving/shifting, frequency regulation, voltage support, renewable energy integration and grid
stabilization.
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XV. ELECTRIC VEHICLES

Electric Vehicles (EV) are propelled by an electric motor which is powered by batteries which can be
recharged using an external power source often called as Electric Vehicle Supply Equipment (EVSE). The
most serious concern electric utilities have is controlling when EV load is connected to their grid. A high
percentage of consumers will instinctively charge their EVs when they get home from work; the absence
of load management would likely have a destabilizing effect on the grid. Utilities must be prepared for
multiple customers on the same transformer wishing to charge their EVs at the same time.
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Figure 2-7: EV Technologies & Integration

Source- RTC magazine report)

Smart Grid technologies will enable EV charging to be scheduled intelligently. In addition, it enable the
storage capacity of the batteries in EVs to be used as a supplementary source of power at times of peak
load; portion of the power available in those batteries could be fed back into the network during the
peak time and the battery recharged during off peak time. Vehicle —Grid Integration (VGI) is an important
component of the emerging smart grid technologies.

XVI. DISTRIBUTED ENERGY RESOURCES AND RENEWABLE ENERGY INTEGRATION

Distributed Energy Resources (DER) are small, modular, energy generation and storage devices such as
rooftop PV systems, micro wind turbines, energy storage batteries such as batteries in UPS, Inverters and
EVs etc. DER systems may be either connected to the local electric power grid or isolated from the grid in
stand-alone applications.

Renewable Energy Integration focuses on incorporating renewable energy, distributed generation, energy
storage and demand response into the electricity transmission and distribution systems. A systems approach
is being used to conduct integration development and demonstrations to address technical, economic,
regulatory, and institutional barriers for using renewable and distributed systems. In addition to fully
addressing operational issues, the integration also establishes viable business models for incorporating
these technologies into capacity planning, grid operations, and demand-side management.
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The goal of renewable energy integration is to advance system design, planning, and operation of the
electric grid to:

¢ Mitigate the intermittency of the renewable energy resources through better forecasting, scheduling
and dispatch of the power system as well as flebility in demand and generation

e Reduce emissionsthrough increased use of renewable energy and other clean distributed generation
resources

¢ Increase asset use through integration of distributed systems and customer loads to reduce peak
load and thus lower the costs of electricity

e Support achievement of renewable portfolio standards for renewable energy and energy efficiency

e Ensure reliability, security, and resiliency of the grid despite intermittency and variability of
generation from renewable resources

XVII. CUSTOMER CARE CENTER

Most distribution utilities today have state of the art 24x7 Customer Care Centre (CCC) with sophisticated
systems to address multiple calls. In India there is a four digit common number (1912) allotted for electricity
complaints. All operational and customer related systems are integrated with CCC so that the call agent
can address all types of queries from the customers. CCC is becoming an important part of the smart grid
domain.

Latest addition to this is Chatbots for interaction with customers. Chatbots are algorithms that can engage
with real people in chat sessions. Many questions can be answered by chatbots instead of call agents. Entire
interaction between the customer and the chatbots are recorded and analysed by advanced analytical tools
which will help rectify several issues in the system which are otherwise difficult to detect.

XVIIl. CUSTOMER ENGAGEMENT

Experiences from around the globe indicate that engagement of customers and their active participation
is key to successful implementation and operation of smart grid projects. Customers need to be taken in to
confidence right from the beginning by making them aware of the benefits of the new systems as well as
educating them how to enjoy the benefits of the new time of use tariff regime, demand response schemes
etc. so that they can effectively manage their energy consumption and monitor their bills. Specialized
agencies may be engaged by utilities to undertake a holistic communication campaign to engage the
customers from the project design stage itself.

XIX. SOCIAL MEDIA FOR UTILITY

For a power utility, a call centre has traditionally been the single touch-point with its customers. For utilities
to be able to cope up with the changing times and start excelling in their energy delivery, the customer
service models are undergoing a paradigm shift. A large number of electric utilities in the US are already
using social media platforms like Facebook, Twitter etc., to connect with their customers, issue outbound
communications, track customer complaints and queries etc. They are also being used as effective
mediums for promoting energy efficiency measures, imparting safety tips and proper usage of domestic
appliances, influencing customer behaviour and forging positive customer relationships particularly during
power outages and recovery efforts from weather related incidents. However, reports indicate that 48
percent of U.S. customers believe companies need to do a better job of integrating their online and offline
experiences, and over 50 percent of people surveyed in 2014 believed that local utilities should harness
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the real-time communications of various social media channels to share information. Utilities can provide
much better services by integrating social media in their outage management, crisis/disaster handling,
billing and collection and other customer related issues. In addition, social media can be a platform for
promotion of clean energy, DSM/DR activities, tariff plans, electric vehicle usage etc. It can also prove as an
effective tool for branding and promotion of good will.

XX. CYBER SECURITY

The critical infrastructure of a nation and other sectors depend directly and indirectly on the power sector.
Cyber-physical security is protection of the assets (both hardware and software) from natural and manmade
disasters and intended and unintended activities. Since physical assets are associated with the cyber space
of a utility, cyber-physical security completely defines the security paradigm of a utility. This dependency of
the physical assets on the cyber assets (and vice versa), has prompted the utilities to inject resiliency and
robustness into their grids.

ISGF in association with National Critical Information Infrastructure Protection Centre (NCIIPC) and VJTI, a
renowned engineering institute in Mumbai, India has prepared a comprehensive framework for assessment
of cyber security readiness of power sector utilities and assessed a select set of utilities in 2014-15. The top
ten findings from those assessments were circulated to all utilities in India to comply with. In 2016, ISGF
in association with NCIIPC has prepared the Indian Manual on Cyber Security for Power Systems which is
presently being reviewed by Central Electricity Authority (CEA) on behalf of Ministry of Power. Most of the
recommendations have already been incorporated in the BIS Standard IS 16335: “Power Control systems -
Security Requirements”.

XXI. ANALYTICS

In today’s competitive utilities market, the need to carefully and efficiently manage the power grid is of
paramountimportance. Utilities must stay on top of shifting energy policies and changes in technology while
balancing concerns about energy security, environmental sustainability and economic competitiveness. At
the same time, customers demand reliability. The analytics solutions has the capabilities to analyze raw
data captured from within the energy grid, and produce trends and odd events and other key operational
parameters a utility needs to optimize capital expenditures, reduce operating costs, quickly locate faults
and make the grid more efficient as well as address the customer needs.

XXI1. SMART HOMES, BUILDING ENERGY MANAGEMENT SYSTEM/HOME ENERGY MANAGEMENT
SYSTEM (BEMS/HEMS)

BEMS/HEMS is a computer based control system installed in buildings that controls and monitors the
building’s mechanical and electrical equipment such as air-conditioning and ventilation, lighting, water
heaters, pumps, other power consuming equipment, fire protection and security systems

Smart homes/buildings would offer monitoring and control of the electricity usage within the building
premises. Energy management systems is the core of home/building automation by providing a means to
efficiently consume electricity. In addition to a smart meter that would remotely connect and disconnect the
supply, smart appliances would provide the energy consumption data to the customer and the utility. The
customer could view the consumption data via an In-Home Display (IHD) device or via SMS, e-mail, mobile
app or by logging on to a customer portal. Loads could also be remotely controlled via the aggregators or
energy management systems.
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Functions of BEMS and Typical Architecture of Smart Homes are depicted in the diagrams below:

perform facility
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Figure 2-8: Functions of BEMS
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Figure 2-9: Typical Architecture of Smart Home

Source: EIA Energy Outlook, 2009 Reference Case Presentation

2.4 SMART GRID MATURITY MODEL

The Smart Grid Maturity Model (SGMM ) is a management tool that utilities can leverage to plan their smart
grid journey, prioritize their options, and measure their progress as they move towards the realization of
a smart grid. The SGMM was founded by utilities for utilities when the Global Intelligent Utility Network
Coalition, a smart grid collaboration of 11 utilities, saw the need in the industry for such a tool. The model
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describes eight domains, which contain logical groupings of incremental smart grid characteristics and
capabilitiesthat represent key elements of smartgrid strategy, organization, implementation, and operations.
Utilities use the SGMM framework to assess their current state of smart grid implementation, define
their goals for a future state, and generate inputs into their road mapping, planning, and implementation
processes.

SGMM is maintained by the Software Engineering Institute (SEI) at Carnegie Mellon University (CMU) with
the support of the U.S. Department of Energy.

2.4.1 OVERVIEW OF THE MODEL

The SGMM describes 8 domains containing logical groupings of incremental smart grid characteristics,
which represent key elements of smart grid strategy, organization, operation, and capability.

Strategy, Management, and Regulatory Technology
Vision, planning, governance, stakeholder L IT architecture, standards, infrastructure,
collabaration integration, tools

Organization and Structure Customer

Culture, structure, training, communications,
knowledge management
Grid Operations

Pricing, customer participation & experience,
advanced services
Value Chain Integration

Go Reliability, efficiency, security, safety, Demand & supply management, leveraging

observability, control market oppartunities
Work and Asset Management Societal and Environmental

WAM | Asset monitoring, tracking & maintenance, SE | Responsibility, sustainability, critical
mobile workforce infrastructure, efficiency

Figure 2-10: Domains of SGMM
2.4.2 SGMM LEVELS

Breaking new ground; industry-leading innovation
Optimizing smart grid to benefit entire organization; may reach
beyond organization; increased automation

Integrating smart grid deployments acrass the arganization,
realizing measurahly improved performance

Investing based on clear strategy, implementing first projects to
enable smart grid (may be compartmentalized)

Taking the first steps, exploring options, conducting
experiments, developing smart grid vision

DEFALILT

Default level (status quo)

Figure 2-11: Smart Grid Maturity Model — levels
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SGMM study is carried out in two stages
e Compass Survey (AS-IS)
e Aspiration Survey (TO-BE)

In the compass survey is conducted by a certified SGMM Navigator in which the senior leadership teams
from various functions (8 domains) of the utility answers questions related to the present state of the utility
in each of the 8 domains so that “AS-IS” state is determined. The compass survey results are shared with
the utility which they may discussed amongst their teams.

Once the utility senior management in principle agree with the “AS-IS” state determined from the compass
survey, another visioning workshop will be conducted by the SGMM Navigator. In the visioning workshop
the utility discuss various pros and cons and define the TO-BE states in each domain different time horizons.
No utility wants to be in Level-5 in all domains. Depending on their business priorities and present state, the
utility set their target state in each domain.

Once the “TO-BE” state is defined, the utility can prepare how to ascend from the present state to the
“TO-BE state and what technologies and systems to be implemented and conduct its cost-benefit analysis.

I. BENEFITS TO THE UTILITY

Many utilities have reported that the SGMM comparison yields additional insights about their smart grid
progress and plans. Major investor-owned utilities and small public power utilities alike, in the US and
around the world, have reported finding the model a valuable tool to help them:

¢ |dentify where they are on the smart grid journey

e Develop a shared smart grid vision and roadmap

¢ Plan for technological, regulatory and organizational readiness

e Assess resource needs to move from one level to another

e Create alignment and improved execution

e Communicate with internal and external stakeholders using a common language
¢ Prioritize options and support decision making

e Compare against themselves over time and to the rest of the community

e Measure their progress

Il. TYPICAL SGMM ASSESSMENT OF AN INDIAN UTILITY

ISGF conducted SGMM assessment of Bangalore Electricity Supply Company Ltd (BESCOM) in India in
2016/17. The AS-IS result from the compass survey is given below:
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SGMM Compass Results

BESCOM Current

ISOF —

Figure 2-12: SGMM Results of AS-IS Survey of BESCOM

During the Aspiration Workshop in consultation with the senior management of BESCOM, ISGF suggested
the following smart grid roadmap for BESCOM for 2020, 2025, 2030 and 2035:
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Figure 2-13: BESCOM Smart Grid Roadmap suggested by ISGF
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MODULE 3
ADVANCED METERING INFRASTRUCTURE

Abstract

This Module covers the evolution of the metering Industry. It also covers the benefits of Advanced Metering
Infrastructure (AMI), key challenges in implementing AMI, popular communication standards and innovative
business models for rolling out AMI in India. Fundamentally last mile connect has been one of the challenges

in the country and reasons of high AT&C loose. “ What cannot be measured cannot be controlled” — Metering
is the need of the hour to implement Measurement of power distributed and payment received while
leveraging technologies like AMI to automate, enhance efficiency and traceability.
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ADVANCED METERING INFRASTRUCTURE

3.0 INTRODUCTION

Electric utility metering has been making gradual progress since 1970s when South Africa introduced
prepaid metering system in certain localities where it was difficult to collect money. Later in the 1980s
some utilities in USA tried with automatic meter reading (AMR) to read meters installed in hazardous or
in-accessible locations. While prepaid meters progressed from key-pad operated meters to two-way smart
card operated pre-payment system in the 1990s, the AMR technology progressed rapidly from walk-by
AMR (standing near a meter and down loading the readings with a hand held unit) to drive-by AMR to fixed
line AMR. Both these systems (prepaid meters and AMR) are still in use in different geographies to address
specific business needs of utilities.

Smart metering or Advanced Metering Infrastructure (AMI) is a new metering technology started
development in early 21st century. The key difference between AMR and AMI is that AMR require only
one way communication (meter to utility’s computer), AMI require two-way communication between
the meter and the utility’s computer. With AMI, a meter can be programmed as prepaid or post-paid,
the firmware inside the meter can be upgraded; and the meter can be disconnected and connected back
remotely. AMI also deploy advanced software solutions such as meter data management system (MDMS)
that can facilitate a whole new set of new services for the utility.
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3.0.1 DESCRIPTION OF AMI
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Figure 3-1: Typical Architecture of AMI

Typically, AMI comprises of Smart Meters, Data Concentrator Units (DCUs)/gateways/routers/access points,
Head End System (HES), Meter Data Management System (MDMS) communicating over bi-directional
Wide Area Network (WAN), Neighborhood Area Network (NAN)/Field Area Network (FAN) and Home
Area Network (HAN). Multiple smart meters in a locality can connect to a DCU/gateway/router/access
point which in turn send aggregated data to the HES. HES is the software that pulls the meter data to the
computer and also sends out utility’s commands to the meters. In a typical AMI architecture, a group of
meters in a locality will be connected to a data concentrator unit (DCU) over power line communication or
wireless communication. The DCU can be connected on a choice of communication technologies ranging
from GPRS to Ethernet depending on the available technology options in the location for wide area network
(WAN). In certain cases some smart meter can also directly communicate with the HES using appropriate
WAN connectivity options. The Meter Data Management System (MDMS) collects data from the HES and
processes it before sharing with other utility applications like billing, customer care etc. Appliances such as
TV, fridge, air conditioners can be part of the Home Area Network (HAN) which can be controlled through
the smart meter.

What makes a meter ‘smart’ is the communication module capable of two-way Machine to Machine (M2M)
communications and a remote connect/disconnect switch. In-Home display (IHD) is a device kept in the
consumer’s premises that could display meter data and get confirmation from the consumer regarding his/
her participation in a demand response program. Hence consumers will become informed and conscious of
their power usage. However, with the rise of the smart phone applications or ‘apps’, consumers need not
install IHDs in their homes. A smart phone can work as an IHD and hence the utility will not have to invest
in purchasing IHDs.

Figure 3-2: In-Home Devices
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3.0.2 BENEFITS OF AMI

The benefits of AMI are explained below:

I. REDUCED METERING READING AND DATA ENTRY COST

In a scenario without smart meters, utility has to authorize its personnel to visit the meter at customer
premises and record the reading either manually or via a Hand Held Unit (HHU) which entails a recurring
expense every month. With the implementation of Advanced Metering Infrastructure (AMI) that employs
two-way communications, meter and meter data can be managed remotely. Meter data will be sent to
the utility servers automatically using the communication infrastructure. So the meter reading cost will be
substantially reduced. In addition, the data entry cost will be reduced to nil.

Il. REDUCED HUMAN ERRORS AND TIME CONSUMPTION

There are always chances of human errors when a meter is read manually or even via an HHU. With meter
data reaching the servers of the utility automatically, either scheduled or on-demand, the number and
potency of human errors will reduce drastically.

lll. REDUCTION OF AT&C LOSSES

AMI will enable real time energy accounting and hence will reduce the theft and increase the billing
efficiency. Hence the AT&C losses will substantially reduce.

IV. REDUCTION IN PEAK POWER PURCHASE COST

AMI will enable better estimation of loads and hence the utility can implement Time of Use tariffs which
will lead to shifting a portion of the peak load to off-peak hours. Hence the utility will not have to purchase
expensive power during the peak hours.

V. ENABLING FASTER RESTORATION OF ELECTRICITY SERVICE AFTER FAULT

In today’s scenario, a utility get to know about an outage from its call centers when they receive the calls
from the affected customers. Subsequently, the maintenance crew visit the field, identify the location of
the outage and rectify the fault. It is pertinent to mention that this process of getting to know the outage
via calls from customers and visiting the field leads to huge financial losses because of the increased outage
duration. As per the new standard published by the Bureau of Indian Standards (BIS), IS 16444 (A.C. Static
Direct Connected Watthour Smart Meter Class 1 and 2 — Specification) all smart meters will be capable of
sending last gasp and first breathe messages to utility server. The last gasp message is an intimation to the
utility in case of power-off condition and the first breathe message informs the utility about the power-on
condition. This will empower the utility to exactly identify the affected area and number of customers in
case of faults; and the utility’s call center would already have received information about the fault before
the customer calls. This will help to reduce the restoration time and in turn lead to financial savings and
increased customer satisfaction.

VI. REDUCTION IN OTHER METER SERVICES

Apart from remote meter reading and last gasp/first breathe signalling, smart metering enables a number
of other services such as remote connect/disconnect, remote firmware upgrade, remote programming/
configuration requests from the Head End System. Utilities may disconnect electricity to the customer if
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the sanctioned load is exceeded, under pre-programmed event conditions, under pre-paid agreements, for
customers moving out of the premises, for non-paying customers etc. Also, the meter’s firmware needs to
be upgraded (albeit less frequently), it needs to be programmed/configured frequently and dead meters
need to be identified automatically. AMI enable these services to be executed remotely which will reduce
the number of truck rolls that will not only save time and efforts of the utility personnel, but will also lead
to financial savings.

VII. POWER QUALITY ENHANCEMENT

The smart meter will be capable of measuring specific aspects such as power factor, over/under voltage,
over current etc. which will be sent to the utility server in near real-time. This will enable the utility to
enhance the power quality as it will be acquiring power quality data from other sources as well. With the
improvement in power quality, there will be less I12R losses as well.

VIII. ASSET OPTIMISATION

AMI data will help fine-grain the power flows on the distribution network that will help the utility to identify
segments of overloading and segments of under-loading which is a very valuable information for system
planning and upgrades in the most optimum manner. AMI data can also help in load balancing which can
reduce I2R losses. Furthermore, AMI will help in reducing the failure rate of distribution transformers.

IX. OTHER BENEFITS

In addition to the above mentioned benefits, the carbon footprint of the utility will improve as the number
of truck rolls will reduce. Customers will experience the following benefits due to AMI:

e Faster restoration of electricity in case of outages
e Error-free bills and no need for visiting billing centers
¢ Time of Use tariff and savings on electricity bills

¢ Ability to monitor and manage electricity consumption and options to save money via Time of Use
tariffs

¢ Ability to remotely manage and control appliances at home/office (with additional home/building
automation tools)

Furthermore, the carbon footprint will reduce due to reduced patrolling for outage detection, meter
reading, connection/reconnection etc.).

The main features of the smart meters are:
e Metrology section
e Load break switch (or latching relay) for remote connection/disconnection
¢ Data exchange protocol

e Communication module for bi-directional communications

The smart meter can function in pre-paid or post-paid modes, and as net-meters as well where it would
calculate the bidirectional flow of electricity.
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The smart meter shall measure voltages and currents in each phase, power factor, current demand,
maximum demand and number of tamper events. It shall also log data for power quality-related events
such as power on/off, under/over voltage, over current etc.

As per 1S:16444, the maximum power consumption of a smart meter at reference voltage, reference
temperature and reference frequency is 5W and 15 VA during idle mode of communication. The additional
power requirement of the communication module during data communication shall be 7W (maximum).

There shall be a separate battery back-up for real time clock and display. In addition, provision has to be
made for sending last gasp and first breathe notifications to the HES.

The data exchange protocol shall be as per 1S:15959 (Part 2) which is based on IEC 62056 (DLMS). There
shall be two load break switches (one each in phase and neutral) for single phase smart meters; and one
load switch in each of the three phases for three-phase smart meters.

The smart meter would perform the following functionalities:
e Remote meter reading (scheduled and on-demand)of electrical energy parameters
e Remote connection and disconnection
¢ Detecting, recording and reporting tampers
e Remote firmware upgrade
¢ Facilitate faster detection of outages using last gasp and first breathe notifications
e Multi-tariff calculation (Time of Use and Time of Day tariffs)

¢ Net metering

If full potential of smart meters is extracted, this would provide an accentuated level of ‘smartness’ that
would be much higher than smart phones. This is because smart meters can act as home automation
gateways where data related to electricity, water, gas, internet, telephone and TV usage could be sent on
the same communication network before being shared with the respective servers. However which way
the industry would progress is difficult to predict.

Utilities who have implemented full AMI have realized that the biggest benefit of AMI is the facility to
communicate with the customers in real-time on matters beyond metering. AMI infrastructure is being
leveraged for effective customer interactions and engagements which is invaluable.

3.1 COMMUNICATION TECHNOLOGIES FOR AMI

The following table depicts some of the available choices for communication technologies for AMI
deployment.
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Table 3-1: Communication technologies for AMI

Technology/ Protocol Last Mile/NAN/FAN  Home Area Network  Backhaul/WAN and

(HAN) Backbone
Wireless 6LoWPAN-based RF 6LoWPAN-based RF Cellular, Satellite,
mesh, ZigBee, Wi- mesh, ZigBee, Wi-Fi, LPWA, Long Wave
Fi, Millimeter Wave Bluetooth, Z-Wave, Radio, TVWS, Private
Technology NFC Microwave Radio links
(P2P and P2MP)
Wired PLC, Ethernet, Serial PLC, Ethernet, Serial Optical Fiber,
interfaces (RS-232, RS- | interfaces (RS-232, RS- | Ethernet, PLC, DSL
422, RS-485), DSL 422, RS-485)

Note: This list is indicative only.

3.2 ARCHITECTURES IN SMART METERING

In the present scenario of smart metering, Data Concentrator Units (DCU), aggregators and gateways are
key elements. These devices not only increase the total cost of ownership, but also fail to offer reliable,
scalable and interoperable last mile connectivity. Experiences from around the world shows that none of
the solutions offer 100% reliable connectivity all the time. The best range often heard is between 95-98%;
and in many cases it is well below 90%!

Some of the popular communication architectures deployed for AMI worldwide are discussed here.

Architecture deployed by Enel (Italy) - an early mover
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Utility Data
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Figure 3-3: AMI Architecture Deployed by Enel (Italy)

Architecture deployed by CenterPoint Energy (Houston, USA) - another early mover
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Figure 3-4: AMI Architecture Deployed by CenterPoint Energy (USA)
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Typical AMI architecture with RF mesh as last mile — this has emerged as a popular solution amongst
utilities in many geographies
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Figure 3-5: AMI Architecture with RF Mesh as Last Mile

Emerging Architecture for Smart Grid and Smart City Applications - RF mesh canopy networks is the latest

trend
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Figure 3-6: Emerging Architecture for Smart Grid and Smart City

We at ISGF believe that by 2020, almost every building (residential/commercial/industrial/publicinstitutions
etc.) in urban and semi-urban areas on earth will have broadband internet connectivity (perhaps except
in some conflict regions). The smart meter, smart appliances, utility’s Head End System (HES) and other
applications can connect to the Internet and eliminate the need of intermediate entities such as DCUs/
gateways. As shown in Figure 3-7, smart meters and smart appliances can be connected to the Wi-Fi network
in the home/building/campus. Meter data is sent over the broadband internet which can be accessed by
the utility’s HES and received in the MDMS which integrates the meter data with all utility applications;
and applications with consumers on their smart phones eliminating the need for in-home displays (IHDs).

Communication Architecture for next generation Smart Metering — IP Metering

Internet

Applications

Figure 3-7: Communication Architecture for next generation Smart Metering — IP Metering
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Table 3-2: Communication technologies for AMI

SA Smart Appliances

SM Smart meter

HES Head End System

MDMS Meter Data Management System

I. RATIONALE FOR IP METERING IN INDIA

The Government of India was pursuing a program, National Optical Fiber Network (NOFN), to
provide broadband connectivity to 250,000 villages, which is now being expanded to 600,000
villages under the “Digital India” program for providing universal broadband access to all citizens.
Ministry of Power has proposed to fund the extension of NOFN to all 33kV and above substations
as part of Integrated Power Development Scheme (IPDS) and Deen Dayal Upadhyaya Gram Jyoti
Yojana (DDUGIJY) programs. These schemes are going to provide broadband access to most part of
the country as well as create a dedicated fiber backbone network for the power system.

The advantage of the proposed architecture is that it leverages the existing communication
infrastructure, that is, broadband connection in buildings and homes, and hence reduces the total
cost of ownership as additional network elements such as data concentrator units, gateways etc.
are not required. Wi-Fi connectivity is maintained by Broadband Service Providers (BSP) who have
the expertise and resources to maintain such networks with very high reliability. IP networks are
scalable and reliable and can be monitored and controlled in real time. Questions regarding the
security of Wi-Fi networks cannot pose a major threat as people are widely using their laptops and
other mobile devices for all kinds of online transactions when connected to Wi-Fi networks. As
far as inter-operability is concerned, if all the meters follow common data models/routing tables,
the MDMS can accept data from different makes of meters — similar to smart phones of different
makes with different operating systems connected on Wi-Fi are able to communicate with each
other so long as the users understand the same language.

Il. SUMMARY OF BENEFITS OF USING HOME BROADBAND-BASED ARCHITECTURE FOR SMART
METERING

The communication architectures presently deployed for smart metering include intermediate
entities such as data concentrator units/gateways and creation of a dedicated parallel
communication network for the electric utility which they have no expertise in maintaining and
upgrading as new communication technologies are evolving at faster pace. This also involves use
of wireless spectrum which is a limited and expensive resource in every country today. Experiences
from around the world indicate that none of the communication solutions presently deployed for
smart metering have 100% reliability despite having a dedicated network. These architectures not
only increase the total cost of ownership but also fail to offer reliable, scalable and interoperable
last mile connectivity.
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In today’s world, where internet is everywhere, smart meters and smart appliances could be
connected directly on internet; and utility’s HES can leverage internet to collect the meter data on
the server and the MDMS can integrate that with other applications. In other words, the broadband
internet that is present in almost all homes, buildings and campuses, can be used for providing
last mile connectivity for smart metering. By doing do, devices such as data concentrator units,
gateways and in-home displays will not be needed and highly reliable, scalable and interoperable
last mile connectivity can be provided. Wherever there is no Wi-Fi, the electric utility may provide
Wi-Fi which will be cheaper than other last mile connectivity options.

In the IPv6 regime where every meter can have an IP address, the proposed IP Metering solution
can offer multiple benefits to utilities and governments:

¢ No need for a parallel telecom infrastructure — huge savings in cost of deployment and maintenance
for the utility

¢ No need for separate spectrum for utility applications — instead government can allocate that
spectrum to telcos and/or other users for additional revenue

¢ More reliability, scalability, security and capability to monitor and control — IP networks can be
monitored in real time which itself is a good measure against cyber attacks

3.3 INTEROPERABILITY

Interoperability can be achieved at Devices-Level or at the System-Level. Device-Level
interoperability will enable smart meters manufactured by different meter manufacturers to
communicate with each other. On the other hand, System-Level interoperability will enable
different Head End Systems (HES) to communicate to the same Meter Data Management System
(MDMS). In order to solve the issue of interoperability in smart meters, ISGF suggests the following
options:

¢ Long-term rate contract: While procuring smart meters (and associated hardware and software for
AMI), a rate contract of 7-10 years with select meter vendor (s) whose meters are interoperable
may be considered. Hence when new customers are to be added to the AMI network, the same
meter manufacturers can provide the existing/already deployed solution to the Utility at previously
agreed rates. This will enable seamless integration of new smart meters.

¢ Choose communications technology first: Another approach is to first choose the communication
technology and then select the meter manufacturer/s. In such a case, all potential meter
manufacturers will have to integrate this communication technology into their meters. Hence
Device-Level interoperability will be easily achieved. The communication solutions provider will
certify that their network interface card (NIC) is integrated with the meters that will connect with
the Head End System (HES).

¢ Third-party certification: A Utility can also opt for a third-party certification for ensuring Device-
Level interoperability. In such a case, a Utility will ask the meter manufacturers to present an
Interoperability Certificate acquired from the certification agency.

¢ Wi-Fi for last mile connectivity: Smart meter and smart appliances can connect to the Utility
servers using Wi-Fi in the building. Moreover, choosing Wi-Fi for providing last mile connectivity
can solve issues of interoperability, scalability, maturity, reliability and cost effectiveness.
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¢ Multiple HES with one MDMS: In case multiple communication technologies for smart metering
are selected by a Utility (over successive tenders) each having its own Head End System (HES),
a common MDMS may be chosen that can interface with multiple HES. In such a case, all
communication interfaces will have to be standardised as per IEC 61968: Application integration at
electric utilities - System interfaces for distribution management. This is a series of standards that
define interfaces for the major elements of an interface architecture for Distribution Management
Systems in utilities. This option is often the last resort if all the above options are not possible.

Table 3-3: Comparison of options for achieving interoperability in smart metering

Option Long-term Cho?se. Third-party S f.or Mu'.tl ple HES
Parameter  rate contract COMMURNICIHONS certification Rl CLLAIC
technology first connectivity MDMS

Feasibility High High Moderate High Moderate
Cost . . . .
offectiveness High High High High Low
_Irr;::g;atlon Minimum Minimum Moderate Minimum Maximum
Expertise
required by Least Moderate Least Least High
Utility

* Integration time is the time required to integrate new smart meters into the Utility’s AMI network.

The utility may choose the appropriate option to achieve interoperability in smart metering. Selecting Wi-Fi
for providing last mile connectivity option proves to be the best solution as it is mature, scalable, reliable
and cost effective

3.4 AMIINITIATIVES IN INDIA

The Ministry of Power (MoP) mandated Central Electricity Authority (CEA) to prepare the functional
requirements and technical specifications for indigenous smart meters. CEA released the first edition of the
Smart Meter Specifications in June 2013. However, the distribution companies implementing 14 smart grid
pilot projects issued different specifications in different states. This issue was brought to the attention of
MoP by India Smart Grid Forum (ISGF). MoP requested the Bureau of Indian Standards (BIS) for formulating
a national standard for smart meters. Subsequently, BIS assigned this task to the Technical Committee
under Electro Technical Division (ETD- 13) to prepare the standards for smart meters.

In August 2015, BIS published the new Smart Meter Standard, IS 16444: AC Static Direct Connected
Watthour Smart Meter — Class 1 and 2 Specification covering single phase energy meters; three phase
energy meters; single phase energy meters with Net Metering facility and; three phase energy meters with
Net Metering facility.

Another standard IS 15959: Data Exchange for Electricity Meter Reading, Tariff and Load Control —
Companion Specification has been revised and published as IS 15959: Part 2-Smart Meter in March 2016.

Ministry of Power in 2016, announced the Government’s vision to rollout smart metering on fast track for
customers with a monthly consumption of 200kWh and above by December 2019. This goal is reiterated in
the UDAY program and in the Tariff Policy announced by MoP.
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3.4.1 METER STANDARDS AND SPECIFICATIONS

In June 2016, the Central Electricity Authority (CEA) issued the specifications of single phase and three
phase smart meters, and functional requirements of AMI in India. All utilities have been advised to abide
by these specifications and minimum functional requirements and mandated all meters to be conforming
to latest Indian Standards as listed below:

a. Standards for smart meters and associated data protocol
e BIS Standard for Smart Meters (IS 16444) published in August 2015
¢ BIS Standard on Data Protocol (IS 15959 Part 2) published in March 2016

¢ No standard required for Communications — each utility to decide the suitable/appropriate
communication technology (It is not prudent to specify any single communication technology for
the entire country)

b.  BIS Standard on Smart Meters (IS 16444) applies to:
¢ Single phase electricity meters
¢ Three phase electricity meters
¢ Single phase electricity meters with Net Metering facility

e Three phase electricity meters with Net Metering facility

These meters can be operated as both pre-paid and post-paid electricity meters. There is no need for
another standard for pre-paid electricity meters.

3.4.2 TEST INFRASTRUCTURE FOR TESTING METERS CONFORMING TO IS 16444

New tests mentioned in the smart meter standard are:
e Test for power consumption: test infrastructure needs to change its THRESHOLD values
e Test for Communicability of smart meters and check connect-disconnect functionality
o Thisis optional in IS 15959 (Part 2)

o A Utility can test connect-disconnect function using any available communication technology in
the test lab; and it will still work if a connect/disconnect signal is sent to the same meter using
any other communication technology when deployed in the field

3.4.3 RETROFITTING OF OLD METERS

As per IS 16444, the communication module has to be a part of the smart meter (either in-built or pluggable
units). Hence retrofitting will not be possible. This was a decision taken by the technical committee at BIS
as the stakeholders cited the following concerns if the communication module is retrofitted on existing
meters:

¢ Theft of communication module
¢ Increased points of failure

e The unsuccessful use case of AMR in R-APDRP (where meter manufacturers were blaming the
MODEM makers who in turn blamed the telecom network operators for poor bandwidth and vice
versa)
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Sending engineers and technicians to customer premises again and again to check and rectify the meter-
modem-bandwidth issues is several times more expensive than the cost of new meter and communication
device. Hence retrofitting communication modules on already-installed meters should not be considered.

3.4.4 MANUFACTURING CAPACITY AND CAPABILITY

As we understand, all the large meter manufacturers in the country are working on smart meters complying
with IS 16444 requirements. If they speed up they can complete testing in 4-6 months. Several small players
claim they have meters complying with IS 16444. The UDAY program has set a target of 35 million smart
meters by December 2019 which is possible considering the AMI work undertaken in other countries. The
table below depicts a snapshot of the AMI rollout plans in other countries.

Table 3-4: Snapshot of AMI rollout plans in other countries

Country No. of meters in Expected Total no. of Rollout

the country by penetration rate by = smart meters timelines

2020 2020 (%) expected to
(in million) be installed by
2020
(in million)

Austria 5.7 95 54 2012-2019
Denmark 3.2 100 3.2 2014-2020
Estonia 0.7 100 0.7 2013-2017
Finland 33 100 33 2009-2013
France 35 95 33.2 2014-2020
Greece 7 80 5.6 2014-2020
Ireland 2.2 100 2.2 2014-2019
Italy 36.7 99 36.3 2001-2011
Luxemburg 0.26 95 0.24 2015-2018
Malta 0.2 100 0.2 2009-2014
Netherlands 7.6 100 7.6 2012-2020
Poland 16.5 80 13.2 2012-2022
Romania 9 80 7.2 2013-2022
Spain 27.7 100 27.7 2011-2018
Sweden 5.2 100 5.2 2003-2009
UK — Great 319 99.5 31.8 2012-2020
Britain

Source: EU document on ‘Country fiches for electricity smart metering’
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Some more data on roll out plans and penetration rates:

¢ North America is expected to achieve a penetration of about 80% for deployment of smart meters
by 2020.

¢ Combined, Europe has a target of 75% penetration by 2020.

¢ Asia Pacific has a target of 60% penetration by 2020.

e Latin America has a target of 30% penetration by 2020.

¢ Middle East and Africa have a target of 5% penetration by 2020.

e Combined, the world targets 50-55% penetration by 2020.

¢ Presently, USA has a smart meter penetration rate of about 35-40%.

¢ China has a target of 435 million smart meters by 2020. SGCC (China) will account for 380 million
out of the 435 million.

e UK has a target of 53 million smart meters by 2022 and 80% penetration by 2020.

¢ Korea has a target of 100% (20 million meters) smart metering by 2020. By 2016, it plans to do 10
million smart meters.

¢ France has a target of 95% smart meters by 2020.
¢ Japan has a target of 47 million smart meters by 2019.
¢ India has a target of 35 million smart meters by 2019.

¢ Mexico has a target of 21 million smart meters by 2020.

3.4.5 PROCUREMENT STRATEGY

Having explored various options, the following procurement framework is recommended:

¢ International Competitive Bids (ICB) for lots of 5-10 million meters may be issued by a Nodal agency
(central or state) so that price discovery is achieved faster. PFC, REC or a state Nodal agency may
issue such RFPs according to the functional requirements of AMI and smart meter specification
finalized by CEA

¢ From the above tender, manufacturers/suppliers of meters and different communication devices
based on the best evaluated prices may be empanelled. The rates may be made firm for a given
timeline and the annual capacities of each supplier may be declared

e A Utility may appoint an AMI Implementation Agency (ideally a System Integrator or a large
engineering company) through a transparent procurement process. The Utility in consultation
with the appointed AMI Implementation Agency will select the meters, suitable communications
technology for AMI only OR also capable of providing connectivity for multiple applications such
as smart metering, distribution automation, street light management, distribution transformer
monitoring, electric vehicles etc. based on their smart grid roadmap. This may be achieved through
undertaking pilot implementations or trial with select communication technologies shortlisted by
the Nodal agency as described above

¢ Once the communications technology is selected, the Utility can choose any of the meter suppliers
empanelled (step-2) whose meters can be integrated with the chosen communications technology
selected. This process ensures device-level interoperability; and if a meter fails to operate, the
utility can purchase another meter from any manufacturer from the empanelled list at empanelled
rates and hence will not be locked to a specific manufacturer
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3.4.6 ROLLOUT METHODOLOGY

The utility may prioritize the customers and locations for deployment of AMI according to

e Feeders having majority of customers with high monthly consumption (>1000 units, >500 units,
>200 units in that order of priority)

e Feeders/pockets with high AT&C loss areas (>15% pockets/feeders)

e Feeders/towns with high annual energy sales (above a certain million units/year)

AMI rollout may be undertaken for full feeders so that online energy auditing can be undertaken. All feasible
communication technologies may be allowed to operate in order to encourage innovation in view of the
fact that the communication technologies advance much faster compared to other electrical technologies.

IPv6 shall be made mandatory as this is in line with the IPv6 roadmap of the Ministry of Communications
& IT in India.

3.4.7 BUSINESS MODELS

Innovative business models may be explored to eliminate the technology risk for the utilities. Also business
models that reduce the capex and requirement of technical manpower to maintain the AMI system at the
utility may be considered favourable. One such business model is where in AMI is provided as a service for
a monthly fee per customer. In this model, a financial intermediary such as a bank or any other financial
institution will procure the smart meters and lease them to the utility against a monthly rent for a period
of ten years. Since AMI involves expertise in three distinct domains, namely, metering, telecommunication
and information technology (including both software and hardware), and experience from around the
world shows that no one agency could master these distinct components of AMI, it is proposed to appoint a
Metering Services Agency (MSA) who will be responsible (along with their sub-contractors and associates)
for a variety of functions related to implementation of AMI and its maintenance. An MSA can bring in a
competent team of metering experts, communications solution provider and system integrator; and if any
one of these agencies fail in their role, MSA can replace them. As far as the utility is concerned MSA has the
single point responsibility for providing smart metering services. The monthly payment per meter to the
MSA may be based on mutually agreed service level agreements.
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MODULE 4
COMMUNICATIONS AND CYBER SECURITY

Abstract

Smart grid is a promising power delivery infrastructure integrated with information and communication
technologies (ICT). Its bi-directional communication and electricity flow enable both utilities and customers to
monitor, predict, and manage energy usage efficiently and reliably. It also advances energy and environmental
sustainability through the integration of vast distributed energy resources. This modile covers various
communication technologies available along with the frequencies at which they operate. It also covers Machine
to Machine (M2M) applications in power sector. Increased digitization of the power system, interconnection and
integration of ICT with legacy devices and protocols introduce cyber vulnerabilities and hackable points into the
grid. Failure to address these problems will hinder the modernization of the existing power system. Further, power
grid is a critical infrastructure and protecting it from cyber attacks is a critical national security issue. In order to
build a reliable and resilient smart grid, an overview of relevant cyber security and privacy issues is covered along
with a case study of STUXNET and Ukraininan power grid cyber attack. Key findings of ISGF-NCIIPC pilot survey
are listed for creating awareness about cyber hygiene and security preparedness.
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COMMUNICATIONS AND CYBER SECURITY

4.0 INTRODUCTION

As explained in the previous modules, smart grid is an electric network with automation, communication
and IT systems that can monitor power flows from points of generation to points of consumption and
control the power flow or curtail the load to match generation in real time or near-real time. In order to
monitor and control the power flows, there is a need to deploy thousands of sensors/connected devices on
the grid. These connected devices would require a robust, scalable, reliable, interoperable and cost effective
communications networks for the wide area, local/field/neighbourhood area, and homes/buildings.

Smartgrid uses Machine to Machine (M2M) communication technologies that allows wired/ wireless systems
to communicate with the devices of same ability without human intervention. M2M communication uses a
device (sensor, meter etc.) to capture an ‘event’ (motion, video, meter reading, temperature etc.), which is
relayed through a network (wireless, wired or hybrid) to an application (software program) that translates
the captured event into meaningful information. M2M is a subset of Internet of Things (l1oT) in which every
‘thing’ such as electricity, gas and water meters, appliances such as television, refrigerator, air conditioner
etc., street lights, security cameras, vehicles, dustbins, etc. are connected to a telecommunications
network. Besides M2M, IoT includes Human-to-Machine communication (H2M) and Machine-to-Human
communications (M2H) also.

It is pertinent to mention that the Internet Protocol (IP) addressing system based on IP version 4 (IPv4)
addresses have already exhausted and hence standardization and adoption of IPv6 in the telecom sector will
provide an opportunity of having trillions of devices which can be IP enabled and seamlessly addressable
through wireless or wired broadband connections.

A number of sectors ranging from Power, Banking and Financial Services, Automotive/Transport, Health,
Safety and Surveillance to Agriculture will be transformed and revolutionized by using M2M/IoT.
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4.1 RELEVANCE OF M2M COMMUNICATIONS IN THE POWER SECTOR

Every year, India loses over 250 billion units of electricity as AT&C losses which translates to a loss of over
USD 17 billion® (Rs 100,000 crores) per year. Transition to smart grids will achieve the objectives of reducing
AT&C losses and providing 24x7 power for all households.

Traditional electricity networks have been designed for ‘unidirectional’ flow of electricity, revenue and
information. Electricity is generated centrally at a power plant and is transmitted over high voltage
transmission lines before being distributed over medium voltage and low voltage distribution lines.
Communications is used only to monitor and control the power flow up to the high voltage and medium
voltage substations using Supervisory Control and Data Acquisition (SCADA) systems.

In a smart grid, two-way Machine to Machine (M2M) communications would be used to monitor and
control the power flow in the low voltage grid till the end consumers. This would be done by deploying
SCADA/DMS (Distribution Management Systems). Also, there would be distributed generation with millions
of rooftop PVs and connected electric vehicles wherein electricity would be generated much closer to
the end consumer. M2M communications would help in monitoring and controlling these intermittent,
unpredictable and dispersed sources of generation. This bidirectional flow of electricity, revenue and
information in a smart grid is a major transformation from the traditional grid.

Smart metering would benefit both, consumers and utilities by enabling remote reading, remote connection
disconnection, remote load control via time of day or time of use prices, detecting outages early etc. Wide
Area Monitoring System (WAMS) would offer a high degree of visibility in the electricity grid which would
synchronously measure the phase of the current and voltage vectors.

Electric vehicles would not only provide a clean and efficient means of transport, but would act as virtual
power plants which could supply power to the grid in case of an outage. By commissioning an outage
management system, power outages would not only be identified in near-real time, but also help in early
restoration of power.

Through smart microgrids in important load centres, the connected loads and the electricity generation
and storage can be intelligently controlled. In case of an outage in the main grid or a cyber attack, these
microgrids can be islanded from the main grid.

The initial attempts to implement M2M communications in the power sector was SCADA/EMS by
transmission utilities (TRANSCOS) and later AMR (Automated Meter Reading) by distribution utilities
(DISCOMS). Now, many DISCOMS are also in the process of implementing SCADA/DMS and Distribution
Automation.

It is believed that the grid will emerge as the ‘Grid of Things’ just like the Internet is evolving as the ‘Internet
of Things’. The ‘Grid of Things’, coupled with 10T and M2M communications can also be referred to as the
‘Internet of Energy’. The following figure sheds more light into this concept:

* Taking Rs 4/unit as the tariff
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Figure 4-1: Internet of Energy: Internet of Things in The Power Sector
Source: IERC Cluster Book (2012) on Internet of Things

4.2 COMMUNICATION TECHNOLOGIES & STANDARDS AVAILABLE FOR
USE IN THE POWER SECTOR

The following table depicts a snapshot of the above mentioned technologies with respect to the applications:

Substation

Table 4-1: Types of Communication Technologis

Technology/ Protocol  Last Mile/NAN/FAN Home Area Network Backhaul/WAN
(HAN) and Backbone
Wireless 6LoWPAN-based RF mesh, 6LOWPAN-based RF | Cellular, Satellite,
ZigBee, Wi-Fi, Millimeter Wave mesh, ZigBee, Wi-Fi, | LPWA, Long Wave
Technology Bluetooth, Z-Wave, | Radio, TVWS,
NFC Private Microwave
Radio links (P2P
and P2MP)
Wired PLC, Ethernet, Serial interfaces PLC, Ethernet, Serial | Optical Fiber,
(RS-232, RS-422, RS-485), DSL interfaces (RS-232, Ethernet, PLC, DSL
RS-422, RS-485)
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The following table compares some of the popular communication protocols and technologies:

Technology/
Protocol

Wireless
Low Power RF

Typically used
Frequency
Band/Bands

Table 4-2: Communication protocols

Advantages

Limitations

Relevance for Smart
Grids in

India

consumption
¢ |[nexpensive

® Less interference

line of sight

e Extremely short
range

¢ Easily blocked
by objects such
a people, walls,
plants etc.

6LoWPAN — Various ¢ Lightweight ¢ All low power AMR - NAN
based RF Mesh Lreq:epczh e Versatile (can wirelesi perional AMI - NAN
ands in the : area networks are
be used with
800 MHz, 900 any physical and unreliable due to SCADA/DMS - NAN
MHz and 2400 data link layer) uncertain radio SCADA/EMS - NAN
MHz bands connectivity .
P ’ DCS for Generation
* Ubiquitous battery drain,
* Scalable device lock WAMS - NAN
e Manageable ups, physical Substation Automation
and secure J:SaLm\I;)VeI::ll\lgt?t'c. Distributed Generation
L o eing
connectivity Electric Vehicles
(IPSec is inbuilt) alow power
wireless PAN Energy Storage
e Canbeusedin would also M y
icrogrids
the sub-GHz encounter this &
range limitation®. Home/Building
Automation
Bluetooth 2.4 GHz e Mature ¢ Low data security Reading data from
technology e Extremely short smart meters using a
e Easyto range HHU
implement « Only connects 2 Home/BL.JiIding
devices at a time Automation
e Not very reliable Enabling prepayment
) functionalities
¢ Not interoperable
with all devices
InfraRed 2.4 GHz e Low power e Communication is Reading data from

smart meters using a
HHU

Home/Building
Automation

Enabling prepayment
functionalities

3http://tools.ietf.org/html/rfc4919
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Wireless
Low Power RF

Typically used
Frequency
Band/Bands

Advantages

MODULE 4: COMMUNICATIONS AND CYBER SECURITY |

Limitations

Relevance for Smart
Grids in India

NFC 13.56 MHz e Consumes less e Extremely short | e Reading data from
power range smart meters using a
e Almost e Expensive HHU
instantaneous e Low information |*® Enabling prepayment
connectivity security functionalities
between devices
¢ Low market
penetration
RFID Various e Mature e Extremely short [ e Reading data from
frequency technology range smart meters using a
bands from e Can penetrate ¢ Low data security HHU
é?_lo KHzto 2.4 | through objects |, Expensive e Enabling prepayment
z (plastic, human modules functionalities
body, wood etc.) o
e Connectivity can
be hampered
easily
Wi-Fi 2.4 GHz e Mature ¢ Limited range e AMR - NAN
technology « Poor building e AMI - NAN
o High home/ penetration « Home/Building
office ] ¢ High interference Automation
penetration from other
¢ High data rates sources
achievable e Power
e Easyto consumption
implement higher than those
technologies that
operate in the
sub- GHz band
ZigBee Various e High market ¢ Low reliability e AMR - NAN
frequency penetration e lLarger stack size |e AMI-NAN
bands in the in the home- )
800 MHz, 900 automation . N(.)t mteror.)erable e SCADA/DMS - NAN
MHz and 2400 | domain :‘“t*} non-ZigBee |, SCADA/EMS - NAN
evices
MHz bands * Low cost R s less (1 * DCS for Generation
communication | * Nangelsiessiin
modules India can only be |° WAMS - NAN

used in the 2.4
GHz band)

¢ Substation Automation
¢ Distributed
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Technology/ Typically used Advantages Limitations Relevance for Smart
Protocol Frequency Grids in India
Band/Bands

ITE S

Low Power RF

ZigBee ¢ Higher power ¢ Electric Vehicles
consumption * Energy Storage
as compared to

¢ Microgrids

those protocols
that operate Home/Building
in the sub-GHz Automation

range

e Need a
middleware for
communication
between nodes
and server

e ZigBee IPis
designed to
operate only in
868 MHz, 915
MHz and 920
MHz

o All low power
wireless
personal area
networks are
unreliable due to
uncertain radio
connectivity,
battery drain,

device lock
ups, physical
tampering etc.
Z-Wave Various * Low power * Poor market * AMR — NAN
frequency consumption penetration in e AMI - NAN
bands from . ; India
Can be used in e SCADA/DMS - NAN
865 MHz to the sub-GHz * Expensive
956 MHz range modules e SCADA/EMS - NAN

« Not very scalable |* DCS for Generation

. Only 1 o WAMS - NAN

manufacturer e Substation Automation
(Sigma Designs)
produces Z-Wave
modules

e Electric Vehicles

¢ Distributed Generation
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Limitations

Relevance for Smart
Grids in India

Z-Wave e Energy Storage
¢ Microgrids
¢ Home/Building
Automation
Cellular For India, 900 | Mature e Unsuitable for e AMR - WAN
MHz, 1800 technology online substation |, AMI - WAN
MHz, 2100 « Rapid control due to
MHz and reliability and * SCADA/DMS ~ (WAN
: deployment : and Backbone)
2300 MHz is c o coverage issues
e Communication
allocated « Coverage not e SCADA/EMS — (WAN
modules are 100% and Backbone)
low cost and ° )
standardised « Reliability not the | * DCS for Generation
best ¢ WAMS - WAN
¢ Short technology | e Substation Automation
life-cycle (2G, e Distributed Generation
EDGE, 3G, LTE
etc.) ¢ Electric Vehicles
e Energy Storage
¢ Microgrids
¢ Home/Building
Automation
Low Power TV spectrum, [ Longrange ¢ Not available e AMR - WAN
Wide Area 900 MHz, 2.4 |, |ow power in India (as on o AMI - WAN
(LPWA) GHz, 5 GHz today)

consumption

e Require low
bandwidth

¢ Require cheap
modules with
a long battery
life to outweigh
cellular
technology

¢ Additional
spectrum may
need to be
allocated

e SCADA/DMS — (WAN
and Backbone)

e SCADA/EMS — (WAN
and Backbone)

¢ DCS for Generation

¢ WAMS - WAN

¢ Substation Automation
e Distributed Generation
e Electric Vehicles

e Energy Storage

¢ Microgrids

¢ Home/Building
Automation
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Technology/ Typically used Advantages Limitations Relevance for Smart
Protocol Frequency Grids in India
Band/Bands

ITE S

Low Power RF

Satellite Various ¢ Broad coverage |e Affected by e AMR - WAN
frequency e Quick severe weather [ Ami- WAN
bands from : . .
o Useful for hilly and Backbone)

and Backbone)
¢ DCS for Generation
e WAMS - WAN
¢ Substation Automation
e Distributed Generation
e Electric Vehicles

e Energy Storage

¢ Microgrids
¢ Home/Building
Automation
Long Wave Typically 100- | e Extremely high | e Propagation of e AMR - WAN
Radio 200 KHz range waves is affected [, Api- WAN

by obstacles
such as forests,

* Reliable e SCADA/DMS — (WAN

¢ Energy efficient and Backbone)

mountains
as lower _ and high-rise e SCADA/EMS — (WAN
frequency is buildings and Backbone)
used

e Need regulatory |[e DCS for Generation
approval to use o WAMS - WAN
the spectrum
(typically in the
these waves 100 KHz -200 KHz | ¢ Distributed Generation
travel very close range). In the

to the Earth’s sub-GHz region,

e Reception is
possible at

basements as ¢ Substation Automation

¢ Electric Vehicles

surface only 865-867 ¢ Energy Storage
MHz is license ¢ Microgrids
free

¢ Home/Building
¢ Very high Automation
radiated power
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Limitations

Relevance for Smart
Grids in India

TVWS (TV TV frequency Unused TV * Require ¢ AMR —(WAN and NAN)
White Space) | bands specific channels are regulatory e AMI—(WAN and NAN)
to different used approval for
countries Antenna height spectrum usage, . 2E§?/;/A/./\EI)VIS — (NAN
is nominal - effective radiated
Typically 30-40 power and e SCADA/EMS — (NAN
meters other necessary and WAN)
Low radiated parameters ¢ DCS for Generation
power (<5W * Dynamic « WAMS - WAN
typically) allocation of TV
ypically frequency bands | * Substation Automation
is complex ¢ Distributed Generation
* Electric Vehicles
e Energy Storage
¢ Microgrids
¢ Home/Building
Automation
Private Various Inexpensive o Typically use ¢ AMR (NAN and WAN)
Mic.rowave frequer\cy installation as licensed radio o AMI (NAN and WAN)
Radio bands in the compared to spectrum SCADA/DMS (NAN
. . L]
g pontP) | ronge, 500 opHeSTEr |- Expensiveas WAN and Backbone)
ge Increased compared other
MHz range, reliability (as RF technologies | ® SCADA/EMS (NAN,
and 2.4 GHz to a result of WAN and Backbone)

70 GHz range.

using licensed
spectrum — less
interference)

¢ DCS for Generation

e WAMS (NAN and WAN)
¢ Substation Automation
e Distributed Generation
e Energy Storage

¢ Microgrids

¢ Home/Building
Automation
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Technology/ Typically used Advantages Limitations Relevance for Smart
Protocol Frequency Grids in India
Band/Bands
Wireline
PLC Narrowband ¢ Ready ¢ Point-to-point ¢ AMR (NAN and WAN)
PLC: 200 infrastructure communication  AMI (NAN and WAN)
Hz=300 KHz . Com.mun.ication . Cf'm cause e SCADA/DMS (NAN,
Broadband possible in disturbances on WAN and Backbone)
Cy_ challenging the lines
PLC: 2730 MRz environments N itabl * SCADA/EMS (NAN,
such as * Notsuitable WAN and Backbone)
where power
!Jndergr.ound cables are ¢ DCS for Generation
'”Stta'l'a‘:\‘_’“lfj' o | notinagood « WAMS (NAN and WAN)
metal-shielde e
cases etc condmon: |n|tj|al * Substation Automation
: and ongoing line o )
« Long technology | conditioningand | ® Distributed Generation
life-cycle maintenance can | e Energy Storage
e Many standards g(igi:ll\zlgancant ¢ Microgrids
costs
and' protocols e Home/Building
available o Bespoke' Automation
engineering
and trained
manpower
required for
o&M
e Communication
not possible in
case of an outage
¢ Absence of
regulations on
use of frequency
bands
FTTx Depending on | e Extremely fast e Limited e AMR - NAN
application « Very high availability o AMI - NAN
bandwidth o Higi\ installation [, pistributed Generation
R cos
Very IOW. e Energy Storage
attenuation
¢ Microgrids
¢ Home/Building
Automation
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Limitations

Relevance for Smart
Grids in India

Serial Depending e Mature Wires add to * AMR (between meter
interfaces (RS- | on the signal protocols the network and modem)
23(21'st:18252 frequency. Easy to complexity o SCADA/DMS - NAN
an -485) implement Less range e SCADA/EMS — NAN
Inexpensive Network * DCS for Generation
installation architecture
limited to point- | * WAMS - NAN
to-point or daisy | e Substation Automation
chain * Distributed Generation
Extremely less « Energy Storage
throughput
¢ Microgrids
¢ Home/Building
Automation
DSL 0-2.208 MHz Inexpensive Low data security | ¢ AMR (NAN and WAN)
(ins;a”aﬁO" and |, |ower o AMI (NAN and WAN)
use
_ throughput « SCADA/DMS (NAN,
High SLA Higher latency WAN and Backbone)
L.ess |n5ta”at|0n ° SCADA/EMS (NAN,
time WAN and Backbone)
Bonded DSL * DCS for Generation
provides
inherent ¢ WAMS (NAN and WAN)
redundancy ¢ Substation Automation
¢ Distributed Generation
¢ Energy Storage
¢ Microgrids
¢ Home/Building
Automation
Ethernet 16 MHz, 100 Inexpensive Lowest data e AMR (NAN and WAN)
m:z, E(S)g (ins;callation and security o AMI (NAN and WAN)
z, use
MHz. 600  cellent Lowest SLA * SCADA/DMS (NAN,
’ xcellen .
Highest latency WAN and Backbone)
MHz, 1 GHz, throughput
1.6-2.0 GHz ) ) Bursts of e SCADA/EMS (NAN,
tI:iOW installation additional WAN and Backbone)
me :
_ bandwidth not |, pcs for Generation
¢ Easily scalable possible

e WAMS (NAN and WAN)
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Technology/ Typically used Advantages Limitations Relevance for Smart
Protocol Frequency Grids in India

Band/Bands

Wireline
Ethernet

Substation Automation

Distributed Generation

Energy Storage

Microgrids

Home/Building
Automation

4.2.1 COMMUNICATION NETWORK REQUIREMENTS IN A SMART GRID

Table 4-3: Communication Network Requirements in a Smart Grid

Application Network Requirement
Bandwidth Latency Min Security Power Backup
Reliability
AMI 10-100 kbps/ 2-15 sec 99% High Not Necessary
node, 500 kbps
backhaul
Demand 14-100kbps/ 500 ms to 99% High Not Necessary
Response node several minutes
Wide Area 600-1500 kbps | 20-200 ms 100.00% High 24 Hours or more
Situational
Awareness
Electric Vehicles |9.6-56 kbps 2 sec-5min 99.99% Relatively | Not Necessary
(Transportation) High
Distribution Grid [9.6-100 kbps |100ms-2sec |99% High 24-72 Hrs
Management

Source: http://energy.gov/sites/prod/files/gcprod/documents/Smart_Grid_Communications_Requirements_
Report_10-05-2010.pdf

Different smart grid applications have different bandwidth and latency requirements. For example, smart
metering requires less bandwidth with no severe latency conditions whereas substation automation
poses requirements of higher bandwidth and improved latency. Apart from availability, reliability of
communication networks is a key characteristic for critical applications such as SCADA and substation
automation. Using standards-based technologies will ensure a high degree of scalability and interoperability.
The choice of operating frequency is vital for deciding the power consumption of the devices and range of
the communications network. Having a long technology life-cycle, compliance to regulations and total cost
of ownership are other key characteristics. Moreover, all communication technologies must possess the
necessary measures to be resilient to cyber attacks.
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The selection of a technology will depend on the envisaged application:

e For mission critical applications (such as SCADA/DMS, Wide Area Monitoring System, Distribution
Automation etc), security, reliability and latency will be the key criteria for deciding a communication
technology. Cost will be of least priority

e For non-critical applications (such as AMI, connectivity for Distributed Generation, etc) cost will be
decisive

4.3 GLOBAL FREQUENCY SPECTRUM ALLOCATION SCENARIO

Globally, various countries have allocated un-licensed frequency bands in excess of 7 MHz. North America
and South America have allocated the most (26 MHz) in the sub-GHz band. Australia also believes that de-
licensing a substantial amount of spectrum is the way forward and has allocated 13 MHz. Europe, Africa
and most middle-eastern countries have access to 7 MHz of un-licensed spectrum. In the recent past Japan
has de-licensed 8 MHz for M2M/loT/IoE/Smart Cities initiatives.

The Table below shows wireless frequency spectrum allocation in some countries/regions.

Table 4-4: Wireless Frequency Spectrum Allocation in Some Countries/Regions

Country Frequency Band

North America and South America 433.075-434.775 MHz and 902-928 MHz
Africa and Middle-Eastern countries |433.05-434.79 MHz and 863-870 MHz

Europe 433.05-434.79 MHz, 863-870 MHz, 870 — 876 MHz
Japan 426-430 MHz and 920-928 MHz

Australia 915-928 MHz

India 865-867z and 433-434 MHz

4.4 INDIAN SCENARIO

4.4.1 THE 433 TO 434 MHZ BAND

As per the notification G.S.R. 680 (E), 433-434 MHz frequency band was de-licensed in September 2012.
The specifications require that the maximum effective radiated power and maximum channel bandwidth
be 10mW and 10 KHz respectively. In addition to using an in-built antenna, the devices (that operate on
this frequency band) are meant for indoor applications only. Currently, there are very few devices deployed
in this band.

4.4.2 THE 865 TO 867 MHZ BAND

As per the notification G.S.R. 168 (E), 865-867 MHz frequency band was de-licensed in March 2005. The
specifications require that the maximum transmitted power, maximum effective radiated power and
maximum channel bandwidth be 1 W, 4 W and 200 KHz respectively. This band can be used for Radio
Frequency Identification (RFID) or any other low power wireless devices or equipment.
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Currently this band is not congested as M2M/loT/Smart City initiatives are still gathering pace. However,
with introduction of more and more devices, this frequency band may not remain adequate to meet the
expected demand.

4.4.3 THE 2.4 TO 2.4835 GHZ BAND

As per the notification G.S.R. 45 (E), this frequency band was de-licensed in January 2005. The specifications
require that the maximum transmitted power, maximum effective radiated power and maximum antenna
height be 1 W (in a spread of 10 MHz or higher), 4 W and within 5 meters above the roof-top of an existing
authorized building respectively. This band can be used for any wireless equipment or device.

At present, too many devices use this frequency band. These include (but are not limited to) Wi-Fi and
Bluetooth devices, microwave ovens, cordless phones etc. High interference, limited range and high power
consumption (of the devices) limit the use of this band for M2M/loT/Smart Cities.

4.4.4 THE 5.150 TO 5.350 GHZ BAND AND 5.725 TO 5.875 GHZ BAND

As per G.S.R. 46 (E), these frequency bands were de-licensed in January 2005. The specifications require
that the maximum mean effective isotropic radiated power and maximum mean effective isotropic radiated
power density be 200 mW and 10 mW/MHz respectively in any 1 MHz band. In addition, the antenna must
be in-built or indoor. This band can be used for indoor applications only. These include usage within the
single contiguous campus of an individual, duly recognized organization or institution.

Although this frequency band offers low interference, it is not widely used in today’s scenario.

4.4.5 THE 5.825 TO 5.875 GHZ BAND

As per the notification G.S.R. 38 (E), this frequency band was de-licensed in January 2007. The specifications
require that the maximum transmitted power and the maximum effective isotropic radiated power be 1 W
(in a spread of 10 MHz or higher) and 4 W respectively. This band can be used for any wireless equipment
or device.

This frequency band also offers low interference, but will not be ideal for low power applications due to
relatively high power consumption and limited range. However this band could be used for point to point
and point to multipoint links.

SELECTION OF A FREQUENCY BAND

The sub-GHz frequency bands offer compelling advantages as compared to other (higher) frequency bands.
Below 1 GHz, the further down we go, the better the performance will be in terms of range, interference,
signal to noise ratio, penetration and power consumption.

At present, the 865-867 MHz band is the most suitable frequency band for outdoor applications by virtue
of the reasons mentioned above. For indoor applications, the 2.4-2.4835 GHz band is preferred.

WAY FORWARD FOR INDIA

Low power RF is expected to be the most effective communications technology that would offer connectivity
to a large number of devices. The main reasons for this include, but are not limited to low operating cost,
less power consumption, less interference, high signal to noise ratio and more penetration.
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The 865-867 MHz band (de-licensed in 2005) may not be sufficient to cater to the needs of the loT/M2M/
Smart City applications in which billions of devices would be connected. Another de-licensed band in
the sub-GHz range, the 433-434 MHz, which was de-licensed in 2012, may only be suitable for indoor
applications because of the current regulations on maximum power of 10mW. The sub-GHz frequency
bands are best utilized when they are used for outdoor applications in NAN/ FAN/ LAN.

The table below lists the applications that could use low power RF technology:

Table 4 5: Potential Applications on Low Power RF Technology

Potential applications on low power RF

Potential applications on low power RF technology

technology
Electricity (Grid)

(contd.)
Buildings (Automation and Management)

. Residential Buildings
o Commercial Buildings
o Industrial Buildings

o Shopping Malls

Renewable Energy

EV Charging Stations

Gas

Parking Lots

Water Distribution:
o Portable Water
. Non-portable Water
o Industrial Water
. Agricultural Water

. Other Water Bodies (Ponds, Lakes, Tanks
etc.)

Hospitals and E-Healthcare
e Primary Healthcare Centers
e Super Specialty Hospitals

e E-Healthcare

Rivers and Canals — Monitoring and Management

Theater and Auditoriums

Waste Collection, Monitoring and Management

o Hazardous Waste (Toxic/Reactive/
Corrosive/Explosive)

. E-Waste

e Medical/Bio-Medical Waste

o Sanitation and Sewage

. Rain Water/Storm Water/Drainage
o Radio Active Waste

o Municipal Solid Waste (incl.
Waste)

Religious

Places of worship

Sports Academies

Training Centers

Smart Agriculture

Industrial Automation

Home Automation

Street Lighting
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4.5 PLC COMMUNICATION TECHNOLOGIES

Power-line communication (PLC) is a communication method that uses electrical wiring to simultaneously
carry both data, and alternating current (AC) electric power transmission or electric power distribution.
It is also known as power-line carrier, power-line digital subscriber line (PDSL), mains communication,
power-line telecommunications, or power-line networking (PLN). Power-line carrier communication (PLCC)
is mainly used for telecommunication, tele-protection and tele-monitoring between electrical substations
through power lines at high voltages, such as 110 kV, 220 kV, 400 kV. This can be used by utilities for
advanced energy management techniques fraud detection and network management, automatic meter
reading (AMR), advanced metering infrastructure, demand side management, load control, and demand
response.

PLC technology is presently limited in India to high voltage transmission lines. In the distribution grid, it can
be used for providing last mile connectivity as well as for creating a Field Area and Wide Area Networks. A
key requirement of this technology is the existence of a power cables with good quality joints suitable for
carrying data. Issues such as noise generated by different loads on the power line, dynamic changes in the
line impedance and absence of trained man-power capable of bespoke engineering are some of the issues
that will need to be addressed in order to make this technology ready to use.

PLC technology can be divided in to Narrow Band PLC and Broad Band PLC (BPL). There needs to be a
frequency band allocated for PLC communications.

Globally, IEEE 1901.2% PRIME, G3-PLC, ITU-T G.hnem?®, IEC 61334, TWACS, Meters and More, and HomePlug
C&C are some of the popular standards/protocols available for implementing Narrowband PLC systems.

The following table throws more light into the technical details of Global Standards/Protocols on Narrowband
PLC Systems

Table 4-6: Global Standards/Protocols on Narrowband PLC

Standard/Protocol Frequency band Maximum data rate

IEEE 1901.2 - 2013 <500 KHz 500 Kbps

PRIME 42-89 KHz 128.6 Kbps

G3-PLC 35-91 KHz 33.4 Kbps

ITU-T G.hnem 10-490 KHz 1 Mbps

IEC 61334 60-76 KHz Upto 2.4 Kbps

TWACS 200-600 Hz 100 bps

Meters and More 3-148.5 KHz 28.8 Kbps (nominal) and 4.8 Kbps (effective)
HomePlug C&C 10-450 KHz 7.5 Kbps

Source: ISGF White Paper on ‘Need for Allocating a Frequency Band for Power Line Carrier Communications’
published on December 18, 2014

*http://standards.ieee.org/findstds/standard/1901.2-2013.html

Developed by ITU-T: http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=6094004&url=http%3A%2F%2Fieeexplore.ieee.
org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D6094004
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Globally, IEEE 1901-2010, HomePlug Green PHY and ITU-T G.hn (G.9960/G.9961) are some of the popular
standards/protocols for implementing Broadband PLC systems.

The following table throws more light into the technical details of Global Standards/Protocols on Broadband
PLC Systems

Table 4-7: Global Standards/Protocols on Broadband PLC

Standard/Protocol Frequency band Maximum data rate
IEEE 1901-2010 <100 MHz > 100 Mbps
HomePlug Green PHY 2-30 MHz 10 Mbps

ITU-T G.hn (G.9960/G.9961) 25-200 MHz 2 Gbps

Source: ISGF White Paper on ‘Need for Allocating a Frequency Band for Power Line Carrier Communications’
published on December 18, 2014

Europe, USA, Japan and China are regions where frequency bands have been allocated for PLC
communications. The following table mentions the regions and frequency bands allocated for PLC:

Table 4-8: Global Frequency Allocation for PLC Communications

Region Frequency band for PLC

Europe CENELEC A: 3-95 KHz for power utilities
CENELEC B: 95-125 KHz for any application

CENELEC C: 125-140 KHz for in-home networking with mandatory
CSMA/CA protocol

CENELEC D: 140-148.5 KHz Alarm and Security systems

USA 10-490 KHz, and
2-30 MHz

Japan 10-450 KHz

China 3-500 KHz

4.6 CONCEPTUAL DESCRIPTION OF M2M COMMUNICATIONS IN THE
POWER SECTOR

The various elements in M2M communications include a Wide Area Network (WAN)/Backhaul Network,
Neighbourhood Area Network (NAN)/Field Area Network (FAN), Home Area Network (HAN), sensors,
home gateway, Data Concentrator Unit (DCU)/Gateway and an application/data center. Presence of a
home gateway would be decided by the nature of the application that is being catered to. In addition, a
Backbone/Core network would also be present. The figure below depicts a typical conceptual description
of M2M communications.
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WAN/Backhaul

'l

DCY/ Home

Gateway pumar __
(o)

Application/

.

Data Center

Figure 4-2: Typical Conceptual Description of M2M Communications

Multiple sensors in a Home Area Network (HAN), Field Area Network (FAN) or Wide Area Network (WAN)
would communicate with the home gateway, DCU/gateway or application/data center respectively. The
home gateway, if present, would relay data from the sensors to the application/data center via the DCU/
gateway. Considering Advanced Metering Infrastructure (AMI), the smart meter could act either as a sensor
or a home gateway.

4.7 APPLICATIONS OF M2M/IOT IN THE POWER SECTOR

The power sector has a number of use cases where M2M communications plays a vital part. These include
(but are not limited to):

e Automatic Meter Reading (AMR)
e Advanced Metering Infrastructure (AMI)
e SCADA/EMS (Supervisory Control and Data Acquisition/Energy Management System) for TRANSCOS

e SCADA/DMS (Supervisory Control and Data Acquisition/Distribution Management System) for
DISCOMS

e Distributed Control System (DCS) for GENCOS and Operations

¢ Wide Area Monitoring System (WAMS) using Phasor Measurement Units (PMUs)
e Substation Automation and Distribution Automation

¢ Distributed Energy Resources Management Systems (DERMS)

¢ Centralized Generation Resources

e Grid-connected and Off-grid Microgrids

¢ Demand Response (DR)
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¢ Electric Vehicles and Charging Station Infrastructure

e Energy Storage Systems

e Home Energy Management/Building Energy Management, Gateways and Routers

e Public and Enterprise Networks

e Smart appliances and devices such as washers, dryers, refrigerators, thermostats, etc.

e Connected devices such as phones and computers.
Exploring Key Applications of M2M/IoT in Power Sector

Some of the M2M communications used in the power sector are explained below:

4.7.1 AUTOMATED METER READING (AMR)

AMR is used extensively for HT consumers, distribution transformers and feeders. Both GSM and CDMA
were used in India for AMR. It is reported that reliability is poor owing to a variety of reasons. The following
architecture was used for AMR in RAPDRP: (Note: Communications is only ONE-WAY)

Regular Modem R Utility-HES

Meter —h

Figure 4-3: Automated Meter Reading Architecture

4.7.2 ADVANCED METERING INFRASTRUCTURE (AMI)

Advanced Metering Infrastructure (AMI) is an integrated system of smart meters, communications
networks, and data management systems that enables two-way communication between utilities and
customer premises equipment. The diagram below represents a typical architecture of AMI:
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p \\ bl / Appliance
/| waN/Backhaul | /| Nan/raN | [ | nan |\
.'II "\‘ / I. I|I I‘ul
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Figure 4-4: Typical Architecture of Advanced Metering Infrastructure
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It is pertinent to mention the following:

e AMI can also be implemented without using a DCU. That is, the meters may directly communicate
with the Utility-HES using any of the technologies that offer wide area connectivity

e DCU could also be replaced by any other gateways/routers

Utilities have millions of consumers and hence millions of meters to record the electricity usage. IPv6, with
its ‘ virtually limitless’ address space, can provide IP addresses to each and every energy meter and thus
assists in making every meter reachable, accessible and controllable from a remote central location. The
second aspect is security. Since security is an integral part of IPv6, enhanced protection can be implemented
in an end-to-end network.

4.7.3 SUPERVISORY CONTROL AND DATA ACQUISITION (SCADA)

Supervisory Control and Data Acquisition (SCADA) is a system for acquiring and analyzing information
obtained from numerous devices placed on the electrical grid. In addition, various grid elements can be
controlled using SCADA. Apart from measuring voltage, current, active power, reactive power, power factor,
etc., SCADA enables acquiring the status of switches, protection relays and faults of Feeder Terminal Unit
(FTU) as well. Flow detection and momentary voltage drop measurement can also be achieved. On the
other hand, switches and relays can be controlled from the control center.

Typically, a Remote Terminal Unit (RTU) serves as an intermediate entity between the control center and
Intelligent Electronic Devices (IEDs) on the grid. The communication requirements for SCADA are very
stringent. These include (but are not limited to) extremely high availability, reliability and information
security, along with very low latency. The SCADA system is used both, at the distribution level (SCADA/
DMS) and at the transmission level (SCADA/EMS). SCADA/DMS is operated by the distribution companies
(DISCOMS) for low voltage distribution lines. SCADA/EMS is operated by the transmission companies
(TRANSCOS) for high voltage transmission lines. A typical architecture of SCADA/DMS and SCADA/EMS is
depicted below:
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Figure 4-5: Typical Architecture of SCADA/DMS and SCADA/EMS
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In India, SCADA/EMS has been implemented for all the state transmission grids and the 5 regional grids
(now a single unified grid) for reliable and integrated operation. As a result, the number of grid failures
have also reduced. As part of RAPDRP (Part A), all the state owned DISCOMS are implementing SCADA/DMS
systems in large towns.

4.7.4 WIDE AREA MONITORING SYSTEM (WAMS)

Wide Area Monitoring System (WAMS) is used to obtain both, magnitude and phase of the voltages and
currents using Phasor Measurement Units (PMUs). The reading is time synchronized using Global Positioning
System (GPS). Real time situational awareness is achieved by using WAMS via voltage stability assessment,
state estimation, oscillation detection and post-fault analysis.

A typical architecture of a Wide Area Monitoring System consists of Phasor Measurement Units (PMUs)
that send the data to a Phasor Data Concentrator (PDC) in a substation which in turn, send the data to the
utility control center.

Utility Control
PDC Centre

Figure 4-6: Typical Architecture of Wide Area Monitoring System

Power Grid Corporation of India Limited (POWERGRID) has already installed 34 PMUs and associated PDCs
in NLDC, WRLDC, NRLDC and SLDC; and is in the process of commissioning 1700 Phasor Measurement
Unites (PMUs) at various sub-stations, power plants and other strategic locations across the Indian power
sector.

Recent studies have revealed possibilities of GPS spoofing attacks on the WAMS data. PMU use GPS time
stamping for synchro-phasor data. One can use RF receiver-transmitter pair to spoof the PMU with false
time stamping. Various schemes are being proposed to mitigate cyber attacks on WAMS system.

4.7.5 SUBSTATION AUTOMATION AND DISTRIBUTION AUTOMATION

Apart from transforming the voltage levels, modern substations include ‘smart’ devices for monitoring and
controlling the operation of transformers, circuit breakers, protective relays, capacitor banks, switches,
voltage regulators, static VAR compensators, etc. Substation automation and distribution automation,
being critical for the functioning of a utility, impose stringent communications requirements of availability,
reliability, latency and security.
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Distribution automation involves employing automation elements at various places on the electricity grid
such as Ring Main Units (RMUs), distribution transformers, reclosers etc. This centralized monitoring and
control of the distribution networks improves the reliability and efficiency of the electrical network.

Currently in India, IEC 60870-5-104 communication protocol is widely used for substation automation. Very
few utilities are using IEC 61850 because of the limited expertise in implementing this protocol.

4.7.6 DISTRIBUTED GENERATION

Distributed generation refers to the generation of electricity by using small scale technologies very close
to the end user. Examples of distributed generation using renewables include solar, small hydro, wind,
biogas and hydrogen energy. Non-renewable fuels such as diesel, natural gas and kerosene are also used
for distributed generation of electricity. Distributed generation of electricity would not only reduce the
demand supply gap, but would also enable consumers in becoming ‘prosumers’ wherein they would feed
electricity into the grid and generate revenue.

Apart from communicating the amount of electricity generated in near real-time to a control center,
M2M communications would be used for remote asset monitoring and controlling the amount of energy
generation as per the needs of the utility.

The Government of India has set a target of generating 40 GW of power by deploying solar PV systems on
20 million rooftops by 2022.

4.7.7 ELECTRIC VEHICLES

India has launched the National Mission for Electric Mobility (NMEM) for expediting the adoption and
manufacturing of electric and hybrid vehicles in India. To achieve this objective, a National Electric Mobility
Mission Plan 2020 was released in 2012 which lays the vision and provides a roadmap for achieving
significant penetration of these efficient and eco-friendly vehicles in India by 2020. It aims to transform
India as a leader in the two-wheeler and four-wheeler market (encompassing electric and hybrid vehicles)
with anticipated sales of around 6-7 million units by 2020.

M2M communications are vital for the functioning of the electric vehicle charging infrastructure because
information regarding charging of the electric vehicle needs to be sent to the utility for billing purposes.
Hence choosing a reliable and secure communications technology is a necessary requirement for the
electric vehicle charging infrastructure.

4.7.8 ENERGY STORAGE

Renewable energy generation being intermittent and variable, requires energy storage technologies for
viable operation. Storage facilities would not only store electricity during non-peak hours and provide
power during outages, but also provide low cost ancillary services such as load following and spinning
reserves.

M2M communications, both at the supply side and the demand side, would provide the necessary visibility
in the grid by being able to monitor and control the amount of electricity storage in near real-time.

With India aiming to aggressively increase renewable generation capacity, lost cost and efficient energy
storage technologies along with reliable M2M communications would provide another stimulus to achieve
the envisaged targets.
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4.7.9 MICROGRIDS

A microgrid is a local grid with an integrated energy system that intelligently manages the interconnected
loads and distributed energy resources. The generation and distribution of power can be operated in island
mode or grid connected mode.

Microgrids can customize the local energy demand curve for a particular area by integrating conventional
power supply with locally installed distributed generation viz. solar, wind, biomass, waste to energy etc and
the energy storage inside the microgrid.

For efficient operation of microgrids, reliable M2M communications is required. India envisages to promote
thousands of off-grid microgrids to electrify remote villages and islands as well as implement grid-connected
smart microgrids that can island from main grid when needed.

4.7.10 HOME ENERGY MANAGEMENT/BUILDING ENERGY MANAGEMENT

Smart homes would offer monitoring and control of the electricity usage within the consumer premises.
Aggregators or energy management systems would form the core of home automation by providing a
means to efficiently consume electricity. In addition to a smart meter that would remotely connect and
disconnect the supply, smart appliances would provide the energy consumption data to the consumer and
the utility. The consumer could view the consumption data via an In-Home Display (IHD) device or via SMS,
e-mail or by logging on to a consumer portal. Loads could also be remotely controlled via the aggregators
or energy management systems.

4.7.11 ENTERPRISE NETWORKS

In addition to the above mentioned use cases, communications will be used by a utility for establishing
enterprise networks as well.

4.8 CYBER SECURITY

4.8.1 INTRODUCTION

Protection of the critical infrastructure (encompassing energy, transportation, banking and finance,
communication and IT, defence, space, law enforcement, sensitive government organisations, critical
manufacturing and e-governance) is the primary objective of any nation and the power sector assumes
top priority. With this convergence of the electrical technologies, information technologies and operational
technologies in a smart grid, security of industrial control systems has become extremely important. The
security of the information infrastructure directly decides the reliability of the power system infrastructure.
The key objectives of security in a smart grid include ensuring availability, confidentiality, integrity and
accountability. These objectives are achieved by preventing denial of service (DoS), false data injection,
spoofing and privilege escalation .

Before the advent of smart grids, security of industrial control systems was limited to prevention of online
attacks. However, today’s scenario mandates protection of critical cyber assets that include (but are
not limited to) substations and control centres of the electricity Utilities (Generation, Transmission and
Distribution), and load dispatch centres. Hence ‘cyber- physical security’ completely signifies the need of
the hour.
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Electric power grid are comprised of cyber assets, physical assets and human resources. In such a cyber-
physical-human environment, failures may originate from cyber attacks, physical attacks or through
disgruntled human resource. Attacks such as Aurora Vulnerability (2007), Stuxnet (2010) and Shamoon
(2012) have shown vulnerability of the industrial control systems to cyber attacks and proving that they
are neither resilient nor robust. It is the increased connectivity in a smart grid that has resulted in increased
vulnerability. Also, the use of standard IT components and IP-based communications make the power
system more prone to attacks. Recent cyber attacks on Ukrainian power grid (December 2015 & 2016)
has demonstrated weakness of protocols used in substation automation against highly coordinated cyber
attacks and involvement of nation-states. .

As compared to enterprise IT systems, industrial control systems result in a more severe impact affecting
the safety, health, environment and the financial strength of a nation. Hence these systems must remain
available for 99.9 to0 99.999 % of the time. On the other hand, the enterprise IT systems remain reliable even
if they are available for 95 to 99% of the time. This makes typical security options like patching vulnerability
more difficult as one need to shut down the system during the process of patching. Sophisticated
cryptography algorithms and encryption techniques are not available for power grid communication
due to low processing power of remote terminal units (RTUs) and time critical nature of the operation.
Furthermore, most industrial control systems last for a minimum of 15-20 years whereas enterprise IT
systems need to be replaced every 3-5 years.

4.8.2 INITIATIVES BY GOVERNMENT OF INDIA

All Utilities in India have been mandated to appoint a Chief Information Security Officer (CISO) which would
oversee the hardware and software inventory not just as book keeping exercise, but identify the ownership
and operation after ensuring accountability within the organisation. While some Utilities have already
appointed CISOs, other Utilities are following suit.
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Identification of the cyber security posture of the organisation is something that Utilities need to do on
a priority basis in order to plug the loopholes. In addition to a regular cyber security audit, performing
a vulnerability, threat and risk analysis is extremely important. This is only possible if the Utility has a
sound cyber security policy, which would act as yard-stick against which the audit will take place. Having
a ‘sectoral’ regulator and ‘sectoral’ incident sharing would be highly beneficial for enforcing regulations
and raising awareness amongst the ‘sector’. For this, it is imperative to define and identify ‘sectors’ — as
per region, Utility (Generation, Transmission or Distribution), energy domains (power, gas, water) or so.
Insuring the Utility against cyber-physical attacks might just be the long term solution that is required for
the protection of the industrial control systems.

In January 2014, the Government of India established the National Critical Information Infrastructure
Protection Centre (NCIIPC) which is the nodal agency responsible for the facilitation, identification,
prioritisation, assessment, remediation and protection of the critical information infrastructure. With
a vision to facilitate a safe, secure and resilient information infrastructure for the critical sectors of the
nation, NCIIPC faces the challenges of identifying critical information infrastructure and incoming/
outgoing dependencies on other infrastructure, developing parameters and metrics, and performing retro-
modification and gap analysis of these dependencies. In the power sector, NCIIPC is playing a key role in
acting on the responsibilities it has envisaged. Setting up an incident reporting and sharing centre is of high
priority as the organisation plans to provide tailored advisories to the Utilities. It has online help desks
available for consultation in case of a threat or an attack. NCIIPC is participating in workshops and projects
aimed towards providing training and spreading awareness in this field.

In India, the Bureau of Indian Standards (BIS) is the national standards body for promoting and nurturing
standards movement. The BIS Standard, IS 16335 - Security Standard for Power Systems, has been
published. It provides information for identification and protection of critical assets used in the generation,
transmission, distribution and trading of electricity. Security management for personnel and assets,
electronic and physical security of assets, incident reporting and response, recovery planning, and auditing
and conformance procedures form integral aspects of this draft standard.

As part of the capacity building initiatives by India Smart Grid Forum (ISGF) and its associates, two workshops
on cyber security for power systems have been conducted in 2014 for power system professionals. In the
recently conducted workshop in Delhi, the faculty included experts from the Government, ISGF Member
Organisations and leading R&D organisations in India. Over 40 delegates from Utilities (Generation,
Transmission and Distribution), Industry, Academia and R&D organisations from India and overseas
attended the workshop. The topics included Smart Grid Pilot Projects in India, Cyber Security for Critical
Infrastructure, Threats and Attacks on Smart Grids, Cyber Security Framework for Smart Grids (Design and
Implementation), Smart Grid Communications, Network and Information Security, Building Cyber Attack
Resilience, Cyber Security Audit and Assessment, and ISGF-NCIIPC Cyber Security Assessment Project for
the Indian Power sector. ISGF has conducted 6 workshops so far.

ISGF, in collaboration with NCIIPC, has completed a survey-based project, ‘ISGF-NCIIPC Cyber Security
Assessment Project’ wherein Utilities (Generation, Transmission and Distribution) were surveyed. This was
a unique research project to assess the cyber security readiness amongst the Indian Utilities. Obtaining
realistic understanding of the cyber security challenges and raising awareness amongst the stakeholders
were the key objectives of this project. The assessment was informal in nature as the intention was not
to formally audit and certify for compliance but to benchmark for assessing cyber security preparedness.
After the completion of the survey, the top 10 findings and recommendations was sent to the Ministry of
Power for the benefit of all power utilities in India (which did not include individual findings). In addition,
each organization taking part in the survey, was provided with their own copy of cyber security gap analysis
report.
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As an offshoot from this project, ISGF has recently prepared a manual on cyber security for power systems.
This Manual on cyber security for power systems in India will provide actionable inputs to the stakeholders
in the power sector. This Manual is applicable to the following stakeholders:

¢ Generation Companies

e Transmission Companies

¢ Distribution Companies

¢ Load Dispatch Centers

e Equipment Manufacturers

e IT Hardware and Software OEMs
e System Integrators

e Service Providers (including communication system providers and agencies implementing
microgrids)

Mandatory Requirements have been defined in this Manual and grouped into the following controls:
Organisation, System Protection, Information Protection, Audits, Assessments, Certification and Testing,
Personnel and Training, Physical Security and Operations.

Besides this, ISGF has formulated a 2-semester program on Cyber Security for Power Systems for M. Tech.
students which will be offered by many universities.

4.8.3 BUILDING RESILIENCE IN A UTILITY’S CYBER SPACE

Let us learn some of the key steps to build cyber resilience in a utility. The first step is to appoint a Chief
Information Security Officer (CISO). Utilities should appoint a CISO from the Senior Management. The
officer may not be an expert, but should understand the importance of cyber security and implications
of not having comprehensive cyber security controls. The second step is to formulate an Information
Security Policy. Sub-policies and procedures specific to key operational areas should also be prepared. The
organisations need to establish a formal mechanism in which all stakeholders (Employees, contractors,
sub-contractors and so on) are required to read and acknowledge the relevant portions of the policies. The
third step is to audit and asses cyber security readiness of the utility. This includes identifying and notifying
Critical Information Infrastructure and subsequently identifying incoming and outgoing dependencies.
Identification of Critical Information Infrastructure should not be done as a book keeping exercise but for
identifying ownership and streamlining operations. The process for obtaining approval for notifying Critical
Information Infrastructure needs to be initiated. Regular internal and external audit for the cyber security
must be conducted.

The auditors must be changed on a regular basis... In addition, penetration testing and red team testing
may be undertaken regularly. The fourth step is to undertake VTR assessment atleast for Critical Information
Infrastructure. After conducting VTR analysis, utilities must apply and/or update the security controls and
assess the security posture again. The fifth step is to assess the risk. This includes residual risk calculation
and mapping to financial risk. Risk assessment and mitigation processes should be established and/or
reviewed regularly. In order to understand the magnitude of the problem by the Senior Management, it
is essential to formulate a mechanism for evaluating and approving residual Information Security risk in a
manner similar to the existing Financial or Operational risk. It is important to mention that the Information
Security risk should be owned by the utility. If the utility is outsourcing the operations, the responsibility
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of securing the cyber space lies with the utility itself. In addition, the business continuity plan needs to be
appropriately regulated. People are usually the weakest link in the security chain. Manipulating people’s
behaviour is the easiest and the least-expensive vector for attackers to exploit. Thus, it is important to
conduct background checks of employees and have a well defined HR policy. The next step is to have an
incident reporting procedure or plan. This includes definition of an incident and incident management
drills.

Inspite of all the preventive measures, the attacker will always have the upper hand because the attacker
needs to be lucky only once, whereas the utility has to make sure that it prevents all cyber incidents. Hence,
it is extremely important to have an incident reporting plan that will not only define a cyber incident, but also
specify responsibilities and steps to be taken in case of an incident. The next step is to undertake automated
monitoring of inbound and outbound communications. It is required to observe unusual or unauthorised
activities. Automated mechanism should be implemented for monitoring inbound and outbound traffic
because it provides effective monitoring. Also, deployment of automatic intrusion prevention systems and
intrusion detection systems is a must. It is also recommended to maintain documentation of the monitoring
process. Lastly, it would be beneficial to deploy data diodes to ensure unidirectional flow of information.

The next step is to dispose Critical Digital Assets (CDA) in the right way. Policies for disposal of Critical
Digital Assets must be formulated to ensure no data is inadvertently being leaked outside the organisation.
Physical destruction of CDA may be considered as a part of organisation’s disposal process. It is extremely
important to define procedures and guidelines for use of smartphones and portable media such as USB
drives, internet dongles, etc. because they are among the foremost source of malware infection and system
compromise. They may also adopt the procedure for blocking unauthorised removable media such as USB
drives on systems by using Vendor Identification or Product Identification methods. The next step is to
have a Service Level Agreement (SLA) for Information security while dealing with outside agencies. This will
force the other organisations to consider security with the service they are providing. It is very important to
consider system hardening while procurement of hardware and software. It will help in making the utility’s
system secure by design. Before procuring any software, firmware or hardware, the utility must investigate
about the product’s cyber security-related aspects.

The selected products must then be tested, both individually and within the utility’s overall environment,
to assess the product’s effectiveness. The next step is to ensure physical security of critical utility sites. For a
utility, ensuring physical security is as important as cyber security. High-delay-time fencing products, vehicle
barriers, retractable bollards, crash-rated gates and sally ports, video surveillance, intrusion detection
systems and advanced motion analytics around the entire perimeter should be common elements at
critical utility sites. Utilities must also use biometric readers and access control badges for more stringent
control of unauthorised physical access prevention and detection. The next step is to have a robust IT
architecture for the utility. The enterprise IT systems and industrial control systems should be physically
or logically isolated. The PLCs and RTUs should not be connected to public networks such as the internet.
This eliminates majority of the threats. Even responsibilities should be segregated and Role Based Access
Control (RBAC) should to be implemented. RBAC is an approach that restricts access to systems to only
authorised users irrespective of age, seniority, department, etc. It is advisable to segregate the utility’s
cyber space into zones such as external zone, corporate zone, manufacturing zone, cell zone, safety zone
and so on. In this way, a defence in depth architecture is created and the attacker has to break through all
the perimeters in order to attack the industrial control systems. Subsequently, it is very important to apply
perimeter protection for each zone. Hence, dual corporate firewalls, dual control system firewalls, dual
control system LAN firewall, field level firewalls, etc., should be common elements in the utility’s network.
This will make it difficult for an attacker to breach the system.
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Dual firewalls are 2 firewalls used instead of one. So for data packets to pass, conditions in both firewalls
must be favourable. This adds robustness to the system. It is extremely important to create a De-Militarised
Zone (DMZ) which is a network that separates the internal LAN from other untrusted networks. Typically,
external-facing servers, resources and services are located in the DMZ so they are accessible from the
Internet but the rest of the internal LAN remains unreachable. This provides an additional level of security
to the LAN as it prevents the attackers from directly accessing internal servers and data via the internet. Any
service that is being provided to the users is typically placed in the DMZ. Examples include mail, web, FTP,
VolIP and so on. The next step is to have separate budgetary allocation for cyber security. It should not be
the case that the IT department allocates money for cyber security. Budgetary allocation for cyber security
should be done in addition to what is allocated to the IT department.

It is very important to assess the cyber security readiness and the security posture regularly. Apart from
cyber security audits, it is very important to conduct cyber security readiness assessments at least once
a year. This will not only tell you where you stand, but it will also help you set the milestones for future
deployments. The next step is to undertake security awareness trainings and capacity building exercises
regularly. Effectiveness of security awareness training needs to be reviewed regularly. Practical exercises
may be included in the security awareness training that simulates actual cyber attacks.

4.8.4 CASE STUDY OF STUXNET

Stuxnet is a sophisticated, complex piece of malware with many different components and functionalities.
It is considered the first true cyber weapon used to infect any industrial control system. The effects that it
caused cannot be compared to any other attack till date. Reports suggest that this malware was targeted
towards the Uranium enrichment nuclear program of Iran. The code was 1Mb long and was twenty times
larger than most other malware. Industrial control systems (ICS) are operated by a specialized code on
programmable logic controllers (PLCs). The PLCs are often programmed from Windows computers
not connected to the Internet or even the internal network. In addition, the industrial control systems
themselves are also unlikely to be connected to the Internet. ICS usually consider availability and ease of
maintenance first and security last. ICS usually consider the “airgap” as sufficient security because they are
not connected to the Internet. In case of Stuxnet, first, the attackers needed to conduct reconnaissance.
As each PLC is configured in a unique manner, the attackers needed schematics of the ICS. These design
documents may have been stolen by an insider or even retrieved by an early version of Stuxnet or other
malicious binary. It is believed that Stuxnet 0.5 was out much earlier before it was first detected. Once
attackers had the design documents and potential knowledge of the computing environment, they would
develop a more advanced version of Stuxnet. Each feature of Stuxnet was implemented for a specific
reason and for the final goal of potentially sabotaging the ICS.

We shall now discuss the attack in a snap shot. Stuxnet entered a system via a USB drive and infected
all machines running Microsoft windows. By stealing two digital certificates, the worm was able to
evade automated-detection systems. Stuxnet then checked whether a given machine was part of the
target industrial control system made by Siemens. Such systems are deployed in Iran to run high-speed
centrifuges for enriching nuclear fuel. If the system wasn’t a target, Stuxnet did nothing; if it was the target,
the worm attempted to access the internet to download a more recent version of itself. The worm then
compromised the target system’s programmable logic controllers, and exploited “zero day” vulnerabilities
that are weaknesses that are not identified by security experts at that time. In the beginning, Stuxnet
spied on the operations of the targeted system. Then it used the information it gathered to take control of
the centrifuges, making them spin to failure. Meanwhile, it provided false feedback to outside controllers,
ensuring that they won’t know what was going wrong until it was too late to do anything about it.
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4.8.5 CASE STUDY OF UKRAINIAN POWER GRID CYBER ATTACK

The cyber-attack on three power companies in Ukraine on 23 December, 2015 was an eye opener for
power grid industry. STUXNET was mainly confined to industrial control system (ICS) infection. It has not
touched traditional silos of generation, transmission and distribution aspects of power grid. However,
Ukrainian power grid attack was the first known instance where a cyber attack had actually infected
distribution substation automation protocols and devices rendering large demography without electricity.
The coordinated cyber attack disconnected substations from the grid leaving more than 225,000 customers
without access to electricity for more than 6 hours.

The CRASHOVERRIDE malware used in the cyber attack was a modular framework consisting of an initial
backdoor, a loader module and several supporting and payload modules including modules for IEC 104,
IEC 61850 and OPC. The severity of the attack was increased by data wiper modules of the malware. It
cleared all registry keys associated with system services and overwrites all ICS configuration files across
hard drives specifically targeting ABB PCM600 configuration files used in substation automation. Once
executed, the data wiper module clears registry keys, erase files and kill processes running on the system
thereby rendering the system unsuable and making restoration of normalcy difficult.

Both, STUXNET and Ukrainian power grid, cyber attacks have changed perspective of security experts
and grid operators towards vulnerability of power grid. Grid operators and utilities have started taking
security of power grid more seriously by preparing incident response plans for such attacks. Resilient grid
has become key word with efforts to systematic and robust backups of engineering files such as PLC logic,
project files, IED/RTU configuration files and installers for ICS devices and protocol gateways. It has busted
myth of airgap between operational technology (OT) and enterprise IT network zones. It is also clear that
the energy sector is not isolated from generic cyber attacks like ransomware that locks computing machines
with vital information and unlocks it only after hefty amount is paid in return.

In conclusion, greater degree of digitization, bi-directional information flow and interconnectedness in the
power system results in better situational awareness, grid monitoring and reliable and quality delivery of
electricity. However, it also results in grid vulnerability against any cyber attacks. Utilities, grid operators
and regulators needs to take proactive measures to address current and potential cybersecurity issues.
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ARCHITECTURE, INTEROPERABILITY AND STANDARDS

Abstract

This module describes Architecture, Interoperability and Standards for smart grids. The module starts
with the National Institute of Standards and Technology (NIST), USA smart grid conceptual model which
is followed by a detailed discussion on the Smart Grid Architecture Model (SGAM). The Smart Grid
Architecture Model (SGAM) is an outcome of the EU Mandate M/490’s Reference Architecture working
group. Interoperability, a key requirement of smart grid, is then discussed. The module concludes with a
discussion on standards including the Indian scenario of standards for smart grids.
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MODULE 5: ARCHITECTURE, INTEROPERABILITY AND STANDARDS I
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5.0 INTRODUCTION

The envisioning, planning, designing and deployment of Smart Grids can be a very complex exercise. The
quickly evolving standards landscape, existing legacy systems at utilities, the plethora of architecture
options, challenges in integration etc., are few of the main challenges faced by the utilities in the Smart
Grid era. Hence, a means to communicate a common view and language about a system context to
utilities, regulators, industry and customers is vital to ensure a better understanding throughout the life
cycle of modernization. Also, there can be several approaches towards integration and hence alternate
implementations of architectures is also possible. Well defined methods to help the utility transition from
current state to future state leveraging standards based interoperability are key to a successful Smart Grid.
All of this is even more critical in the era of increasing penetration of distributed energy resources (DER’s)
in the grid. The current grid in many parts of the world are still a classic traditional grid where power flows
from the generation sink to the consumption sink. However, the introduction of the distributed energy
resources (DER’s) is changing that paradigm to multiple generation sinks located across the entire grid and
closer to the consumption sinks.

A Smart Grid vision is achieved by bringing together enabling technologies, changes to business processes,
and a holistic view of the end-to-end requirements of grid operation. This can be called a Smart Grid
Enabling stack. This morphed over time into a SGAM (Smart Grid Architecture Model) framework. This is
further explained in this module.

However, a SGAM alone is not sufficient. The evolution of Smart Grids from pilot projects and limited
scope deployments with minimal impact to existing operations and systems to large scale initiative, implies
impact to multiple utility systems and processes spanning over customer services, system operations,
planning, engineering and field operations, and adjacencies. This co-ordination between all the systems
in the context of people, process and technologies cannot be accomplished without seamless integration
leveraging standards based interoperability. Systems interoperability, information and data management
are therefore among the key elements of a successful Smart Grid implementation. Any intelligent
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automated operation will require data-driven actions which will not only require timely and accurate data
but more effective coordination, orchestration and synchronization across the layers of the SGAM model
in all dimensions. Standards therefore are vital guidepost that enables the glue (integration) to maintain
interoperability between the systems, processes and across the enterprise.

The daunting need to represent the Smart Grid domain in a coherent yet abstract manner with all the major
stakeholders. The NIST conceptual model [NIST 2009] was considered as the first essential input though
some regions modified it to adapt to other regional contexts. The NIST model is described in this module.

Itis not enough to just represent the Smart Grid domain in a coherent and abstract manner. It has to be used
to define an architectural framework that would support a variety of different approaches corresponding
to different stakeholders requirements and make it in a timeframe or shapshot. This would require several
architecture viewpoints to be developed and put together into a reference architecture over the entire
system lifecycle. This means that, on a complex system like the Smart Grid, it is not always possible to cover
all viewpoints and choices had to be made. Hence, the essential and the most relevant ones have to be
chosen and documented using the rationales, limitations and implications.

Lastly, the model has to be accompanied with a methodology that will allow the users of the architectural
model to apply it to a large variety of use-cases that would form the bedrock of the implementations, which
will be unique at every utility.

This module includes a description of the NIST conceptual model, the SGAM, the Interoperability framework
and covers mapping tools developed by IEC.

Deploying a smart grid can be a daunting task considering the existing legacy infrastructure at most utilities.
In this module, the important role being played by standards is highlighted. However standards themselves
are not enough, as where and how they are used is a matter of choice which the utility has to make. In
such a scenario, the architecture and interoperability aspects of the smart grids becomes important. These
terms have several interpretations and often confusing. Architecture refers to the modular structure of the
components that build the smart grids. Modularity is the degree to which a system’s components may be
separated and recombined [1]. Thus having a highly modular structure will bring in flexibility in the smart
grid design. Different components can be independently developed by multiple competing vendors there
by decreasing cost and increasing efficiency. The flip side, to having a high degree of modularity is that one
has to define the overall architecture as to what the modules are and how they are interacting. For example,
an advanced distribution management system would have modules, such as (i) network operations, (ii)
asset management, (iii) geographical information system, and (iv) outage management system etc. In the
following section several smart grid architectural frameworks will be discussed. Ensuring interoperability
bewteenthese modulesisthe next challenge. The interfaces for these modules can be physical (hardware) or
logical (software). In the following sections a framework for defining interoperability will be presented. The
next challenge is to actually implement these interfaces and modules down to the technical specifications
level. This is where standards will play a role. The interdependency between architecture, interoperability
and standards is depicted in the figure 1 below.
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Architecures

» define the modular struture of smart grid

Interoperability

« defines the interfaces for the modules of smart grid

Smart Grid Deployment

Figure 5-1: Interdependency between Architectures, Interoperability and Standards

5.1 ARCHITECTURES FOR SMART GRIDS

Architecture comprises of fundamental concepts inits environment embodied in its elements, relationships,
and based on the principles of its design and evolution.

Smart grid is not a specific technology or a product, rather it is an ecosystem of various products, systems
connected across the physical, communication and information technologies. Under such a scenario,
developing an architecture for the smart grid will be a crucial step. Several model architectures have been
proposed, and in this module, some of the key smart grid architectures will be discussed.

5.1.1 NIST SMART GRID CONCEPTUAL MODEL

The Smart Grid is a complex system of systems for which a common understanding of its major building
blocks and how they interrelate must be broadly shared. NIST has developed a conceptual architectural
reference model to facilitate this shared view. This model provides a means to analyze use cases, identify
interfaces for which interoperability standards are needed, and to facilitate development of a cyber security
strategy. [NIST2009].

NIST also came out with a Smart Grid Reference architecture. A Reference Architecture describes the
structure of a system with its element types and their structures, as well as their interaction types, among
each other and with their environment. Describing this, a Reference Architecture defines restrictions for an
instantiation (concrete architecture). Through abstraction from individual details, a Reference Architecture
is universally valid within a specific domain. Further architectures with the same functional requirements
can be constructed based on the reference architecture. Along with reference architectures comes a
recommendation, based on experiences from existing developments as well as from a wide acceptance
and recognition by its users or per definition. [ISO/IEC42010].
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Figure 5-2: NIST and IEEE Smart Grid Domains.

Source: IEEE Smart Grid Domains and Sub-Domains, http://smartgrid.ieee.org/resources/73-domains

To integrate the —Distributed Energy Resources (DER) into the NIST Model, it has been extended by a new
—Distributed Energy Resources Domain, which is (in terms of electricity and communications) connected
with the other NIST Domains shown in Figure 5-2.

The extension of the NIST Model with a new DER Domain is necessary for the following reasons: Distributed
Energy Resources require a new class of use cases In order to comply to future anticipated regulation
and legislation explicit distinction of Distributed Energy Resources will be required Distributed Energy
Resources represent the current situation A consistent model requires clear criteria to separate the new
DER Domain from the existing Domains, especially from Bulk Generation and the Customer Domain. Initial
criteria are used. Separation criteria for the DER-Domain.

156 | Smart Grid Handbook for Regulators and Policy Makers




s MODULE 5: ARCHITECTURE, INTEROPERABILITY AND STANDARDS

e Control - The generation units in the Customer Domain can not be remote controlled by an operator.
The generation units in the DER and Bulk Generation Domain are under control of an operator,
(approximately comparably with the controllability of bulk generation units today).

e Connection point - The generation units in the bulk generation domain are predominantly connected
to the high voltage level. The generation units in the DER Domain are predominantly connected to
the medium voltage level (in some cases also to the low voltage level) and the generation units in
the customer domain to the low voltage level.

5.1.2 STRUCTURE OF SGAM FRAMEWORK

An architectural framework is defined as comprising of conventions, principles and practices for the
description of architectures established within a specific domain of application and/or community of
stakeholders [ISO/IEC42010].

The SGAM framework is established by merging the concept of the interoperability layers with the smart
grid planes. This merge results in a model (depicted in below figure) which spans three dimensions:

Domain

One dimension of the Smart Grid Plane covers the complete electrical energy conversion chain, partitioned
into 5 domains: Bulk Generation, Transmission, Distribution, DER and Customers Premises.

Interoperability (Layer)

Interoperability is seen as the key enabler of smart grid. Consequently the proposed SGAM framework
needs to inherently address interoperability. For the understanding on interoperability in the context of
smart grid and architectural models, a definition and requirements for achieving interoperability are given.

In order to allow a clear presentation and simple handling of the architecture model, the interoperability
categories described in the GridWise Architecture model are aggregated in SGAM into five abstract
interoperability layers: Business, Function, Information, Communication and Component

Zone

One dimension of the Smart Grid Plane represents the hierarchical levels of power system management,
partitioned into 6 zones: Process, Field, Station, Operation, Enterprise and Market [IEC62357-2011].

Smart Grid Planes

The Smart Grid Plane is defined from the application to the Smart Grid Conceptual Model of the principle of
separating the Electrical Process viewpoint (partitioning into the physical domains of the electrical energy
conversion chain) and the Information Management viewpoint (partitioning into the hierarchical zones (or
levels) for the management of the electrical process. [IEC623572011, IEC 62264-2003]
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Figure 5-3: SGAM Framework

The SGAM framework and its methodology are intended to present the design of smart grid use cases in
an architectural viewpoint allowing it both- specific but also neutral regarding solution and technology.
In accordance to the present scope of the M/490 program, the SGAM framework allows the validation of
smart grid use cases and their support by standards.

The SGAM framework consists of five layers representing business objectives and processes, functions,
information exchange and models, communication protocols and components. These five layers represent
an abstract and condensed version of the interoperability categories. Each layer covers the smart grid plane,
which is spanned by electrical domains and information management zones. The intention of this model
is to represent on which zones of information management interactions between domains take place. It
allows the presentation of the current state of implementations in the electrical grid, but furthermore to
depict the evolution to future smart grid scenarios by supporting the principles universality, localization,
consistency, flexibility and interoperability.

The SGAM framework uses the five interoperability layers and represents the entities and their relationships
in context of smart grid domains, information management hierarchies and interoperability aspects.

I. WHAT CAN SGAM BE USED FOR ?

SGAM can be used for the following key purposes:
e Compare different architectures
e Coordinate work between different TCs and stakeholders
¢ |dentify gaps in SG standardization

e Map use cases
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e Design architectures

e Develop interface specifications

e Map portfolio

e Map customers and competitors

¢ |dentify new applications, services

¢ Analyze installed architectures and migration scenarios
¢ Map own R&D effort; Investigate core competencies

¢ Investigate business models, overlap of own offerings

SGAM also supports detailed views and is primarily leverages a use-case driven approach which can be
very purposeful for the organization. No two organizations or utilities are alike the use cases will drive the
overall model.

Il. SMART GRID ARCHITECTURE MODEL (SGAM) INTEROPERABILITY LAYERS

In order to allow a clear presentation and simple handling of the architecture model, the interoperability
categories described in the GWAC stack are aggregated into five abstract interoperability layers.

Business Context

Semantic Understanding T Information Layer

Basic Connectivity Component Layer

\ Interoperation /

Figure 5-4: Grouping of GWAC stack into interoperability layers
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lll. BUSINESS LAYER

The business layer represents the business view on the information exchange related to smart grids.
SGAM can be used to map regulatory and economic (market) structures and policies, business models,
business portfolios (products & services) of market parties involved. Also business capabilities and business
processes can be represented in this layer. In this way it supports business executives in decision making
related to (new) business models and specific business projects (business case) as well as regulators in
defining new market models.

IV. FUNCTION LAYER

The function layer describes functions and services including their relationships from an architectural
viewpoint. The functions are represented independent from actors and physical implementations in
applications, systems and components. The functions are derived by extracting the use case functionality
which is independent from actors.

V. INFORMATION LAYER

The information layer describes the information that is being used and exchanged between functions,
services and components. It contains information objects and the underlying canonical data models. These
information objects and canonical data models represent the common semantics for functions and services
in order to allow an interoperable information exchange via communication means.

VI. COMMUNICATION LAYER

The emphasis of the communication layer is to describe protocols and mechanisms for the interoperable
exchange of information between components in the context of the underlying use case, function or service
and related information objects or data models.

VII. COMPONENT LAYER

The emphasis of the component layer is the physical distribution of all participating components in the
smart grid context. This includes system actors, applications, power system equipment (typically located
at process and field level), protection and tele-control devices, network infrastructure (wired / wireless
communication connections, routers, switches, servers) and any kind of computers.

VIll. SGAM DOMAINS

The smart grid plane covers the complete electrical energy conversion chain. This includes the domains
listed in the below table.
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Table 5-1: SGAM Domains

Domain Description
Bulk Representing generation of electrical energy in bulk guantities, such as by
Generation fossil, nuclear and hydro power plants, off-shore wind farms, large scale solar

power plant (i.e. PV, CSP)- typically connected to the transmission system
Transmission  Representing the infrastructure and organization which transports electricity
over long distances

Distribution Representing the infrastructure and organization which distributes electricity to
customers

DER Representing distributed electrical resources directly connected to the public
distribution grid, applying small-scale power generation technologies (typically
in the range of 3 KW to 10.000 kW). These distributed electrical resources may
be directly controlled by DSO

Customer Hosting both - end users of electricity, also producers of electricity. The

Premises premises include industrial, commercial and home facilities (e.g. chemical
plants, airports, harbors, shopping centers, homes). Also generation in form of
e.g. photovoltaic generation, electric vehicles storage, batteries, micro
turbines... are hosted

IX. SGAM ZONES

The SGAM zones represent the hierarchical levels of power system management [IEC 62357]. These zones
reflect a hierarchical model which considers the concept of aggregation and functional separation in power
system management.

The concept of aggregation considers multiple aspects in power system management:

e Data aggregation — data from the field zone is usually aggregated or concentrated in the station
zone in order to reduce the amount of data to be communicated and processed in the operation
zone

e Spatial aggregation — from distinct location to wider area (e.g. HV/MV power system equipment
is usually arranged in bays, several bays form a substation; multiple DER form a plant station, DER
meters in customer premises are aggregated by concentrators for a neighborhood) In addition
to aggregation, the partitioning in zones follows the concept of functional separation. Different
functions are assigned to specific zones. The reason for this assignment is typically the specific
nature of functions, but also considering user philosophies. Real-time functions are typically in the
field and station zone (metering, protection, phasor-measurement, automation etc.). Functions
which cover an area, multiple substations or plants, city districts are usually located in operation
zone (e.g. wide area monitoring, generation scheduling, load management, balancing, area power
system supervision and control, meter data management etc.). The SGAM zones are described in
the below table.
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Table 5-2: SGAM Zones

Zone Description

Process Including the physical, chemical or spatial transformations of energy (electricity,
solar, heat, water, wind ...) and the physical equipment directly involved. (e.g.
generators, transformers, circuit breakers, overhead lines, cables, electrical
loads any kind of sensors and actuators which are part or directly connected to
the process,...).

Field Including equipment to protect, control and monitor the process of the power
system, e.qg. protection relays, bay controller, any kind of intelligent electronic
devices which acguire and use process data from the power system.

Station Representing the areal aggregation level for field level, e.g. for data
concentration, functional aggregation, substation automation, local SCADA
systems, plant supervision...

Operation Hosting power system control operation in the respective domain, e.g.
distribution management systems (DMS), energy management systems (EMS)
in generation and transmission systems, microgrid management systems,
virtual power plant management systems (aggregating several DER), electric
vehicle (EV) fleet charging management systems.

Enterprise Includes commercial and organizational processes, services and infrastructures
for enterprises (utilities, service providers, energy traders ...), e.g. asset
management, logistics, work force management, staff training, customer
relation management, billing and procurement...

Market Reflecting the market operations possible along the energy conversion chain,
e.g. energy trading, mass market, retail market..

Organizations can have actors in several domains and zones. In the smart grid plane, the areas of the
activity of these actors can be shown. E.g. according to the business area of a transmission utility it is likely
that the utility covers all segments of the transmission domain, from process to market. A service provider
offering weather forecast information for distribution system operators and DER operators could be located
to the market zone interacting with the operation zone in the distribution and DER domain.

5.2 INTEROPERABILITY FOR SMART GRIDS

In order to allow a clear presentation and simple handling of the architecture model, the interoperability
categories described in the GridWise Architecture model are aggregated in SGAM into five abstract
interoperability layers: Business, Function, Information, Communication and Component.

It is very important to understand that it is advisable to implement system-level interoperability and not
device-level interoperability which allows changing of end-devices while ensuring they (end-devices)
interoperate immediately. In case of smart metering or AMI, India has opted for system-level interoperability
wherein, it has defined a data exchange protocol and data can be transported from and to the smart meter
using any communication protocol. In case a utility wants to implement device-level interoperability in AMI,
it has to choose a particular communications technology that will be integrated by all meter manufacturers.

5.2.1 SMART GRID INTEROPERABILITY FRAMEWORK BY GRIDWISE

The interoperability categories introduced by the GridWise Architecture Council [GWAC2008] represent a
widely accepted methodology to describe requirements to achieve interoperability between systems or
components
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Figure 5-5 A: Interoperability Categories defined by GWAC [GWAC2008]

The individual categories are divided among the three drivers —Technical, Informational and Organizational.
These interoperability categories underline the definition of interoperability. Hence for the realization of an
interoperable function, all categories have to be covered, by means of standards or specifications.

To encourage communication and the development of a smart grid interoperability community, the
GridWise Architecture Council (GWAC) has created an Interoperability Context-Setting Framework. This
conceptual model has been helpful to explain the importance of organizational alignment in a utility in
addition to technical and informational interface specifications for smart grid devices and systems.

Interoperability Categories
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Security & Privacy

3: Syntactic Interoperability

System Evolution & Scalability

Technical 2: Network interoperabili
(syntax) RO ¥

P

1: Basic Connectivity

Figure 5-5 B: Interoperability context setting framework
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Cross-cutting issues are topics which need to be considered and agreed on when achieving interoperability
[GWAC 2008]. These topics may affect several or all categories to some extent. Typical cross-cutting issues
are cyber security, engineering, configuration, energy efficiency, performance and others.

5.3 STANDARDS FOR SMART GRIDS

Smart grid represents the end-to-end integration of bulk generation, T&D, distributed generation, and
customer systems overlaid with sensors and connected with multiple information and communication
systems. Smart grid is expected to use digital information, automation, communication, and a high level of
system integration to modernize the electric grid.

All these pieces need to be able to communicate with one another. If all hardware and information systems
were supplied by a single vendor, there would be a very high probability that all of the pieces would connect
and exchange whatever information they need to work properly. In a scenario that includes multiple
suppliers that want to provide equipment or information systems, there has to be some sort of standard
or interface that enables the systems to work together. Generally, standards are developed through the
iterations that lead to a dominant vendor or technology that defines a de facto standard (e.g. DVD and
BlueRay). If there was a single provider or a de facto standard that had emerged, then a separate standards
setting process would be unnecessary.

The electric grid, however, is supported by multiple suppliers reduce the risks associated with dependence
on a single supplier. Competition among provides a more reliable supply chain, lowers costs, and increases
potential innovation benefits. Systems with multiple suppliers require standards to better define how all
the hardware and information pieces connect.

Standards are developed and maintained by standards development organizations or standards bodies,
also referred to as SDOs. Well-known standards organizations include the ISO, W3C, IEEE, NEMA, NAESB,
and OASIS.

For smart grid in the US, NIST is the organization designated under EISA to lead and manage standards
development activities. Specifically, NIST has primary responsibility” to coordinate development of
a framework that includes protocols and model standards for information management to achieve
interoperability of smart grid devices and systems...”. To carry out this charge, NIST is collaborating with
the GWAC, numerous expert working groups and SGIP Cyber Security Working Group to identify and
recommend standards to address each of the various components of smart grid. NIST formed the Smart
Grid Interoperability Panel (SGIP) in order to establish a governing board of industry representatives to help
guide the identification and development of standards. The SGIP is a public-private partnership structured to
provide the broad industry representation necessary to review recommendations from each of the working
groups and assure they reflect the consensus required to support standards adoption. Recommendations
from the NIST working group and PAPs will be passed to different SDOs for development of the actual
standards. EISA specifically names and refers to the following standards organizations that will play a role
in smart standards development:

¢ Institute of Electrical and Electronics Engineers (IEEE)
¢ National Electrical Manufacturers Association (NEMA)
¢ International Electrotechnical Commission (IEC)

e American National Standards Institute (ANSI)

e German Standards Institute (Deutsches Institut fir Normung)
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¢ International Organization for Standardization
¢ International Telecommunication Union

e Society of Automotive Engineers (SAE) to address electric vehicles

Standards relevant to smart grid are also likely to involve many other organizations representing the utility,
consumer electronics, and other related industries.

Smartgridisajourneyand nota product; and standards play animportantrole in moving forward towards the
short term and long term goals. A short term goal might be to implement advanced metering infrastructure
(AMI) whichinvolvesthe use of multiple standards for the data exchange protocol, metrology, neighbourhood
area network/field area network, wide area network etc. As a long term goal, a DISCOM may choose to
integrate AMI with outage management system (OMS), supervisory control and data acquisition (SCADA),
geographical information system (GIS) etc. If this level of integration needs to be performed seamlessly,
all interfaces need to be defined/specified. One such example is the IEC 61968 (Application integration at
electric utilities - System interfaces for distribution management). This set of standards is limited to the
definition of interfaces and is implementation independent; it provides for interoperability among different
computer systems, platforms, and languages, thereby implementing system-level interoperability. Another
example of system-level interoperability is defining the data exchange protocol only and not defining the
communication protocols.

5.3.1 NEED OF DEFINING STANDARDS

Standardisation brings all players/companies on a level-playing field which apart from increasing global
trade, accelerates new technologies, brings in economies of scale and hence trust via compliance to
standards. In addition, industry organisations get to know the views/mindset of peer companies with
respect to both current and future offerings. Furthermore, if global standards are followed, manufacturers
will have to manufacturer only one product that serves all markets.

Standards eliminate incompatibilities between vendor products and simplify testing, implementation,
system security, maintenance, and development of monitoring and operational practices necessary to
manage grid resources. Standards also:

e Establish technical specifications to achieve the required level of compatibility, interchangeability,
or commonality to obtain interoperability between system components and systems;

e Establish a common perception and understanding of system operations;
¢ Provide data compatibility and eliminate data incompatibilities; and

¢ Facilitate collaboration between units within an organization and between organizations, which
facilitates system interoperability.

5.3.2 SMART GRIDS STANDARDS MAPPING TOOL

One of the best resources for exploring the myriad of standards on smart grids, the Smart grid standards
mapping tool developed and maintained by IEC. With this tool, one can easily and instantly identify the
standards that are needed for any part of the Smart Grid — no need to be a standards expert. With this tool
you are also able to identify any given standard in relation to its role within the Smart Grid. New standards
are added regularly. The maping tool is available at [3]. The figure below presents a view of the map.
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Figure 5-6: IEC Smart Grids Standards Mapping Tool
Source- IEEE Smart Grid Standards Mapping Tool, http://smartgridstandardsmap.com/

5.4 INDIAN SCENARIO OF STANDARDS FOR SMART GRIDS

In India, the Electronics and IT Department (LITD) under BIS is the primary department that formulates
standards on smart grids. The scope of this department is:

“Standardization in the field of electronics and Information Technology”

The sectional committee LITD 10 is the committee that formulates standards on smart grids. The scope of
LITD-10 (POWER SYSTEM CONTROL AND ASSOCIATED COMMUNICATIONS), is: “To prepare Indian Standards
relating to: Power system control equipment and systems including EMS (Energy Management System),
DMS (Distribution Management System), SCADA (Supervisory Control and Data Acquisition), Distribution
Automation, Smart Grid, Teleprotection and associated Communications used in planning, operation and
maintenance of power systems”.

LITD 10 has 7 Panels (P1, P2, P3, P4, P5, P6, P7) under it:
e P1-Interoperability

This Panel has formulated a standard on ‘Power system communications — Interoperability —
Guidelines’ which will be released as IS 16334:2015.

e P2 —Security

This Panel has formulated a standard on ‘Power control systems — Security Requirements’ which
will be published as IS 16335:2015.

e P33 —Common Information Model

This Panel has formulated standards on ‘Common Information Model (CIM) for information exchange in the
context of electrical utilities” which will be published as IS 16336 Part 1, Part 2 and Part 3.
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e P4 —Phasor Measurement Unit (PMU)
This Panel is formulating a standard on PMUs.
e P5 - Distribution Management System (DMS)
This Panel is formulating a standard on DMS.
e P6 — Digital Architecture Framework
This Panel is formulating a standard on the digital architecture of electric utilities.

e P7 - Advanced Metering Infrastructure (AMI)

This Panel is formulating a draft on AMI. However, this may now not be required<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>